Acknowledgments

Special recognition is extended to the principal authors of the Cryptographic Modules document: Paul Cormier,

CSE; Ken Donaldson, CSE; Albert Pereira, CSE; and William Brierley, AEPOS Technologies Corporation. Also

due acknowledgment for their input and contributions to this document are: Steve Booth, CSE; Steve Harrison,

CSE; Barry Madill, CSE; and Andrew Robison, CSE.

Copyright ª1993 The Government of Canada.

Permission is granted to make and distribute verbatim copies of this document

provided the copyright notice and this permission are preserved on all copies.

Table of Contents

Summary T able of Contents

Foreword . . . . . . . . . . . . . . . . . . . . . . . . . xi

Introduction . . . . . . . . . . . . . . . . . . . . . . . . 1

Scope . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

Export Controls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

Structure of the Criteria . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

Exchange Criteria . . . . . . . . . . . . . . . . . . . . 7

Exchange Con�dentiality . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

Exchange Integrity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

Exchange Authentication . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

Cryptographic Module Criteria . . . . . . . . . . . 13

Cryptographic Module Implementation . . . . . . . . . . . . . . . . . . 13

De�nitions . . . . . . . . . . . . . . . . . . . . . . . . 17

Bibliography . . . . . . . . . . . . . . . . . . . . . . 23

APPENDICES . . . . . . . . . . . . . . . . . . . . . 25

A A Guide to Exchange . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

B A Guide to Cryptographic Modules . . . . . . . . . . . . . . . . . . . . 41

DRAFT i V ersion 1.0e

Table of Contents

T able of Contents

Foreword . . . . . . . . . . . . . . . . . . . . . . . . . xi

Introduction . . . . . . . . . . . . . . . . . . . . . . . . 1

Scope . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

Functionality . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

Cryptographic Modules . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

Integration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

Export Controls . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

Structure of the Criteria . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

Letter Codes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

Constraints . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5

Exchange Criteria . . . . . . . . . . . . . . . . . . . . 7

Exchange Con�dentiality . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

XC–0 Non-compliant . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

XC–1 Basic Exchange Con�dentiality . . . . . . . . . . . . . . . . . . . 7

XC–2 Broadcast Exchange Con�dentiality . . . . . . . . . . . . . . . . 8

XC–3 Point-to-Point Exchange Con�dentiality . . . . . . . . . . . . . . 8

XC–4 Channel Exchange Con�dentiality . . . . . . . . . . . . . . . . . 9

Exchange Integrity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

XI–0 Non-compliant . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

XI–1 Basic Exchange Integrity . . . . . . . . . . . . . . . . . . . . . . . 10

XI–2 Broadcast Exchange Integrity . . . . . . . . . . . . . . . . . . . . . 10

XI–3 Point-to-Point Exchange Integrity . . . . . . . . . . . . . . . . . . 11

Exchange Authentication . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

XW–0 Non-compliant . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

XW–1 Peer-Entity Exchange Authentication . . . . . . . . . . . . . . . 12

XW–2 Data Origin Exchange Authentication . . . . . . . . . . . . . . . 12

XW–3 Non-Repudiatable Exchange Authentication . . . . . . . . . . . 12

Cryptographic Module Criteria . . . . . . . . . . . 13

Cryptographic Module Implementation . . . . . . . . . . . . . . . . . . 13

FL-1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

FL–2 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

FL–3 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

FL–4 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

DRAFT iii V ersion 1.0e

Table of Contents De�nitions . . . . . . . . . . . . . . . . . . . . . . . . 17

Bibliography . . . . . . . . . . . . . . . . . . . . . . 23

APPENDICES . . . . . . . . . . . . . . . . . . . . . 25

A Guide to Exchange . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27Introduction

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

Scope . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

The Role of Data Exchange Criteria . . . . . . . . . . . . . . . . . . . . 27

The Trusted Distributed Environment . . . . . . . . . . . . . . . . . . 29

Data Exchange and Network Security . . . . . . . . . . . . . . . . . . 29

Data Exchange and Distributed Operating Systems . . . . . . . . . . 30

Data Exchange and Data Base Security . . . . . . . . . . . . . . . . . 30

Exchange Con�dentiality . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

Meeting The Criteria . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

XC-1: Basic Data Con�dentiality . . . . . . . . . . . . . . . . . . 31

XC-2: Broadcast Exchange Con�dentiality . . . . . . . . . . . . . 32

XC-3: Point-to-Point Exchange Con�dentiality . . . . . . . . . . . 33

XC-4: Channel Exchange Con�dentiality . . . . . . . . . . . . . . 33

Exchange Integrity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

Meeting The Criteria . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

XI-1: Basic Data Integrity . . . . . . . . . . . . . . . . . . . . . . . 36

XI-2: Broadcast Exchange Integrity . . . . . . . . . . . . . . . . . 36

XI-3: Point-to-Point Exchange Integrity . . . . . . . . . . . . . . . 37

Exchange Authentication . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

Meeting The Criteria . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

XW-1: Peer-Entity Authentication . . . . . . . . . . . . . . . . . . 39

XW-2: Data Origin Authentication . . . . . . . . . . . . . . . . . . 39

XW-3: Non-Repudiatable Exchange Authentication . . . . . . . . 39

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

B A Guide to Cryptographic Modules . . . . . . . . . . . . . . . . . . . . 41

Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

Scope . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

Cryptographic Algorithms . . . . . . . . . . . . . . . . . . . . . . . . 41

Con�gurations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

Integration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

Control Interface Implementations . . . . . . . . . . . . . . . . . . 42

Ciphertext Interface Implementations . . . . . . . . . . . . . . . . 43

DRAFT iv V ersion 1.0e

Table of Contents TCB

Assurance Constraints . . . . . . . . . . . . . . . . . . . . . . . 44

Meeting the Criteria . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

DRAFT v V ersion 1.0e

Table of Contents List of FiguresFigure

1 Trusted Distributed Environment . . . . . . . . . . . . . . . 28

Figure 2 Cryptographic Module Con�gurations . . . . . . . . . . . . 42

Figure 3 Control Interface Implementations . . . . . . . . . . . . . . 43

Figure 4 Ciphertext Interface Implementations . . . . . . . . . . . . 44DRAFT

vii V ersion 1.0e

Foreword This document represents the current state of the Cryptographic Modules Cri-

teria. The purpose of this document is to present a set of technical hard-

ware/�rmware/software criteria for trusted products incorporating cryptography

which is consistent with the Security Policy of the Government of Canada, the

Information Technology Security Standards under development by the Govern-

ment of Canada and takes into account reciprocity issues with technical criteria

of other nations strategically allied with the Government of Canada. Develop-

ment of the Cryptographic Modules Criteria has progressed through workshops

and discussions with government and industry.

Review, revision and further development, as appropriate, will be on a continuing

basis with reissuance of a revised Cryptographic Modules document on an as

needed basis.

Comments and recommendations for further development and revision of this

document are welcomed and should be directed to:

Criteria Coordinator

S5B InfoSec Standards and Evaluations

Communications Security Establishment

P. O. Pox 9703 Terminal

Ottawa, Canada

K1G 3Z4

phone: (613) 991-7331

fax: (613) 991-7323

net: criteria@manitou.cse.dnd.ca

Requests for further hardcopies of this document can be directed to the Head,

INFOSEC Client Support Services, at (613) 991–7543. Electronic copies of the

Cryptographic Modules document may be acquired by anonymousFTP from:

ftp.cse.dnd.ca

Login as “anonymous” and supply “userName@site” as the password.

DRAFT xi V ersion 1.0e

Introduction 2.

to accept the results of a previous endorsement or validation of a

cryptographic module without requiring additional work from the

V endor.

Functionality The Cryptographic Modules document introduces an additional functionality

criteria: Exchange. The Exchange security services counter threats centered

around TCB objects transmitted over or stored on unprotected media. Such

threats could include the disclosure of protected objects during transmission, the

modi�cation of protected objects during transmission, or the authenticity of the

trusted products involved in the transmission of protected objects.

Exchange services facilitate the rating and speci�cation of services which support

distributed computing environments over unprotected media. By providing Ex-

change services as distinct criteria it is possible to distinguish between products

which have been evaluated to operate in a protected environment and one suit-

able for an unprotected distributed environment. Products rated for a protected

environment do not have rated Exchange services and the evaluation does not

take communications functionality into account. Products suitable for an unpro-

tected distributed environment do have rated Exchange services which support

an appropriate security policy.

The Exchange services de�ned in these criteria complement the functionality

criteria de�ned in the CTCPEC. A product under evaluation may target any

combination of functionality services de�ned in either the CTCPEC or the

Cryptographic Modules document. However, a single level of assurance is

applied globally to all security services.

Cryptographic Modules The Cryptographic Modules Criteria de�ned in this document specify the imple-

mentation requirements for commercial grade cryptographic modules. Included

in the implementation requirements are:

1.functionality requirements: the functionality that must be imple-

mented as part of the cryptographic module;

2. assurance requirements: the requirements for assurance which

contribute to the overall con�dence that the cryptographic module

has been implemented correctly; and

3. integration requirements: the security services and assurance level

that must be achieved by the trusted product. The integration require-

ments appear in the Cryptographic Modules Criteria as constraints

to other security services and assurance levels.

If the cryptographic module is embedded within a product (i.e., the product

provides the control and status interface for the cryptographic module), then

additional security requirements are placed on the trusted product. The require-

ments are de�ned in the Cryptographic Module Criteria as constraints to security

services which must be provided by the trusted product. These services are re-

quired in order to provide suf�cient functionality to maintain a trusted interfaceIntroduction

DRAFT

2 V ersion 1.0e

Scope between the cryptographic module and the host TCB during critical security

operations.

Integration In order to satisfy the constraints de�ned above, the following approach is taken

in writing the Criteria for trusted products incorporating cryptography:

• The cryptographic module is evaluated against the Cryptographic

Module Criteria and receives a rating corresponding to the level at

which all of the requirements have been satis�ed or exceeded.

• For the remainder of the evaluation, the cryptographic module is

viewed as a black-box component (i.e., only the interface to the

cryptographic module is considered). The internal functionality and

the assurance documentation of the cryptographic module is not re-

examined.

• The trusted product (i.e., all security services provided by the prod-

uct) is evaluated to one of the CTCPEC assurance levels. The crypto-

graphic module is considered a con�guration item and all assurance

requirements are applied to the cryptographic module interface. The

trusted product must support all security services which are listed in

the constraints section of the Cryptographic Module Criteria.

• The trusted product receives: a rating for each security service

provided (e.g., CD-2, CR-1, XC-2, IS-1, WI-1), an assurance rating

corresponding to the assurance achieved by all security services (e.g.,

T-2), and a rating for the cryptographic module (e.g., FL-2).

Under certain conditions, the assurance requirements as speci�ed in the Crypto-

graphic Module Criteria do not apply. An assumption made thus far was not to

place any additional requirements on the evaluation of the cryptographic mod-

ule other than those de�ned in the Cryptographic Modules Criteria (e.g., the

CTCPEC assurance requirements are not directly applied to the internal com-

ponents of the cryptographic module). This assumption made it necessary to

specify, for each cryptographic module rating, the maximum assurance level

which may be obtained by the composite trusted product. However, if a V en-

dor chooses to have the cryptographic module’s internal components also meet

the CTCPEC assurance requirements (in addition to the Cryptographic Modules

Criteria), then the maximum assurance level constraints may not apply to the

composite trusted product.

The cryptographic module and the host TCB can be viewed as two distinct

entities if:

1. the cryptographic module is a stand-alone, inline module;

2. cryptography is used only to provide Exchange services (non-

Exchange services are not provided through the use of cryptography

via this cryptographic module); and

3. the host TCB and the cryptographic module cannot interfere with

one another in any way.

DRAFT

3 V ersion 1.0eIntroduction

Structure of the Criteria Structure of the CriteriaThe Cryptographic Modules Criteria were developed to be consistent with the

structure, format, and style of the CTCPEC. A complete description of the

structure of the criteria may be found in the CTCPEC section “Structure of the

Criteria.”

Letter Codes Each service is denoted by a two letter code followed by a dash and �nally

the service level. Unfortunately, it was not possible to come up with matching

French equivalents to all the service level letter codes. Therefore, to maintain

commonality and to minimize confusion, the French and English codes are

identical.

Table 1 contains all the two letter level codes de�ned in these criteria.Criteria

Letter

Codes

Full Rating Title Range

Data

Exchange

XC Data Exchange

Con�dentiality

XC-0 – XC-4

XI Data Exchange Integrity XI-0 – XI-3

XW Data Exchange

Authentication (Who)

XW-0 – XW-3

Cryptographic

Modules

FL FIPS 140-1 Level FL-1 – FL-4Table

1:Criteria Letter Codes

Constraints As in the CTCPEC, constraints are used to indicate that other security services

are required in order for a given security service to perform properly. The

constraint list is aminimal list, therefore, the services listed may also be

constrained by another service which may not be directly required.

Security services de�ned in the Cryptographic Modules Criteria may also be

constrained by the functionality and assurance criteria de�ned in the CTCPEC.

DRAFT

5 V ersion 1.0eIntroduction

Exchange

Con�dentiality Exchange

Criteria A product which is rated against the Exchange Criteria must provide services

capable of exporting and importing TCB objects to or from unprotected external

media. Exchange may be provided in a product through the use ofexchange

con�dentiality services, exchange integrity services, and exchange authentication

services.

Exchange Con�dentiality

Exchange con�dentiality services allow TCB objects to be exported to and im-

ported from unprotected external media in a manner which protects against the

unauthorized disclosure of information. Exchange con�dentiality services pro-

vide protection against the disclosure of information from objects communicated

between multiple TCBs or objects stored in external storage. The exchange

con�dentiality levels of service rate these services based on the strength of the

mechanism and the granularity of control.

The application of an exchange con�dentiality service to a TCB object exports

an “encapsulated TCB object.” The exchange criteria refer to two attributes of

an encapsulated TCB object: information content, and representation.

Appendix A provides guidance on meeting the exchange con�dentiality criteria.XC–0

Non-compliant This level is reserved for those products which have been evaluated under the

Exchange Con�dentiality service and have failed to meet the requirements of a

higher level of service.

XC–1

Basic Exchange

Con�dentiality The TCB shall enforce an approved exchange con�dentiality policy to protect

against information disclosure from encapsulated TCB objects. The approved

policy shall de�ne the set of objects and interface processes to which the

policy applies, the grade or grades of protection provided by the encapsulation

mechanism, the objects to which grades of protection may be associated, and

the abilities of users and/or processes to assign grades of protection. CONSTRAINT:

FL-1

DRAFT

7 V ersion 1.0eExchange Criteria

Exchange

Integrity XC–4

Channel Exchange

Con�dentiality

The TCB shall enforce an approved exchange con�dentiality policy to protect

against information disclosure from encapsulated TCB objectsand to protect

against information disclosure by the observation or manipulation of the

representations of encapsulated TCB objects or aggregations of encapsu-

lated TCB objects. The approved policy shall apply to all TCB objects and

shall de�ne the grade or grades of protection provided by the encapsulation

mechanism, the objects to which grades of protection may be associated, and

the abilities of users and/or processes to assign grades of protection to TCB

objects. The policy shall include objects formed from the aggregation of

encapsulated TCB objects.

Requests to import an encapsulated TCB object shall be mediated by the

TCB based upon the tag of the interface process, and upon the source of the

encapsulated object. Requests to export an object shall be mediated by the TCB

based upon the tag of the interface process, and upon the destination of the

encapsulated object.

The representation of an encapsulated TCB object shall be a function of the tag

of the interface process, the tag of the TCB object which is encapsulated and

the source and destination of the encapsulated object.

Requests to assign or change an object’s grade of protection shall be mediated

by the TCB based upon the user tag of the requesting user or process and shall

only be serviced for administrators or users to whom the required authority has

been delegated by the system administrator.

An analysis shall be conducted to identify covert communication channels.

The maximum bandwidth (determined by actual measurement or by en-

gineering estimate) of each covert communication channel shall be docu-

mented. Approved subsets of the covert channels shall be audited, reduced,

or eliminated. CONSTRAINT:

FL-1, IS-1, XW-1, W A-1, T-3 Exchange

Integrity

Exchange integrity services allow TCB objects to be exported to and imported

from unprotected external media in a manner which protects against the unautho-

rized modi�cation of information. Exchange integrity services provide protection

against the modi�cation of information in objects communicated between mul-

tiple TCBs or objects stored in external storage. The exchange integrity levels

of service rate these services based on the strength of the mechanism and the

granularity of control.

DRAFT

9 V ersion 1.0eExchange Criteria

Exchange

Criteria The application of an exchange integrity service to a TCB object exports an

�encapsulated TCB object�. The exchange criteria refer to two attributes of an

encapsulated TCB object: information content, and representation.

Appendix A provides guidance on meeting the exchange integrity criteria.XI–0

Non-compliant This level is reserved for those products which have been evaluated under the

Exchange Integrity service and have failed to meet the requirements of a higher

level of service.

XI–1

Basic Exchange

Integrity The TCB shall enforce an approved exchange integrity policy to detect the

modi�cation of encapsulated TCB objects. The approved policy shall de�ne the

set of objects and interface processes to which the policy applies, the grade or

grades of protection provided by the encapsulation mechanism, the objects to

which grades of protection may be associated, and the abilities of users and/or

processes to assign grades of protection. CONSTRAINT:

FL-1

XI–2

Broadcast Exchange

Integrity The TCB shall enforce an approved exchange integrity policy to detect the mod-

i�cation, deletion, and replication of encapsulated TCB objects. The approved

policy shall de�ne the set of objects and interface processes to which the policy

applies, the grade or grades of protection provided by the encapsulation mech-

anism, the objects to which grades of protection may be associated, and the

abilities of users and/or processes to assign grades of protection.

Requests to import an encapsulated TCB object shall be mediated by the

TCB based upon the tag of the interface process. Requests to export an

encapsulated TCB object shall be mediated by the TCB based upon the tag

of the interface process.

Requests to assign or change a TCB object’s grade of protection shall be

mediated by the TCB based upon the user tag of the requesting user or

process and shall only be serviced for administrators or users to whom the

required authority has been delegated by the system administrator.

CONSTRAINT: FL-1, IS-1

Exchange Criteria DRAFT10 V ersion 1.0e

Exchange

Criteria XW–1

Peer-Entity Exchange

Authentication

The TCB shall enforce an approved exchange authentication policy. The policy

shall identify the attributes associated with a TCB necessary to establish a

security association with another TCB.

The TCB shall use a protected mechanism to establish a security association

with a TCB before communicating with that TCB.

Proof of identity shall be communicated using an approved authentication pro-

tocol. CONSTRAINT:

FL-1

XW–2

Data Origin Exchange

Authentication The TCB shall enforce an approved exchange authentication policy. The policy

shall identify the attributes associated with a TCB necessary to establish a

security association with another TCB.

The TCB shall use a protected mechanism to establish a security association

with a TCB before communicating with that TCB.The TCB shall employ a

protected mechanism to associate a proof of origin with each encapsulated

object. The TCB shall use a protected mechanism to verify that each

encapsulated object imported to the TCB originated from a TCB with which

a security association has been established.

Proof of identity shall be communicated using an approved authentication pro-

tocol.

CONSTRAINT: FL-1

XW–3

Non-Repudiatable

Exchange

Authentication The TCB shall enforce an approved exchange authentication policy. The pol-

icy shall identify the attributes associated with a TCB necessary to establish a

security association with another TCB . The policy shall also identify those cir-

cumstances under which an independent certi�cation of a proof of identity

is required.

The TCB shall use a protected mechanism to establish a security association with

a TCB before communicating with that TCB. The TCB shall employ a protected

mechanism to associate a proof of origin with each encapsulated object. The

TCB shall use a protected mechanism to verify that each encapsulated object

imported to the TCB originated from a TCB with which a security association

has been established.

Proof of identity shall be communicated using an approved authentication pro-

tocol. The authentication protocol must permit proofs of identity to be

certi�ed by an independent third party.

CONSTRAINT: FL-1

Exchange Criteria DRAFT12 V ersion 1.0e

Cryptographic

Module Implementation Cryptographic

Module Criteria A product under evaluation which uses cryptography to provide security services

must have the cryptographic module evaluated against the Cryptographic Mod-

ule Criteria. These Criteria provide both theimplementation requirements for the

cryptographic module and the integration requirements for embedding crypto-

graphic modules in a trusted product. The integration requirements are presented

as constraints to security services and to an appropriate level of assurance which

is consistent with the cryptographic requirements.

Appendix B provides guidance on meeting the Cryptographic Module criteria.Cryptographic

Module

Implementation

The cryptographic module implementation requirements reference the FIPS

140–1 (CDN) standard. This standard speci�es the general security requirements

that must be satis�ed by a cryptographic module and includes functionality as

well as assurance requirements.FL-1

The cryptographic module shall meet the security level 1 requirements of

FIPS 140–1 (CDN) with the exception of the “Operating System Security”

requirements. CONSTRAINT:

TCB requirements for all cryptographic modules:

T-1: The trusted product shall receive a T-1 assurance rating.

Additional host TCB requirements for embedded cryptographic

modules:

IT-2: The TCB shall run a suite of self tests during ini-

tial start up and on demand in order to validate the correct

operation of the critical portions of its interface to the cryp-

tographic module.

Note: The composite TCB shall not receive an assurance rating of greater than

T-1.DRAFT

13 V ersion 1.0e

Cryptographic Module Criteria

Cryptographic

Module Criteria FL–2

The cryptographic module shall meet the security level2 requirements of

FIPS 140–1 (CDN) with the exception of the “Operating System Security”

requirements. CONSTRAINT:

TCB requirements for all cryptographic modules:

IB-2: The TCB shall be tamperproof and always invoked.

The TCB shall protect from interference and tampering

all critical cryptographic components and information

under its control.

T-1: At a minimum, the trusted product shall receive a

T-1 assurance rating.

Additional host TCB requirements for embedded cryptographic

modules:

IT-2: The TCB shall run a suite of self tests during ini-

tial start up and on demand in order to validate the correct

operation of the critical portions of its interface to the cryp-

tographic module.

WI-1: The TCB shall be capable of associating an identity

with each user of the product.

Note: The composite TCB shall not receive an assurance rating of greater than

T-2.

Cryptographic Module Criteria DRAFT14 V ersion 1.0e

Cryptographic

Module Criteria FL–4

The cryptographic module shall meet the security level4 requirements of

FIPS 140–1 (CDN) with the exception of the “Operating System Security”

requirements. CONSTRAINT:

TCB requirements for all cryptographic modules:

IB-2: The TCB shall be tamperproof and always invoked.

The TCB shall protect from interference and tampering all

critical cryptographic components and information under its

control.

T-3: At a minimum, the trusted product shall receive a

T-3 assurance rating.

Additional host TCB requirements for embedded cryptographic

modules:

IT-2: The TCB shall run a suite of self tests during ini-

tial start up and on demand in order to validate the correct

operation of the critical portions of its interface to the cryp-

tographic module.

WI-2: The TCB shall identify and authenticate each user of

the product.

WT-2: At a minimum, there must be a trusted path to the

cryptographic module for identi�cation and authentication

data and for key variable entry.

Note: The composite TCB shall not receive an assurance rating of greater than

T-5.

Cryptographic Module Criteria DRAFT16 V ersion 1.0e

De�nitions This list is to be used in association with the De�nitions section of the CTCPEC

V ersion 3.0e and the De�nitions section of FIPS 140–1 (CDN). The terms listed

in this section are only speci�c to this document.A

There are no de�ned terms that begin with A. B There are no de�ned terms that begin with B.

Composite Trusted Product

The trusted product which includes the cryptographic module and the host TCB.

Control Information

Information that is entered into a cryptographic module for the purposes of

controlling the operation of the module.

Critical Security Parameters

Security-related information (e.g., plaintext cryptographic keys, seed keys)

whose disclosure and/or modi�cation can compromise the security of a cryp-

tographic module.

Cryptographic Boundary

An explicitly de�ned physical and logical contiguous perimeter that establishes

the bounds of a cryptographic module.

Cryptographic Implementation Requirements

The functionality requirements which the cryptographic module must provide

and the assurance requirements which the cryptographic module must satisfy.

DRAFT

17 V ersion 1.0eDe�nitions

G

Grade of ProtectionTheprotection provided by a cryptographic algorithm or other mechanism used

to encapsulate TCB objects. H Host TCB

That part of the TCB which excludes the cryptographic module. I Inline Cryptographic Module

A cryptographic module in which the ciphertext interface communicates exclu-

sively with external communications media (e.g. disk and tape drives, networks,

modems, etc.)

Interface

A logical section of a cryptographic module that provides access to the module,

including information ow and/or physical access.

Input Data

Information that is entered into a cryptographic module for the purposes of

transformation or computation.

Interface Process

The program, process, or component which controls a particular unprotected

export or import medium.

JThere are no de�ned terms that begin with J. K Key Management

The activities involving the handling of cryptographic keys during the entire life

cycle of the keys, including their generation, storage, distribution, entry and use,

deletion or destruction, and archival. L There are no de�ned terms that begin with L.

DRAFT

19 V ersion 1.0eDe�nitions

De�nitions M

There are no de�ned terms that begin with M. N There are no de�ned terms that begin with N. O Of ine Cryptographic ModuleA cryptographic module which acts as a cryptographic service provider to a host

product; in particular, an of ine cryptographic module may send encrypted text

back to the host for further processing.

Output Data

Information that is to be output from a cryptographic module that has resulted

from a transformation or computation in the module. P PINPersonal Identi�cation Number consisting of an alphanumeric code or password

used to authenticate an identity.

PinA physical and electrical contact point of a port.

Private Key

A cryptographic key used with a public key cryptographic algorithm, uniquely

associated with an entity, and not made public.

Protected Media

A medium which is under control of the TCB or which must be placed under

procedural safeguards.

Public Key

A cryptographic key used with a public key cryptographic algorithm, uniquely

associated with an entity, and possibly made public.De�nitions

DRAFT

20 V ersion 1.0e

Public Key Certi�cateDigitallysigned information associated with an entity and that contains the

entity’s public key and unambiguously identi�es the entity.Q

There are no de�ned terms that begin with Q. R There are no de�ned terms that begin with R. S Security Association

A state in which multiple TCBs have exchanged and veri�ed proof of identity.

Services

Shall refer to all of the services, operations or functions that can be performed

by a cryptographic module. Each service shall result in a service output.

Secret Key

A cryptographic key used with a secret key cryptographic algorithm, uniquely

associated with one or more entities, and not made public.

Stand-alone Cryptographic Module

A cryptographic module which interacts directly with a user for the purpose of

controlling the module.

Status Information

Information that is output from a cryptographic module for the purposes of

indicating certain operational characteristics or states of the module. T There are no de�ned terms that begin with T. U There are no de�ned terms that begin with U.

DRAFT

21 V ersion 1.0eDe�nitions

Bibliography Canadian

System Security CentreThe Canadian Trusted Computer

Product Evaluation Critiera. V ersion 3.0e, January 1993.

Canadian System Security Centre The Canadian Trusted Computer

Product Evaluation Critiera. Draft V ersion 3.0e, April 1992.

Canadian System Security Centre Proceedings from the Canadian

Trusted Computer Product Evaluation Criteria W orkshop. August 4

– 5, 1988.

Canadian System Security Centre Proceedings of the 1990 CTCPEC

Availability W orkshop. February 6 – 7, 1990.

Computer Systems Research Institute, University of Toronto Com-

posability of Trusted Systems. Reports 1 – 5 [October 16, 1989,

January 31, 1990, May 31, 1990, September 31, 1990, January 31,

1991]. B. Thompson, R. Soper, P.I.P. Boulton, E.S. Lee, authors.

Department of Defense Trusted Computer System Evaluation Crite-

ria. DoD 5200.28–STD, December 1985.

Department of Defense Magnetic Remanence Security Guideline.

DoD CSC-STD-005–85, November 15, 1985.

National Computer Security Center A Guide to Understanding Audit

in Trusted Systems. NCSC-TG-001, V ersion-2, June 1, 1988.

National Computer Security Center A Guide to Understanding Dis-

cretionary Access Control in Trusted Systems. NCSC-TG-003,

V ersion-1, September 30, 1987.

National Computer Security Center Trusted Network Interpretation.

NCSC-TG-005, V ersion-1, July 31, 1987.

National Computer Security Center A Guide to Understanding Con-

�guration Management in Trusted Systems. NCSC-TG-006, V ersion-

1, March 28, 1988.

National Computer Security Center A Guide to Understanding De-

sign Documentation in Trusted Systems. NCSC-TG-007, V ersion-1,

October 2, 1988.

National Computer Security Center Computer Security Subsystem

Interpretation. NCSC-TG-009, V ersion-1, September 16, 1988.

DRAFT

23 V ersion 1.0eBibliography

Bibliography National

Computer Security CenterRating Maintenance Phase Pro-

gram Document. NCSC-TG-013, V ersion-1, June 23, 1989.

National Computer Security Center A Guide to Understanding Ob-

ject Reuse in Trusted Systems (Draft). NCSC-TG-018, V ersion-1,

September 15, 1989.

National Computer Security Center Trusted Database Management

System Interpretation. NCSC-TG-021, V ersion-1, April 1991.

Information T echnology Security Evaluation Criteria. Harmonised

Criteria of France – Germany – the Netherlands – the United King-

dom. V ersion 1, May 2, 1990

Zentralstelle f � ur Sicherheit in der Informationstechnik (ZSI)IT –

Security Criteria. Criteria for the Evaluation of Trustworthiness of

Information Technology (IT) Systems. V ersion 1, 1989.

U.S. Department of Commerce/National Institute of Standards

and Technology Security Requirements for Cryptographic Mod-

ules (Draft). Federal Information Processing Standards Publication

(FIPS) 140–1, July 13, 1990.

IEEE Proceedings of the Security and Privacy Symposium. Oakland,

California. 1980 – 1991, inclusive.

IEEE Proceedings of the Computer Security Applications Conference

(original title: Aerospace Computer Security Applications Confer-

ence). 1985 – 1989, inclusive.

National Insitute of Standards and Technology National Computer

Security Conference. 1984, 1988, 1989.

National Institute of Standards and Technology Report on the In-

vitational W orkshop on Data Integrity. NIST Special Publication

500–168, September 1989. Zella G. Ruthberg, William T. Polk ed-

itors.

Bibliography

DRAFT

24 V ersion 1.0e The Role of Data Exchange Criteria APPENDIX

A

A Guide to Exchange Introduction

This appendix provides a general guide to understanding data exchange services

in the criteria. Data exchange services apply to the communication of TCB

objects between TCBs over unprotected media. TCB objects are encapsulations

of computing resources which may be activated, manipulated and exported.

Scope

The guidelines established in this appendix apply to products under evaluation

with the intention of meeting the Exchange Con�dentiality criteria (XC-1 to

XC-4), Exchange Integrity criteria (XI-1 to XI-3), or Exchange Authentication

criteria (XW-1 to XW-3).

This appendix is intended as guidance only, and neither replaces nor supersedes

the requirements expressed in the Criteria. Examples are given for illustrative

purposes only and do not represent the only acceptable approach to satisfying

the criteria.

The Role of

Data Exchange

Criteria In a distributed environment, multiple TCBs (or TCB subsets [5]) may exist with

the possibility of each TCB enforcing a different policy with different classes of

objects. (See �gure 1.) Criteria for data exchange services apply to the exchange

of TCB objects between possibly diverse TCBs over unprotected media. Criteria

for data exchange services do not address the coordination of the various TCBs

into a useful whole; instead, exchange criteria provide necessary building blocks

for the integration of evaluated components into a useful whole.

DRAFT

27 V ersion 1.0eAppendix A

A Guide to Exchange

A Guide to Exchange and

DA TA as attributes, where OWNER is a user object; the security policy

for Exchange Con�dentiality services may specify, among other things, that the

DA TA attribute must be protected by encryption suitable for designated infor-

mation; the security policy for Exchange Integrity requirements may specify

that all attributes must be protected by a commercial grade digital signature. If

these services are intended for a wide area network, the security policy may

require that the Exchange Con�dentiality and integrity services be supported by

an Exchange Authentication service. As a result, the data exchange services

may be used to specify both the communication and composability requirements

found in [4].Data

Exchange

and Distributed

Operating Systems TCB objects are not restricted to �les, network connections, and user identities.

For example, a process consisting of identifying attributes and its current state

of computation may be an exportable object. It may be protected by a broad-

cast Exchange Integrity and con�dentiality services supported by peer-entity

Exchange Authentication. In this way one can specify the security requirements

for a redundant cluster or a distributed network operating system supporting

load balancing.

Data Exchange and

Data Base Security

A distributed data base management system often requires TCBs (called TCB

subsets in [5]) to enforce different security policies. The security policy for

a product with rated data exchange services will specify the objects and their

attributes which will be exported from a TCB. By designing exported objects

to be common to all TCB (subsets), the interactions of the diverse policies can

be managed.

Alternately, an integrator can introduce components which provide the required

translations between objects exported from TCBs (or TCB subsets). The pres-

ence of rated data exchange services provides the integrator with the knowledge

that the TCBs have been evaluated to properly import and export certain types of

objects; that the TCB perform certain types of object mediation upon import and

export; and that the encapsulated objects are afforded the speci�ed protection.Exchange

Con�dentiality Exchange Con�dentiality criteria provide a rating scale for security mechanisms

which protect against unauthorized disclosure. Each level of the Exchange

Con�dentiality criteria characterize a class of services which provide safeguards

against a set of vulnerabilities. The ordering of the criteria is based on the

inclusion relation between the sets of vulnerabilities countered; that is, services

satisfying a higher rating class safeguard against a larger set of vulnerabilities

than services in a lower rating class.

The criteria are intended to be policy independent. The precise speci�cation

of a service satisfying any of these criteria is determined by its policy model

(or simply policy for T1 level assurance). This policy model will address

issues such as the granularity of protection, the strength of the cryptographic

or other mechanisms (referred to as the grade of protection in the criteria), keyAppendix

A DRAFT30 V ersion 1.0e

Exchange

Con�dentiality management, acceptable covert channel bandwidth and the de�nition of traf�c

ow information.

Encryption is the most common mechanism used to implement Exchange Con-

�dentiality services. In all cases the cryptographic algorithm used and its imple-

mentation must be approved by CSE. The choice of algorithm and implemen-

tation may also limit the applications to which the product may be applied. It

is also recognized that in some products there may be more that one encryption

algorithm available. The protection provide by a particular algorithm is referred

to as �the grade of protection� in the criteria.

Table 2 provides a summary of the Exchange Con�dentiality services.

Exchange Con�dentiality Service

Safeguard Against

XC-1

XC-2

XC-3

XC-4

Passive Eaves Dropping X X X X User Error X X X Intentional Policy Bypass X X X Cross Talk X X Covert Channels X Traf�c Flow Analysis

X Table

2 Threats Countered by Exchange Con�dentialityMeeting

The Criteria

XC-1: Basic Data Con�dentiality

This level is intended to provide

basic data con�dentiality. Services rated at this level are suitable for an

environment in which the host provides little or no internal security functionality.

A personal computer employing an encrypted �le system is a candidate for an

XC-1 rating. Another application which is a candidate for an XC-1 rating is an

e-mail package providing users with the option to encrypt their messages.

Services satisfying XC-1 counter vulnerabilities arising from passive eaves-

dropping on communication links or scavenging from external storage. Services

satisfying XC-1 do not in general provide safeguards against user error, or overt

intentional disclosure of information.

It is possible for a product to receive an XC-1 rating by using software cryp-

tography meeting FL-1 running over an untrusted operating system. In this

situation, one cannot assume that either the XC-1 service or the cryptography

on which it is based is protected from tampering; that is, the product is unlikely

to receive an IB-1 rating.

DRAFT

31 V ersion 1.0eAppendix A

Exchange

Con�dentiality interface process, it may extended to include attributes of users or objects as

well. For example, an XC-2 may allow all users to export objects to a back-up

device, but allow only system administrators to restore objects from the back-up

device. An XC-2 service may permit TCBs to communicate via a messaging

package, but deny all other communications.

The introduction of limited access mediation is the primary difference between

XC-1 and XC-2. Services rated at XC-2 require the TCB to provide �ner control

over communications than XC-1 rated services, while still assuming minimum

TCB functionality and simple key management schemes.

XC-3: Point-to-Point Exchange Con�dentiality

This level is in-

tended to provide �ne grained data con�dentiality, control over the manner in

which objects are imported and exported, and cryptographic separation between

communication channels. Services at this level are motivated by the con�den-

tiality requirements of multi-level and compartmented mode systems.

Services satisfying XC-3 counter vulnerabilities arising from passive eaves drop-

ping, user error, overt intentional disclosure of information, and TCBs support-

ing varying degrees of privilege or different policies. Services at XC-3 do not

safeguard against sensitive information being deduced from the communications

traf�c (i.e., traf�c analysis), nor do they protect against covert communications

channels.

A service rated against the XC-3 level must provide separation between groups

of users and categories of information. For example, a unique cryptographic

key is assigned to each classi�cation level in a multi-level system to provide

cryptographic separation between levels. Cryptographic separation may also be

used to separate communities of interest.

In addition to providing access mediation to interface processes, a service

rated at XC-3 must represent an encapsulated object in such a manner that

the representation is a function of the object tag and the tag of the interface

process. At XC-2, an encapsulated object is a function solely of the exported

data. A service rated at XC-3 may compute the representation of encapsulated

objects based on other aspects of the system state in addition to the object tag

and the interface process tag.

The introduction of �ne grained cryptographic separation and mediation based

upon the source and destination distinguish services at XC-3 from those at XC-

2. As a result services at XC-3 must be supported by peer-entity authentication

and by sophisticated key management schemes.

XC-4: Channel Exchange Con�dentiality

This level is intended for

an environment in which all data communicated between TCBs requires protec-

tion from eaves-dropping and in which secondary aspects of communications

DRAFT

33 V ersion 1.0eAppendix A

A Guide to Exchange must be protected from disclosure. Services at this level are motivated by the

con�dentiality requirements of multi-level systems in which covert communica-

tion channels are an issue and in which traf�c ow information must be protected.

Services satisfying XC-4 counter vulnerabilities arising from passive eaves drop-

ping, user error, overt intentional disclosure of information, TCBs of varying

capabilities, disclosure of sensitive information along covert communications

channels, and eaves-droppers deducing sensitive information by observing net-

work traf�c (i.e., traf�c analysis).

A covert channel analysis must be conducted for services satisfying XC-4. It

is recognized that most communications protocols have large covert channels

and that their elimination may adversely affect the performance, integrity, and

availability of communications. Consequently, one is required �rst to provide

an analysis to identify and measure the covert channels. Those covert channels

which can be eliminated in a manner consistent with performance and other

security requirements will be included in the approved subset of covert channels

to be eliminated. Those which cannot be eliminated but can be reduced in a

manner consistent with performance and other requirements will be included in

the approved subset of covert channels to be reduced. Those which cannot be

eliminated but can be audited will be included in the approved subset of covert

channels to be audited. The reader is referred to a Guide to Covert Channels in

[1] for further guidance with respect to the analysis, auditing, and elimination

of covert channels.

The security policy for an XC-4 service must de�ne �traf�c object�. These are

second order objects which are formed either from secondary attributes of the

representation of an encapsulated objects or from aggregations of encapsulated

objects. These objects need not be discrete; they may be objects which convey

fuzzy or probabilistic information. For example, the level of activity at a

particular site may be sensitive information. The associated object may be

described as a probability distribution on the volume of communications traf�c in

a �xed time period. A mechanism which protects this composite object ensures

that the actual observed probability distribution differs from the distribution

de�ning the object by an amount which is not statistically signi�cant.

Services rated at XC-4 differ from those at XC-3 in three respects: all exported

objects are protected, covert channels are addressed, and traf�c ow objects are

de�ned and protected.Appendix

A DRAFT34 V ersion 1.0e

Exchange

Integrity Exchange

Integrity

Exchange Integrity criteria provide a rating scale for security mechanisms which

protect against undetected, unauthorized modi�cation of objects when communi-

cated between TCBs. Each level of the Exchange Integrity criteria characterize

a class of services which provide safeguards against a set of vulnerabilities. The

ordering of the criteria is based on the inclusion relation between the sets of vul-

nerabilities countered; that is, services satisfying a higher rating class safeguard

against a larger set of vulnerabilities than services in a lower rating class.

The criteria are intended to be policy independent. The precise speci�cation of

a service satisfying any of these criteria is determined by its policy model (or

simply policy for T1 level assurance). This policy model will address issues

such as the granularity of protection, the strength of the cryptographic or other

mechanisms (referred to as the grade of protection in the criteria) and key

management.

Digital signatures and message authentication codes are the primary mechanisms

used to implement Exchange Integrity services. In all cases the cryptographic

algorithm used and its implementation must be approved by CSE. The choice

of algorithm and implementation may also limit the applications to which the

product may be applied. It is also recognized that in some products there may

be more that one algorithm available. The protection provide by a particular

algorithm is referred to as �the grade of protection� in the criteria.

Table 3 provides a summary of the Exchange Integrity services.

Exchange Integrity Service

Safeguard Against

XI-1

XI-2

XI-3

Undetected Unauthorized

Modi�cation

X

X

X User Error X X Intentional Policy Bypass X X Manipulation of Channel (e.g.,

message sequencing and

message replay)

X

X

Undetected Improper

Modi�cation

X Table

3 Threats Countered by Exchange Integrity

DRAFT

35 V ersion 1.0eAppendix A

Exchange

Integrity without authorization to access the system as would be the case in which two

local area networks share a common backbone. XI-2 services assume the host

TCB is capable of performing mediation based on process tags, however, they

do not assume facilities for object labelling.

Services satisfying XI-2 counter vulnerabilities arising from unauthorized or

improper modi�cation of data, manipulation of message sequences, corruption of

communication buffers, message replay, user error, and overt attempt to bypass

the integrity policy.

A service rated against the XI-2 level must provide a basic level of protection

for TCB objects designated for protection. The protection afforded encapsulated

TCB objects may be universal. For example, a single cryptographic key may

be used to digitally sign the information in all encapsulated objects.

A service rated at XI-2 must mediate access to communications. This mediation

must, at a minimum, be based on the identity of the protocol or interface

process controlling the communications and must be de�ned by the system

administrators. The access mediation need not be restricted to the identity

interface process, it may extended to include attributes of users or objects as

well. For example, an XI-2 may allow all users to export objects to a back up

device, but allow only system administrators to restore objects from the back

up device. An XI-2 service may permit TCBs to communicate via a messaging

package, but deny all other communications.

The introduction of limited access mediation is the primary difference between

XI-1 and XI-2. Services rated at XI-2 require the TCB to provide �ner control

over communications than XI-1 rated services, while still assuming minimum

TCB functionality and simple key management schemes.

XI-3: Point-to-Point Exchange Integrity

This level is intended to

provide �ne grained data integrity, control over the manner in which objects are

imported and exported, and cryptographic separation between communication

channels. Services at this level detect modi�cation, deletion and repetition of

encapsulated objects. Unlike con�dentiality services which prevent the leakage

of information or cross-talk between communication channels, integrity service

detect interference between communication channels. Services at this level are

motivated by the integrity requirements of products which process multiple

types of constrained data items [5] and maintain �ne grained control over

authorizations.

Services satisfying XI-3 counter vulnerabilities arising from non-random manip-

ulation of message sequences, non-random corruption of communication buffers

by techniques such as message replay, non-random manipulation of data, user

error, and overt attempt to bypass the integrity policy.

DRAFT

37 V ersion 1.0eAppendix A

A Guide to Exchange A service rated against the XI-3 level must provide separation between groups

of users and categories of information. For example, a unique cryptographic is

assigned to each type of constrained data item. This allows remote processes to

verify the type of imported objects before processing. Cryptographic separation

may also be used to separate communities of interest.

In addition to providing access mediation to interface processes, a service rated

at XI-3 must represent an encapsulated object in a such a manner that the

representation is a function of the object tag and the tag of the interface process.

At XI-2, an encapsulated object is a function solely of the exported data. A

service rated at XI-3 may compute the representation of an encapsulated objects

based on other aspects of the system state in addition to the object tag and the

interface process tag.

Protection against replication and deletion and the introduction of �ne grained

cryptographic separation and mediation based upon the source and destination

distinguish services at XC-3 from those at XC-2. As a result services at XI-

3 must be supported by peer-entity authentication and by sophisticated key

management schemes.Exchange

Authentication Exchange Authentication criteria are the counterpart to user identi�cation and

authentication and trusted path services in [1]. Whereas user identi�cation and

authentication, authenticates the identity of a user at the product’s interface, Ex-

change Authentication provides authentication of TCBs. Services rated against

Exchange Authentication criteria provide varying degrees of protection against

entities masquerading as TCBs. Services rated against these criteria provide

necessary support for con�dentiality, integrity, and availability policies. The

speci�cation of the authentication protocol constitutes the policy for these cri-

teria.

Table 4 provides a summary of the Exchange Integrity services.

Exchange Authentication Service

Safeguard Against

XW-1

XW-2

XW-3

Masquerade Attacks X X X Hijack Attacks X X Deniability

X Table

4 Threats Countered by Exchange AuthenticationAppendix

A DRAFT38 V ersion 1.0e

A Guide to Exchange References

[1] Communications Security Establishment,The Canadian Trusted Com-

puter Product Evaluation Criteria, January 1993.

[2] International Standards Organization, Information Processing Systems -

Open Systems Interconnection - Basic Reference Model - Part 2: Security

Architecture, ISO 7498-2, February, 1989.

[3] U.S. Department of Defense, Trusted Computer Security Evaluation

Criteria, DOD 5200.28–STD, December 1985.

[4] U.S. National Computer Security Center, Trusted Network Interpretation

(TNI), NCSC-TG-005, V ersion 1, July 1987.

[5] U.S. National Computer Security Center, Trusted Database Management

System Interpretation (TDI), NCSC-TG-021, April 1991.

[6] Financial Institution Message Authentication (Wholesale), American

National Standard, ANSI X9.9, 1986.

[7] D.D. Clarke and D.R. Wilson, A Comparison of Commercial and Mili-

tary Computer Security Policies, In Proceedings of the IEEE Symposium

on Security and Privacy, Oakland CA, 1987.Appendix

A DRAFT40 V ersion 1.0e

Overview APPENDIX

B

A Guide to

Cryptographic Modules Introduction

This appendix provides a general guide to understanding Cryptographic Modules

in these Criteria. Cryptographic modules are intended to provide the follow-

ing classes of service: encryption/decryption; the generation of digital signa-

tures; key distribution; key generation; and/or key management. This appendix

discusses considerations for designing mechanisms to meet the Cryptographic

Modules Criteria.

The security requirements for Cryptographic Modules have been adopted from

the National Institute of Standards and TechnologyFIPS PUB 140–1: Security

Requirements For Cryptographic Modules (Draft) [1]. The integration require-

ments are derived from Appendix I of the CTCPEC Draft V ersion 3.0 [8].

Scope

The guidelines established in this appendix apply to products under evaluation

with the intention of meeting the Cryptographic Modules Implementation re-

quirements (FL-1 to FL-4).

This appendix is intended as guidance only, and does not replace or supercede

the requirements expressed in these Criteria. Examples are given as illustration

only and are not the only acceptable solution in meeting these Criteria.

Overview

Cryptographic

Algorithms

If cryptography is used to provide Exchange services, the cryptographic module

must implement a Cryptographic Endorsement and Assessment Program (CEAP)

approved algorithm. The security requirements in these Criteria have been

designed to minimize the effort required to obtain a CEAP endorsement. The

V endor is encouraged to contact the TPEP manager to discuss the possibility

of combining a rating under the TPEP and endorsement under the CEAP with

a single submission.

Con�gurations

The term con�guration is used to describe a speci�c implementation of a crypto-

graphic module into a trusted product. Figure 2 illustrates several con�gurations

of a cryptographic module: cryptographic module 1 has been implemented as a

trusted application, cryptographic module 2 has been implemented as part of the

TCB, and cryptographic module 3 has been implemented as a peer to the TCB.

Combinations of these implementations are also possible (e.g., a cryptographic

DRAFT

41 V ersion 1.0eAppendix B

A Guide to Cryptographic Modules module could for the most part run as an application but have some low-level

device drivers as part of the TCB).

Figure

3: Control Interface ImplementationsThe control interface implementation is important in determining the security

services which must be provided by the host TCB. In a stand-alone con�guration,

critical security parameters are only entered via the control interface of the

cryptographic module. The control interface was examined during the evaluation

of the cryptographic module itself. However, in an embedded con�guration,

critical security parameters must be entered to the host TCB and then passed on

to the cryptographic module. Several important security services are therefore

required and are included as constraints in the Cryptographic Module Criteria.

Ciphertext Interface Implementations

A cryptographic module is

considered to beinline if the export media can be accessed only through the

ciphertext interface of the cryptographic module; for example, a cryptographic

module which implements its own communications controller would be consid-

ered inline for devices connected to that controller.

A cryptographic module is considered to be of ine if the ciphertext interface

communicates directly with the host TCB. Figure 4 illustrates the difference

between a stand-alone and an embedded cryptographic module.

DRAFT

43 V ersion 1.0eAppendix B

A Guide to Cryptographic Modules

Figure

4: Ciphertext Interface ImplementationsOf ine cryptographic modules require that the host TCB be capable of main-

taining the separation of plaintext and ciphertext. The Crytographic Modules

criteria do not specify the speci�c mechanisms that must be used to enforce this

separation. However, it must be clear from the design of the trusted product

that the host TCB maintains plaintext and ciphertext separation for all services

implemented via cryptography.TCB

Assurance

Constraints

Under certain conditions, the assurance requirements as speci�ed in the Crypto-

graphic Module criteria do not apply. An assumption made thus far was not to

place any additional requirements on the evaluation of the cryptographic module

other than those de�ned in the Cryptographic Modules criteria (e.g., the CTCPEC

assurance requirements are not directly applied to the internal components of the

cryptographic module). This assumption made it necessary to specify, for each

cryptographic module rating, the maximum assurance level which may be ob-

tained by the composite trusted product. However, if a V endor chooses to have

the cryptographic module’s internal components also meet the CTCPEC assur-

ance requirements (in addition to the Cryptographic Modules criteria), then the

maximum assurance level constraints do not apply to the composite product.

The cryptographic module and the host TCB can be viewed as two distinct

entities if:

1. the cryptographic module is a stand-alone, inline module;

2. cryptography is used only to provide Exchange services (non-

Exchange services are not provided through the use of cryptography

via this cryptographic module); and

3. the host TCB and the cryptographic module cannot interfere with

one another in any way.Appendix

B DRAFT44 V ersion 1.0e

References In such cases, neither the minimum nor the maximum assurance constraints

apply to the composite trusted product.Meeting the

Criteria TheV alidation Requirements for FIPS PUB 140–1: Security Requirements for

Cryptographic Modules [7] document describes the test methods that will be used

by validation laboratories to test whether a cryptographic module conforms to the

requirements of FIPS 140–1. As such, V endors are directed to this document in

order to obtain an explanation of the FIPS 140–1 requirements and to determine

the evidence required to meet these requirements.

References [1] U.S. Department of Commerce, National Institute of Standards and

Technology. Security Requirements For Cryptographic Modules (Draft),

Federal Information Processing Standards Publication FIPS PUB 140–1,

May 1993

[2] U.S. Department of Commerce, National Institute of Standards and

Technology. General Security Requirements for Equipment Using the

Data Encryption Standard, Federal Information Processing Standards

Publication FIPS PUB 1027, April 1982

[3] Communications Security Establishment, Federal Standard 1027: Gen-

eral Security Requirements for Equipment Using the Data Encryption

Standard, CID 09/11(1) April 1985

[4] National Computer Security Center. Trusted Network Interpretation

of the Trusted Computer System Evaluation Criteria, NCSC-TG 005

version-1, July 1987

[5] Communications Security Establishment, Cryptographic Endorsement

and Assessment Program Standards, NITSM 10/90, July 27, 1990

[6] William Brierley, Integrating Cryptography into Trusted Systems: A Cri-

teria Approach, Proc. 8th IEEE Annual Computer Security Applications

Conference, 1992.

[7] William Brierley, A Comparison of FIPS 140–1 and The CTCPEC Re-

quirements For Cryptography, Internal Communications Security Estab-

lishment Report, May 4, 1992.

[8] Communications Security Establishment, The Canadian Trusted Com-

puter Product Evaluation Criteria, Draft V ersion 3.0, April 1992.

DRAFT

45 V ersion 1.0eAppendix B

Cryptographic

Modules

Cryptography and Exchange Services

Draft

V ersion 1.0eJuly

1993

Canadian System Security Centre

Communications Security Establishment

Government of Canada