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1.

Barre & Bonaventure

I ntroduction

The Shinb protocol [RFC5533] has been designed to add multi hom ng
capabilities to I Pv6, while avoiding the drawbacks of current |Pv4
mul tihom ng practice (prefix announcenents in BGP), and giving nore
control to the end host (through locator selection).

Together with the Shinmgé protocol, the working group has designed a
failure detection nechanism called REAP [ RFC5534], that allows hosts
to detect and recover fromfailures, thanks to a conbination of
traffic nonitoring and active probing.

I npl enenting such new protocols is crucial to allow tracking errors
or weaknesses in the overall design, as well as evaluating protocol
behaviour in the real world. W devel opped an inplenentation of
Shiné and REAP, available from<http://inl.info.ucl.ac.be/LinShing>.
Li nShi n6 has been used to eval uate the performance of REAP path

expl oration [ BARREO7] .

This draft is ainmed at describing the challenges of a proper
integration of Shinb in a protocol stack while preserving its
efficiency. LinShinb supports the base Shinb protocol (negotiation
and address rewiting) as well as failure detection and recovery
(REAP). To our know edge LinShin6 is also the first publicly

avail abl e i npl enentation that supports both the HBA and CGA
mechani sms for securing the |ocator set exchange (the CGA HBA code is
derived nostly fromthe DoCoMo SEND project [1]).

In this draft, we present a detailed report of the supported parts of
the protocol, in terms of the term nology defined in section 2 of

[ RFC5533]. Sone non critical features for the current application of
Li nShi n6 have not been inplenented yet. They will be added as soon
as a need for themarises. For instance, the Forked Instance
Identifier is only useful if a socket APl is inplemented (such as the
APl defined in [I-D.ietf-shinmb-multihome-shimapi]). The Locator
Preference Option nmay only be used if the correspondi ng tuning
capability is provided, either by the user or by an autonated

t echni que.

Ot her features will be supported in a future version of the
inmplementation. These are detailed in Section 4.

This draft describes version 0.9 of LinShinb.
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2.

Barre & Bonaventure

General architecture

The LinShin6 inplenmentation is conposed of two parts. First, a
kernel patch adds support for shin6 negotiation trigger, address
rewiting and failure detection. Second, a daenon is responsible for
the managenent of the Shinmb control plane (negotiation, path
exploration). The kernel communicates with the user space daenon
through the Netlink interface [ RFC3549].

Hereafter we briefly describe the kernel and user |evel part of
Li nShin6. A nore extensive description can be found in [ BARREO7b] or
[ BARREOS] .

1. Kernel patch

The default negotiation trigger makes use of the NF_IP6_LOCAL_I N and
NF_I P6_LOCAL_QOUT netfilter hooks to listen to the packets travelling
through the networking stack. A Shinb negotiation is triggered by
default when either 2 KB of data have been seen for a given address
pair or the flow exists for one minute. Those values have been
chosen through observation of netflow traces, showi ng that nore than
80% of the observed traffic last less than 1 minute, and also 80%is
less than 2 KB in size. This default heuristic thus appeared as a
reasonabl e discrimnator to avoid starting a Shinb negotiation when
it is not needed. In sonme cases (e.g. heavily | oaded servers), one
may want to never trigger a Shinb context establishment, except if it
is explicitly requested by the peer. This is possible by sinply not
| oading the heuristic nodule. One can also define its own heuristic,
by designing a custom zed nodul e.

Address rewiting is inplenmented as an extension to the XFRM
framework, originally designed for |Psec [ KANDAO4]. The XFRM
framework allows for dynam cally adding a new sublayer in the

Net wor ki ng stack for sone flows, according to a policy. Exanples of
al ready defined sublayers are the AH subl ayer (Authentication Header)
or the ESP subl ayer (Encapsulating Security Payload). Similarly, we
define a new subl ayer for Shinb. The policies responsible for
directing packets to this new nodul e are communi cated fromthe daenon
to the kernel through Netlink, when a change in the locators is
needed or a new Shinb context is created. For outgoing packets, the
policy takes the formof a matching rule with the ULIDs (Upper Layer
IDentifiers, defined in [RFC5533]). For incom ng packets that do not
have the Shinb extension header, the sane kind of matching rule is
used. We also defined a matching rule based on the context tag, in
order to be able to dermultiplex tagged incom ng packets.

Failure detection is performed inside the kernel for efficiency
reasons: a tinmer nmust be started or stopped for each inconing or
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We maintain REAP failure detection timers inside
so that the daenon is notified (through Netlink)
be sent or an exploration is to be started.

ut goi ng packet.
he XFRM st at es,

Li nShi n6 daenon

First,
messages are received through a raw socket.
for
xanpl e whether a context nmust be created, a keepalive nmust be sent
r an exploration nmust be started. Finally, nessages can be received
hrough a pi pe where the other threads may wite commands. Four
hreads are currently defined:
Main thread: Maintains all the critical states.
XFRM Listens to the XFRM events fromthe kernel.
the state expiry event is used. |t
context has seen no traffic during nore than 10 minutes.

Currently only
i s generated when a kernel
The

result is that the daenon del etes the correspondi ng association.
Timer: It maintains a tinmer queue and wakes up when any tiner
expires. On expiration of any timer, it requests the main thread

to run the correspondi ng handling function.

Information server: A sinple telnet server that provides a
convenient interface to the daemon. The server can be accessed
with the shin6c tool.

1. Random nunber generation

with
and every 1000
eneration.

2.  HBA/ CGA support

is able to set HBA and CGA paraneters thanks to a
onfiguration file. A tool (cgatool), derived fromthe DoCoMo SEND
roject, allows for nmanual generation of CGA keys, CGA addresses and
Four types of addresses can coexist in an end-system
nsecured, HBA, CGA and CGA-conpatible HBA. It is up to the

applications to decide which address is used as ULID for a given

c

addr ess,

s
|
|

ommuni cation. |f the application chooses the unspecified source
then the kernel applies RFC3484[ RFC3484] rules to pick a
ui tabl e source address fromthe available set. Wen performng the
ocator set exchange, LinShinb decides what |ocators to use in the

ocal |ocator set based on the ULID type:

Expi res March 28, 2010 [ Page 5]

3

Internet-Draft Shi né | npl emrent ati on Report Li nShi n6 Sept enmber 2009

0 Unsecured address: the local ULID is neither a CGA nor an HBA.
Li nShi n6 deci des that the |ocator set is made of only the ULID,
because it would be inpossible for the peer to check the validity
of the other |ocators.

0 HBA address: the local ULID is an HBA (not CGA-conpatible):
Li nShin6 sends all the addresses that are in the same HBA set and
are currently available in the system For exanple if an HBA set
is configured to gather four prefixes, but the host only receives
Rout er Advertisenments for two of them only the corresponding two
addresses are announced to the peer. |If later other addresses
become reachabl e, they are announced through an Update Request.

o CGA address: since a signature is used to authenticate a |ocator
set, any locator can be put in the set. LinShinb behaviour is
then to advertise all available locators in the system

0 CGA-conpati bl e HBA address: LinShint al so sends all avail able
locators to the peer. The only difference with pure CGA addresses
is that the subset of addresses belonging to the same HBA set as
the ULID are verified with HBA rather than included in the
signature, thus leading to a faster verification process.

Locat or updates

During the lifetime of a Shinb context, |ocators may appear or

di sappear. |If a new |ocator becones available in the system all
peers are updated (except if the new address cannot be added to sonme
of the contexts, according to the rules described in Section 2.2.2).
As required by [RFC5533], the new locator starts being actually part
of a Shinb context only when the new | ocator set has been aknow edged
by the peer.

On the other hand, when a |ocator disappears, it is immediately
renmoved fromall contexts and a |ocator update is sent to the peer.
It does not nake sense to wait for the acknow edgenent in that case,
since the locator is not reachable anynore. Mreover, if the renoved
locator is current for any context (that is, actually used for
sendi ng packets), a REAP path exploration is triggered.
2.4. Context renoval
As nentioned in the previous section, a context is renpved upon
reception of an XFRM event fromthe kernel, indicating that no
traffic has been seen for that context during at |east 10 minutes.
The daenon then cleans up all data related to the expired context,
both in the daenon and in the kernel. Shint kernel state is also
cl eaned everytine the daenon is started to avoi d inconsistency.
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In the future, we will also check if no opened socked is using the
context before renmoving it. This will avoid the current possibility
that a context gets stalled, if it remains idle during nore than 10
mnutes and then tries to send data again.
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3. RFC 2119 eval uation

In this section we detail the conformance of the LinShing
inplementation in terns of the RFC2119 [ RFC2119] term nol ogy.
Additionally, we define hereafter the keywords that are used to
describe the level of support for the different features.

o YES: The feature is fully supported.

0 FEATURE NOT SUPPORTED: if a MJUST is followed by "FEATURE NOT
SUPPORTED", this means that the MJUST makes sense only if the
feature exists. That is, the inplenentation is still conpliant
but does not inplenent the particular feature. Currently
unsupported features are:

* Rlbis: this nessage is defined to allow the recovery of a
context, when one endpoi nt has dropped the context while the
other endpoint is still using it. Wen [RFC5533] specifies to
send a Rlbis nmessage, we currently ignore the nessage supposed
to trigger the sending of the Rlbis.

* Error nessages: used to informthe peer about what went w ong.

* |Psec: the design of LinShinb is based on the XFRM architecture
in the kernel. The same architecture is used by |IPsec, thus a
smal | adaptation (if any) of LinShiné should allowit to work
wel | together with I Psec. However, we have not yet tested such
an interaction.

* FIl (Forked Instance Identifier): the FIl is defined in
[ RFC5533] as a way to fork Shinb contexts, so that several
contexts may share the same ULID pair, and are distinguished
thanks to an integer called the FII. This has interest only if
a socket APl is inplenented, so that applications may choose a
context rather than another to send packets (which all ows
selecting a different set of locators). There is no short term
plan to support this.

* ULID pair option: it is defined to allow perform ng context
negotiation with a locator pair that differs fromthe ULID
pair. This may be useful for exanple if non routable ULIDs are
used. There is no short termplan to support this, because
non-routable ULIDs are not (yet ?) deployed in the current
Internet.

o NO Unsupported optional features are sinply followed by NO

Barre & Bonaventure Expi res March 28, 2010 [ Page 8]
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CONFI GURABLE: The feature is supported, but requires manual
configuration fromthe user for correct behaviour.

PARTI AL SUPPORT: The feature is partially supported, that is, the
requirement in verified in some cases, but not all. |In that case
we point to a section that gives nore details on the behaviour.

Checks common to all control messages

A host MUST silently discard any received control nessage that does
not statisfy all of the followi ng validity checks:

o

Barre & Bonaventure

The Shim header length field is verified against the length of the
| Pv6 packet to make sure that the shim message doesn’'t claimto
end past the end of the I Pv6 packet: YES (Checked in the kernel)
the checksumis correct: YES (Checked in the kernel)

Nei ther the IPv6 destination field nor the IPv6 source field is a
mul ti cast address nor the unspecified address: YES (Checked in the
kernel)

11 Message

The Reservedl field MJST be ignored on receipt: YES

The R field MUST be ignored on receipt: YES

When anot her instance of an existent context with the same ULID
pair is being created, a Forked Instance ldentifier option MJST be
i ncluded to distinguish this new instance fromthe existent one:
FEATURE NOT SUPPORTED (FI 1)

The 11 message MUST include the ULID pair: YES (always in the |Pv6
header)

A host MUST silently discard any received |1 nmessage that does not
statisfy all of the followi ng validity checks:

* Hdr Ext Len field at least 1: YES
* |f the ULID pair option is present, the host verifies that the

locator of the Initiator is included in Ls(peer): FEATURE NO
SUPPORTED (ULI D pair option)

Expi res March 28, 2010 [ Page 9]
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3.3.

3. 4.

Barre & Bonaventure

R1 Message

The Reservedl field MJST be ignored on receipt: YES
The Reserved2 field MIUST be ignored on receipt: YES
The Responder Validator Option MJST be included: YES

A host MUST silently discard any received Rl nessage that does not
statisfy all of the follow ng validity checks:

* Hdr Ext Len field at least 1: YES

* the host | ooks for an existing context which matches the
Initiator Nonce and where the |ocators are contained in
Ls(peer) and Ls(local), respectively. If no such context is
found, then the Rl nessage is silently discarded: YES

* |f the context found using the above rules is not in |1-SENT
state, the Rl nessage is silently discarded: YES

|2 Message

The Reservedl field MJST be ignored on receipt: YES
The R field MIUST be ignored on receipt: YES

The Reserved2 field MJST be ignored on receipt: YES
The Responder Validator Option MJST be included: YES

The Responder Validator Option MJUST be generated copying the
Responder Validator option received in the RL message: YES

Wien the 1 Pv6 source and destination addresses in the | Pvé header
do not match the ULID pair, the ULID-pair option MJST be included:
FEATURE NOT SUPPORTED (ULI D pair option)

When anot her instance of an existent context with the same ULID
pair is being created, a Forked Instance ldentifier option MJST be
included to distinguish this new instance fromthe existent one:
FEATURE NOT SUPPORTED (FI1)

Wien the Locator List Option is sent, the necessary HBA/ CGA
information for verifying the locator list MJST al so be included:
YES

Expi res March 28, 2010 [ Page 10]
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o The CGA PDS option MJST be included when the locator list is o Wien the Locator List Option is sent, the necessary HBA/ CGA
i ncl uded: YES. information for verifying the locator |ist MJST al so be included:
YES

o The CGA Signature option MJST be included when some of the
locators in the |ist use CGA (and not HBA) for verification: YES o Before an R2 nessage is sent, the host MJST | ook for a possible
context confusion: YES (this is verified at 12/ R2 reception)
o If the initiator does not receive an R2 nessage after |2_TI MEQUT

tine after sending an 12 nessage it MAY retransnit the |12 nessage, o A host MUST silently discard any received R2 nessage that does not
usi ng binary exponential backoff and randonmized tiners: YES statisfy all of the follow ng validity checks:

0o In the case that the initiator decides not to retransmit |2 * Hdr Ext Len field at least 1: YES
nessages or in the case that the initiator still does not recieve
an R2 nessage after retransmitting |2 nessages |2_RETRI ES_MAX * the host |ooks for an existing context which matches the
tines, the initiator SHOULD fall back to retransnitting the I1 Initiator Nonce and where the | ocators are contained in
nmessage: YES Ls(peer) and Ls(local), respectively. |[If no such context is

found, then the R2 nmessage is silently dropped: YES
0 A host MUST silently discard any received |2 nmessage that does not

statisfy all of the follow ng validity checks: * |f state is |11-SENT, |2-SENT or |2BIS-SENT and a CGA Par aneter
Data Structure (PDS) is included in the message, then the host
* Hdr Ext Len field at |least 2: YES MUST verify if the actual PDS contained in the nessage

corresponds to the ULID(peer): YES
* The responder nonce is a recent one. Nonces that are no ol der
than VALI DATOR_M N_LI FETI ME SHOULD be consi dered recent: YES o Before the host conpletes the R2 processing it MJUST | ook for a
possi bl e context confusion: YES
* the Responder Validator option natches the validator the host
woul d have conputed for the ULID, |ocators, responder nonce, 3.6. Rlbis, |2bis
initiator nonce and FII: YES
Those nmessages are not supported yet. They are ignored on receipt.
* |f a CGA Paraneter Data Structure (PDS) is included in the
message, then the host MJUST verify if the actual PDS contained 3.7. Update Request (UR)/Acknow edgenent (UA) nessages
in the nessage corresponds to the ULI D(peer): YES
o The Reservedl field MJST be ignored on receipt: YES
* |If the state is |11-SENT, then the host verifies if the source

locator is included in Ls(peer) or, it is included in the o The R field MJST be ignored on receipt: YES
Locator List contained in the 12 nessage and the HBA/ CGA
verification for this specific locator is successful: YES 0 A host MUST silently discard any received UR/ UA nessage that does

not statisfy all of the follow ng validity checks:
o If ahost is in |1-SENT state, receives an |2 nessage and all the
above checks are successful, then it MJUST send a R2 nessage back: * Hdr Ext Len field at least 1: YES
YES
* the host |ooks for an existing context whose CT(local) matches
3.5. R2 Message the context tag. |If no such context is found, it sends a Rlbis
message: FEATURE NOT SUPPORTED (Rlbi s)
0o The Reservedl field MJST be ignored on receipt: YES
* Since context tags can be reused, the host MJUST verify that the
o The R field MJST be ignored on receipt: YES | Pv6 source address field is part of Ls(peer) and that the |Pv6
destination address field is part of Ls(local). |In this case
the host MJUST send a Rlbis nessage, and otherwi se ignore the
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UR/ UA nessage: FEATURE NOT SUPPORTED ( R1bis)

* URonly: If a CGA Paranmeter Data Structure (PDS) is included in
the nessage, then the host MJST verify if the actual PDS
contained in the nmessage corresponds to the ULID(peer): YES

Keepal i ve and Probe Messages

The Type field nust be 66 for a keepalive, 67 for a probe: YES

The Reservedl and Reserved2 fields MJST be ignored on receipt: YES

The R bit MJST be ignored on receipt: YES

A keepal i ve MAY contain options: NO (no option is currently
defi ned)

The first set of sent probe fields of a probe nessage pertains to
the currently sent probe nmessage and MJST be present: YES

Thi s val ue SHOULD be generated using a random nunber gener ator
that is known to have good randomess properties as outlined in
RFC 4086: YES

If the host is using a non-default Send Tineout value, it SHOULD
communi cate this value as a Keepalive Tinmeout value to the peer:
YES

Wien sending a Probe nessage, the State field MIST be set to a
val ue that natches the conceptual state of the sender after
sendi ng the Probe: YES

The Reserved field MUST be ignored on receipt: YES
Keepal i ve Ti meout Option

This option MAY be sent in the |2, 12bis, R2, or UPDATE nessages:
YES (The option is sent in |2, R2 and UPDATE nessages. |2bis is
not yet supported)

The option SHOULD only need to be sent once in a given shing
association.: YES (However, if Tsend is set manually through the
shinéc tool, all contexts are updated to reflect the new Tsend
value. This inplies the sending of an UPDATE nessage, with the
keepal i ve timeout option).

If a host receives this option it SHOULD update its Keepalive
Ti meout value for the correspondent: YES. (Note that LinShing
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3.10.

handl es Tsend as a global value for the system and Tka as a per-
context val ue).

The Type field identifies the option and MJUST be set to 10
(Keepal i ve Timeout): VYES.

Error nessages

FEATURE NOT SUPPORTED

3.11.

]

Barre & Bonaventure

Message Options
The length field MUST NOT include the padding: YES
Any added paddi ng bytes MJST be zeroed by the sender: YES

The val ues of the paddi ng bytes SHOULD NOT be checked by the
recei ver: YES

If C=1 and the option is not recognized by the receiver, then the
host SHOULD send back a Shinb error nmessage with Error Code=1,
with the Pointer referencing the first octet in the Option Type
field: FEATURE NOT SUPPORTED (error nessages)

If C=1 and the option is not recognized by the receiver, then the
rest of the message MJUST NOT be processed: YES

Locator Preferences: Any elenment definition of length greater than
3 MUST be defined so that the first three bytes agree the
definition given in the draft: YES (we do not define |onger

el enent fields)

The Reserved2 field of the ULID pair option MJST be ignored on
recei pt: FEATURE NOT SUPPORTED (ULID pair option)

If the verification method in the Locator List option is not
supported by the host, or if the verification nethod is not
consistent with the CGA Paraneter Data Structure, then the host
MJST ignore the Locator List and the nessage in which it is
cont ai ned: YES

If the verification method in the Locator List option is not
supported by the host, or if the verification nethod is not
consistent with the CGA Paraneter Data Structure, then the host
SHOULD generate a Shinb Error nessage with Error Code=2, with the
Pointer referencing the octet in the Verification nethod that was
found inconsistent: FEATURE NOT SUPPORTED (Error nessages)
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Payl oad data

The insertion of the Shin6 extension header in payl oad packets
MJUST NOT cause any recal cul ation of the ULP checksums: YES

When receiving a packet with a context tag that does not match any
context, the receiver SHOULD generate a Rlbis nessage: FEATURE NOT
SUPPORTED ( R1bi s)

I f payload data is received with a context tag that matches with a
context in state |2-SENT or |2BIS- SENT, the host resp. sends back
a 12 or 12bis and proceeds to process the nmessage: NO (the nmessage
is processed only for an ESTABLI SHED st ate)

General requirenments of the Shinb draft

The 11, 12 and |2bis nessages MJST contain the ULID pair, either
in the IPv6 header or in a ULID pair option: YES (During
negotiation the locators are always the identifiers, thus the ULID
pair option is not needed.)

The context tag MJST be unique for each context: YES

At least 30 bits of the context tag MJUST be popul ated by random or
pseudo-random bits: YES (all 47 bits are pseudo-randon

The host SHOULD randomy cycle through the unstructured tag name
space: YES

The HBA/ CGA verification SHOULD be perforned by the host before
the host acknow edges the new | ocator, by sending an Update
Acknow edgenent nessage, or an R2 nessage: YES

Before a host can use a locator (different fromthe ULID) as the
destination locator it MJUST performthe HBA/ CGA verification if
this was not performed before upon the reception of the |ocator
set: YES (Checked by the daenpn upon reception)

Before a host can use a locator (different fromthe ULID) as the
destination locator, it MJST verify that the ULID is indeed

present at that locator. This verification is performed by doing
a return- routability test as part of the Probe sub-protocol: YES

12, 12bis and R2 messages MUST include a sufficiently |arge set of
locators in a Locator List option that the peer can determ ne
whet her or not two contexts have the same host as the peer by
conparing if there is any comon |ocators in Ls(peer):

CONFI GURABLE (see Section 2.2.2)
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In case of context confusion detection ([RFC5533]), the old
context which used the context tag MJUST be renoved: YES

An inplementati on MAY re-create a context to replace the one that
was renoved because of confusion detection: NO (it is not
automatically re-created, but it can be negotiated again if the
heuristic triggers a context establishement or the peer sends a
new | 1).

It is RECOWENDED that hosts do not tear down the context when
they know that there is sone upper |ayer protocol that nmight use
the context: PARTIAL SUPPORT (see Section 2.4)

The mi ni mum acceptabl e key length for public keys used in the
generation of CGAs SHOULD be 1024 bits: YES

in case that | Psec is inplenmented as Bunp-1n-The-Wre (BITW,
either the shim MJUST be disabled, or the shim MJST al so be

i npl emented as Bunp-1n-The-Wre, in order to satisfy the

requi rement that |Psec is |ayered above the shim CONFl GURABLE
(disable LinShinb to use a BI TWIPsec device)

If a shinb node has sone protected and sone unprotected interfaces
for the purposes of IPsec, then it MJST treat the |locator sets for
the protected and unprotected interfaces as separate |ocator sets
and not interm x them FEATURE NOT SUPPORTED (| Psec).

General requirenents of the REAP draft

Avai | abl e addresses are discovered and nonitored through

nechani sns outsi de the scope of SH Ms. SHI M5 i npl enent ati ons MJUST
be able to enploy information provided by | Pv6 Nei ghbor Discovery,
Address Autoconfiguration, and DHCP (when DHCP is inplenented).
This information includes the availability of a new address and
status changes of existing addresses (such as when an address
becomes invalid): PARTIAL SUPPORT (Address discovery is perforned
using all mechani sns available in the kernel, but not nonitored
later)

Local | y operational addresses are discovered and nonitored through
mechani sms outside the SH M5 protocol.SH M5 i npl enent ati ons MJST
be able to enploy information provided from Nei ghbor
Unreachability Detection: NO

Local | y operational addresses are discovered and nonitored through
nechani sns outside the SH M6 protocol. |nplenentations MAY al so
enpl oy additional, link layer specific mechanisms: NO
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o SH M inplenentations MJST support the discovery of operational 4. Protocol conformance by feature
address pairs through the use of explicit rechability tests and
Forced Bidirectional Communication (FBD), described later in this In the following list we nake a division of the Shinmb specification
speci fication: YES into several features, in order to easily identify which of themare

supported and which are not.
o In addition, inplenmentations MAY enploy the follow ng additional

nechani sns: o Context forking: No (Only useful if an APl exists)
* Positive feedback from upper layer protocols: NO o Context recovery: Not yet
* Negative feedback from upper |ayer protocols: NO o0 Locator preferences option: Not yet
* | CWP error nessages: NO o Locator |ist updates: YES

o After the reception of a data packet fromthe peer, REAP keepalive o Cryptographically Cenerated Addresses: YES
packets SHOULD continue to be sent at the Keepalive Interval until
either a data packet in the SH M6 context has been sent to the 0 Hash Based Addresses: YES

peer or the Keepalive Tineout expires: YES
o Failure detection and recovery: YES
o Upon changing to a new address pair, the network path traversed

nost |ikely has changed, thus the ULP SHOULD be informed: YES (A o Context confusion detection ([RFC5533] sec. 7.6): YES
NETEVENT_PATH_UPDATE notification is generated whenever a new

address pair is used. Any entity in the kernel can listen to that o Handling of |ICVMP error nmessages: Not yet

notification and act accordingly. Currently only the TCP | ayer

listens to the notification, and reacts by resetting its o Keepalive Tineout Option: YES

Ret ransmi ssi on Ti neout)

o CQut of the set of possible candidate address pairs, nodes SHOULD
attenpt to test through all of themuntil an operational pair is
found, and retrying the process as is necessary: YES

o Al nodes MIST performthe exploration process sequentially and
wi th exponential back-off: YES

o The externally observabl e behavi our of an inplenentati on MJST
conformto the REAP state nachine: YES

o Unprotected indications fromother parts of the protocol stack
SHOULD NOT be taken as a proof of connectivity problems: YES
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Concl usion and further work

This draft describes the current state of the LinShing

inpl ementation, version 0.9. |t uses a heuristic to decide whether
to trigger a Shinb negotiation, and it is able to nonitor the state
of the communication thanks to the REAP state machine. It has been
shown to successfully support the switch to an alternative |ocator
pair, and it is the first known Shinb inplenmentation that supports
HBA and CGA. LinShinb is still under development. W aimat finally
providing the conplete set of features. In the near future we wll
work on context recovery and error nmessages. Qher missing features
seemto have a lower priority and are left for later.

We have established an exhaustive listing of supported and
unsupported el ements of the protocols, which appears as neking nuch
easier to verify the level of support and security of the protocol.
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