1st ACM Conference on Computer and Communications Security, Fairfax, acm press 1993— 74 —Sorting Out Signature SchemesBirgit PfitzmannUniversit�t Hildesheim, Institut f�r Informatik,Marienburger Platz 22, D-31141 Hildesheim, Germanypfitzb@informatik.uni-hildesheim.deAbstract. Digital signature schemes are a fundamentaltool for secure distributed systems. It is important to havea formal notion of what a secure digital signature schemeis, so that there is a clear interface between designers andusers of such schemes. A definition that seemed final wasgiven by Goldwasser, Micali, and Rivest in 1988, andalthough most signature schemes used in practice cannot beproved secure with respect to it, they are all built so thatthey hopefully fulfil it, e.g., by the inclusion of hashfunctions or redundancy to counter active attacks.Recently, however, several signature schemes with newsecurity properties have been presented. Most of them existin several variants, and some of them pay for the newproperties with restrictions in other respects, whose rela-tion is not always clear. Obviously, these new propertiesneed definitions and some classification. Unfortunately,however, none of the new schemes is covered by the defini-tion mentioned above. Hence the new properties cannot bedefined as additions, but each new type of scheme needs anew definition from scratch, although there are similaritiesbetween the definitions. This is unsatisfactory.This paper presents (an overview of) a general definitionof digital signature schemes that covers all knownschemes, and hopefully all that might be invented infuture. Additional properties of special types of schemes arethen presented in an orthogonal way, so that existingschemes can be classified systematically.It turns out that signature schemes are best defined by aseparation of service, structure, and degree of security, witha service specification in temporal logic. Several parts ofsuch a definition can easily be reused for general definitionsof other classes of cryptologic schemes.Relations to secure multi-party protocols and logics ofauthentication are discussed.1IntroductionThe purpose of digital signature schemes is to providemessage authentication such that disputes about the authen-ticity of messages can be settled by third parties, such ascourts. Digital signature schemes are therefore neededwhenever messages of legal relevance are exchanged overcommunication networks, and they are also an importanttool in distributed secure systems. As with all securitycritical systems, it is important to have a formal definitionof what a signature scheme is, so that one can separate thedesign and the application of such schemes. Applicationsshould work with any digital signature scheme that fulfilsthe definition, without caring about internal details, anddesigners should know what properties are expected fromtheir schemes.1.1Previous DefinitionsAlthough signature schemes are rather �small� schemes,e.g., in comparison with secure operating systems or,within cryptology, general multi-party computation proto-cols, agreeing on a definition has not been trivial. The firstinformal definition by Diffie and Hellman saw signatureschemes just as a form of encryption schemes used in aninverse way, but nowadays many schemes, e.g., the pro-posed NIST digital signature standard, are not of this form[DH76, DSS92]. Moreover, it was originally overlookedthat adversaries might try to compute new signatures fromgiven signatures, in particular with RSA [RSA78, D84].Hence it was very satisfactory that a definition that seemedfinal was given in [GMR88]. It allows the scheme to con-sist of an arbitrary key generation algorithm, an arbitrarysigning algorithm, and an arbitrary test algorithm. Hence itseemed that all signature schemes would be of this form, in

— 75 —contrast to the Diffie-Hellman definition. Moreover, astrong security definition covering all conceivablebehaviors of an adversary was given.The GMR definition is important in practice eventhough most schemes in actual use cannot be proved securewith respect to it: They are all designed so that one can atleast hope that they fulfil it, e.g., by the inclusion of hashfunctions or redundancy to counter active attacks, such asin the proposed NIST digital signature standard or in ISOstandardization activities [DSS92, GQ91, ISO91]. Notethat hash functions or redundancy have to be consideredparts of the signature scheme if one wants to provide acommon interface to applications. Moreover, note that themost general active attack, where the adversary can ask thesigner to sign arbitrary messages before it tries to produce aforgery, seems a bit excessive, but no restricted form isknown where one is fairly sure to be on the safe side: It isunlikely that a signer will sign any message, but whatmessage could one be sure she would not sign? Hence onereally takes measures against the general attack in practice.1.2The Challenge of New SchemesJust after this theoretically satisfying state with a generallyagreed definition was reached, however, several new typesof signature schemes with new security properties came up.For instance, there are fail-stop signature schemes, where asigner who has been cheated with a forged signature canprove that it was a forgery [BPW91, P91, HP92, HPP92].A different example is so-called undeniable signatureschemes [CA90, C91, BCDP91]. Here the recipient of asignature cannot show it around, e.g., to his friends, with-out the signer�s help. (Hence they might rather be called�invisible� � not being deniable is common to all typesof signatures.) This property is useful if it should beprivate what messages the users sign. However, if a signeris forced to either acknowledge or deny a signature, e.g., incourt, she cannot falsely deny her real signatures. There areeven unconditionally secure signature schemes, where evenan adversary with unlimited computing power cannotproduce forgeries better than by using a random number andhoping that it is the signature [CR91, PW92]. However,unconditionally secure signature schemes seem to beimpractical, in contrast to fail-stop and undeniable ones.All these new schemes exist in several variants withdifferent properties. For instance, fail-stop signatureschemes can be more efficient if all the signatures of onesigner have the same recipient (which is possible inapplications like payment systems). Another example isthat the original unconditionally secure schemes did notenable recipients to transfer signatures from one to another(which one tacitly takes for granted with most other digitalsignature schemes), but one can reintroduce this property ina limited way. A third example is undeniable signatureschemes where signers can unconditionally deny forgedsignatures, which is a slightly restricted fail-stop property[CHP92].This situation alone might call for some classification.However, it would not be too bad if all these schemes weresignature schemes in the sense of the GMR definition withsome additional properties. However, none of them is,because they all differ somehow in their structure, i.e., inthe number of algorithms and their parameters. Forinstance, in fail-stop signature schemes, the recipients (or acenter trusted by them) must take part in key generation, sothat they can be protected from the signer falsely provingher own signatures to be forgeries. Undeniable signatureschemes do not have a test algorithm in the usual sense,but an interactive protocol, usually a zero-knowledge proof,where the signer proves the correctness of the signature tothe recipient. Moreover, in both these types of schemes, acourt cannot just test a signature presented by a recipient,but must ask the signer, too (to give her a chance toproduce a proof of forgery or to carry out a disavowalprotocol, respectively). In unconditionally secure signatureschemes, there is no public key in the usual sense; instead,everybody obtains a different test key (although they are ofcourse somehow related) in a complicated key generationprotocol.Finally, note that not even all the signature schemesthat are supposed to be ordinary, i.e., that have no specialsecurity features, are covered by the GMR definition:Sometimes, signing is not just an algorithm that takes asecret key and a message (and at most the number of thismessage) as inputs, but some memory is needed betweenapplications, e.g., in Schnorr�s scheme with preprocessing[S91]. In another example, there is a trusted public randomvalue in addition to the public keys [BC92].So what does one do with all these new types of schemes?Even if they all had a new definition (which some do, butmost variants don�t), the situation would be unsatisfactory:First, if they are all called signature schemes (whichnobody seems to challenge), they ought to have somethingin common. Secondly, new definitions in cryptology arejust as error-prone as new schemes; hence one should haveas few definitions as possible and evaluate them carefully.Hence the properties common to all signature schemesshould be stated clearly once and for all. Special propertiesshould be formulated as additions to this general definition.Applications then know what to expect from all signatureschemes, or can list the additional properties they need.This is what this paper tries to achieve.

— 76 —2The Main IdeasIntuitively, what all signature schemes have in common isexactly what was written in the very first sentence: Theyprovide message authentication such that disputes about theauthenticity of messages can be settled by third parties.However, as sketched above, they have different degrees ofsecurity, such as fail-stop, and their structure varies widely.All existing definitions specify what disputable messageauthentication means only in terms of one given structureand with one particular degree of security. This is why thewhole definition had to be changed whenever the structurewas modified or a different degree of security was intro-duced, although new definitions should basically representthe same service.The basic idea to obtain a general definition is thereforeto separate the definition of service, structure, and degree ofsecurity. Hence one has to define¥the minimal service (i.e., message authentication that isprovable to third parties) in an ideal way, independent ofthe structure and the degree of security; this is done intemporal logic here,¥a very general structure common to all signatureschemes, and¥what it means that any scheme provides any servicewith a certain degree of security.Given such a general definition, one can classify particulartypes of signature schemes according to¥additional service properties,¥special (simpler) cases of the structure, and¥the actual degree of security.An additional advantage of such a modular definition is thatonly the service is special to signature schemes, whereasthe rest can be reused with other schemes that still lackgeneral definitions, e.g., digital payment schemes.The scope of signature schemes actually defined here isschemes that could be used in the place of handwrittensignatures in law, i.e., where each signer has completecontrol over what she signs. This excludes blind and groupsignature schemes � their services are too different for ajoint definition. The general parts of the definition andclassification, however, could be applied to them, too.The service, both the minimal requirements used todefine the notion of a signature scheme and additional ones,is discussed in Section 4. Sections 5 and 6 treat structureand degree of security. The parts that are common to muchmore general schemes than signature schemes can only besketched here, and overviews of the properties special tosignature schemes are given.3Related WorkThere are two somewhat related approaches at general andabstract definitions of cryptologic schemes: definitions ofsecure multi-party computation protocols from theoreticalcryptology and logics of authentication (BAN logic) fromthe design of protocols using cryptologic primitives. Therelations and differences to those approaches are nowdiscussed. (Note that no knowledge of these approaches isassumed in the later sections.)3.1Relation to Secure Multi-PartyComputation ProtocolsDeriving a cryptologic definition from an ideal servicespecification is new with signature schemes, but it isknown with multi-party function computation, startingwith [Y82]. (Overviews can be found in [B91, MR91,FGY92].) However, existing definitions were not generalenough to be used for signature schemes. (This is nocriticism � they go much further in other directions.) Thefollowing new features were needed:¥Logic specification. The services of different types ofsignature schemes are similar, but not identical. Inmulti-party function computation, however, the specifi-cation is given by just one ideal trusted host, which hasto be simulated very closely by the actual distributedcryptologic protocol. Here, a logic specification has tobe used instead. Hence one can formulate some minimalrequirements that have to be fulfilled by all signatureschemes, and add further requirements to specifyparticular types of schemes. (Actually, one can showthat not even individual types of signature schemes,e.g., the ordinary ones according to the GMRdefinition, simulate one ideal trusted host.)¥Reactive systems. Current formal definitions of multi-party protocols only treat the computation of functions.Each user of such a system makes one initial input andobtains one output at the end. Signature schemes,however, yield reactive systems: They can go on(polynomially) forever, and at any time users can decidewhat messages they want to sign or what disputes tocarry out. (An informal sketch of more general gamesexists in [GMW87]; if they were formalized, theymight be nearer to signature schemes in this respect.)¥Varying connections. Usual multi-party protocolsassume fixed connections throughout a protocol run,

— 77 —usually reliable point-to-point channels between eachpair of participants and reliable broadcast channels.With signature schemes, the connections and theirsecurity can vary as a function of time: One cannotassume that the participants, which may be hand-heldcomputers in pockets, have so many dedicated channels,and the channels are not necessarily secure � this ispart of the reason to use signatures.3.2Relation to BAN LogicLogic specification of signature schemes may sound rathersimilar to the logics of authentication from [BAN89] andmany successive papers. However, there are severaldifferences in the purpose and consequently in the approach.This is natural, since these logics were primarily designedto find errors in key exchange protocols with symmetriccryptosystems, which they do successfully.¥Logics of authentication are used to specify and proveprotocols using cryptologic primitives, whereas here,the signature schemes themselves are to be specified.¥Logics of authentication assume very simplecryptologic primitives; hence they deal with individualalgorithms and keys of those schemes. Hence a newtype of logic would be needed for each new type ofsignature scheme, just as with current cryptologicdefinitions. In [LABW92], e.g., integrity is stillassumed to be provided by a variant of an encryptionscheme, which is a structure that most signatureschemes definitely do not have.*¥If logics of authentication have a formal semantics, notthe real cryptologic schemes are used, but algebraicabstractions [DY81, AT91]. Hence, if one finds an errorwith the logic, there was an error in the real protocol,but if one proves the algebraic abstraction to be secure,one is not sure that the real protocol is secure, too.Here, the real signature schemes are the semantics.In future, the approaches might meet in logics for thedesign of complicated protocols, but using more generalprimitives and a real cryptologic semantics.

* Thanks to an anonymous reviewer, I noticed that veryrecently, [SM93] also formulated requirements independentlyof the structure and in temporal logic. (The differences in theschemes actually considered and the semantics remain.) Thegeneral idea of what should be expressed in requirements isindeed similar, except that [SM93] has no explicit interface.Introducing one might be helpful, because intuition seems tobe needed to map, e.g., an accept statement from the require-ments to something in the actual protocol, whereas here, itis simply the interface output in the protocol. I also found aseparation of system entities and users helpful since entitieshave prescribed programs and users don�t.4Service Specification of SignatureSchemesAs explained in Section 2, we want a logic specification ofthe service of all digital signature schemes, independent ofthe structural differences mentioned in Section 1.2. Thiscan only be done by regarding the whole signature scheme(more precisely: an instantiation of the scheme, see Section5.1) as one system whose behavior at the interface to itsusers is specified, see Figure 1. This is entirely normalwith service specification in the field of distributed systems(e.g., [L83]), but unusual in cryptology.Interfacewith threeaccess points(Users)

EntitiesConnectionsSystemObject of a service specification:Sequences of events hereFigure 1A system and its interfaceThe entities, in our case, correspond to processes runningon the behalf of individual users. For instance, if the signa-ture scheme is implemented on hand-held computers usedby individuals, an entity corresponds more or less to theprocesses on one such computer. The users of the signaturescheme are the environment, hence they are not modeledexplicitly, but intuitively one can assume that each accesspoint is owned by a particular user. (This becomes moreimportant when degrees of security are modeled below andusers are regarded as mutually distrusting.)4.1Domains of Interface EventsSo what are the interface events of a signature scheme, i.e.,what are the users concerned with, not just the entitiesinside the system? Informally, the users need the system toperform three types of so-called transactions, each consist-ing of a few related interface events at several access points.(Note that formally, this section, 4.1, only defines domainsof interface events to be used in the requirements in Section4.4. Showing how the events usually occur together intransactions only serves as motivation.)¥Authentication. Any two users, called a signer and arecipient, can authenticate a message. The signer inputswhich message is authenticated. The recipient has toknow the message, too, and the identity of the signerwho is supposedly authenticating it. At the end, the

— 78 —system must give the recipient a Boolean outputindicating whether the message was accepted asauthenticated or not.¥Disputes. In a dispute, the third party trying to settle itand the recipient who claims to have the authenticatedmessage take part, and sometimes the supposed signer,too. As in authentication, the users have to input themessage that is disputed and the identity of the signerwho is supposed to have authenticated it, and the thirdparty obtains a Boolean output indicating whether themessage was accepted as authenticated or not.¥Initialization. For technical reasons, initialization isneeded. It corresponds to key generation and distributioninside the system, but the users only need to know theidentity of the (future) signer for whom this is happen-ing and whether initialization is successful. All usersshould take part in initialization.Hence the interface events only deal with messages,identities, and Boolean values denoting if something wasaccepted or not � not with signatures and keys.More formally, the domain of the interface events aredefined as follows: Each event is presented as a triple(identity, direction, value),where identity denotes the access point where the eventoccurs, direction ˛ {in, out} denotes whether it is an inputor an output event, and value is the value passed throughthe access point. The domain of identity is a set Id = IdS ¨IdR ¨ IdT, i.e., separate access points are used when actingas a signer, recipient, or third party.The domains of value are a bit more complicated thansketched above. They are shown in Table 1. The individualparameters of the values have the following meaning:¥Each input value starts with a string, such as �sign�,that characterizes the type of action wanted.¥Parameters m denote a message from a message spaceM.¥Parameters idS denote an identity of a signer, i.e., anelement of IdS.¥Parameters idsR are descriptions of sets of recipients.Their domains may be arbitrary subsets of the power setof IdR. They are needed because inside some signatureschemes, signing depends on the identities of theintended recipients. The empty string e is used as thedescription of the complete set, i.e., for �no restriction� this is the standard case.¥N is a message bound, i.e., the number of messages thesigner can authenticate at this access point after thisinitialization.Values

SignerRecipient(s)Thirdparty/ies

Authen-ticationIn:�sign�,m, idsR�test�,m, idS �

Out:eotacc ˛ {TRUE, FALSE} �

DisputeIn:�disavow�,m, idsR�show�,m, idS�decide�, m,idS, idsR

Out:eoteotacc ˛ {TRUE, FALSE, � }

Initial-izationIn:�init�,idsin, N�init�, idS,idsin, N�init�, idS,idsin,N

Out:acc, idsoutacc, idsoutacc, idsout

Table 1Types of interface events, sorted according tothe types of access points where they occurand the transactions they belong to. Those thatwould also be needed if only ordinary digitalsignature schemes were specified are in boldface.¥The two values acc in bold face denote if a message wasaccepted as authenticated. Disputes in some schemesmay have results other than Boolean, hence an arbitrarydomain Dispute_results ˚ {TRUE, FALSE} is permitted.The two most important cases are-acc = �not_cooperated� in undeniable signatureschemes means that the signer refuses to cooperateand no decision can be reached in the system. (Theusers outside the system must decide what to dowith non-cooperating signers under which circum-stances.)-acc = �broken� in fail-stop signature schemes meansthat a valid proof of forgery has been shown in thesystem. This must be distinguished from the resultthat the message has simply not been accepted asauthenticated, because one may wish to stop thesystem.¥The parameters idsin in initialization denote whichaccess points (and thus users) are supposed to take part,and idsout denotes which of them actually took partsuccessfully. (This is needed to cover schemes withinteractive key generation where disrupters have to beexcluded.) acc denotes whether initialization wassuccessful at all, i.e., whether it is now possible toauthenticate messages under idS.

— 79 —¥The outputs eot in some transactions are usually justneeded to denote that the transaction has ended.Note that the signer does not input her own identity duringauthentication � it is implicit in the access point she uses(usually in the form of a secret key stored in the entityserving the access point). How the access to the accesspoint (and thus the usage of the key) is restricted is not thebusiness of the signature scheme. Moreover, a servicewhere one could input any identity at any access pointwould be insecure: One could just input the identity ofsomeone else. Similarly, the signer does not input heridentity in initialization. (In that case, it is usually presentin the entity in the form of access to a broadcast channelunder this identity, so that the generated key can bedistributed under the identity.)4.2Some Remarks on GeneralityIt seems natural at this point to come up with manysuggestions for more transactions and interface events. Forinstance, why can the signer not agree to a message in adispute, instead of disavowing it? Or couldn�t one authen-ticate a message for several recipients at once? What aboutusing several third parties, and the majority prevails?However, a general definition has to specify few andrestricted transactions.The reason is that the transactions required in theminimal specification have to be offered by all signatureschemes, i.e., they have to produce sensible reactions (tobe logically specified below) on all the input eventsspecified here. If one wants more transactions or types ofinput events, they are additional service properties thatsome schemes offer and others don�t, and can serve for aclassification, see Section 4.5.Conversely, why have the sets of identities of recipients(which make the logic requirements rather complicated)then been added? The reason is that they are permittedrestrictions, not additions: The domains were not the powerset of IdR, but arbitrary subsets. Hence one can, e.g., spec-ify signature schemes where |idsR| = 1 is required, i.e., onlysignatures specific to certain recipients can be produced.One can even have additional predicates that restrict someof these parameters as functions of others, e.g., a predicatesuitable(IdR, idsout, idsR) that describes which sets ofidentities, idsR, are suitable inputs by the third party in adispute if IdR is the set of all identities and idsout that ofsuccessful participants in the corresponding initialization.4.3Specification and System ParametersThe domains of interface events had some parameters, suchas a message space M. Hence there is a whole family ofspecifications Specv, where v denotes a tuple of theseparameters. They will be treated in two different ways:¥Specification parameters. Almost all parameters can befixed by the designer of a concrete signature scheme.This makes the definition very general. Hence theremay be signature schemes for any message space M(say, with M ˝ {0, 1}+), any set Bounds ˝ IN ¨ {¥} ofmessage bounds, any countable set Dispute_results ˚{TRUE, FALSE}, any predicate suitable, and a few moreparameters. The tuple of all specification parameters iscalled spec_pars.¥System parameters. The exception is that any signaturescheme will have to work for arbitrary sets IdS, IdR, andIdT of identities; see Section 5.4.4Logic Requirements4.4.1Type of RequirementsThe requirements on signature schemes specify whatoutputs the systems have to produce, depending onprevious interface events. Hence they are formulas thatdescribe some sequences of interface events as permitted andothers as forbidden. Recall that these requirements are madein an ideal way � error probabilities etc. are handled onceand for all in the degrees of security.Note that we are lucky that all minimal requirements onsignature schemes just specify what outputs may occur:There are neither privacy requirements nor probabilitydistributions. Hence normal temporal logic (or otherformalisms for describing sets of sequences) can be used.(Of course, there will be secret information inside thesystems, but this is just because no other way of realizingthe service is known. Not having to specify the secrecy ofthis information is a further advantage of having aninterface and keeping keys below it.)Each requirement is formulated from the point of viewof some interested parties, formally a set of identities. Itonly involves events at the access points of these parties.(This is needed because in Section 6, a requirement has tobe fulfilled even if all the other parties are attacking andtheir entities deviate from the protocol.)4.4.2Overview of the Minimal RequirementsFirst, an informal and simplified overview of the require-ments that all signature schemes must fulfil is given.

— 80 —¥Requirement of the recipient on disputes. Once a recipi-ent has accepted a certain message m as authenticated bya certain signer idS, i.e., he made an input (�test�, m,idS) and the output was acc = TRUE, the message shouldalso be accepted by a third party in a dispute, i.e., thethird party�s output acc should be TRUE. To includeschemes like undeniable signature schemes, it must betolerated that the output is �not_cooperated� instead.The interested parties are the recipient and the thirdparty who settles the dispute. Note that the wholerequirement is formulated from their point of view: Noevent at the signer�s access point is mentioned. (Infor-mally, only the recipient might be called �interested�,but the requirement presupposes that the third party ishonest, and it can only be fulfilled if the third party�sentity is correct.)¥Requirement of the signer on disputes. As long as asigner has not authenticated a certain message m, i.e.,she has not input (�sign�, m, idsR) for any idsR, a thirdparty should not accept that she did, i.e., its output accin a dispute should be FALSE, at least if the signerdisavows the message in this dispute. The interestedparties are the signer and the third party.¥Effectiveness of authentication. If a signer and arecipient make consistent inputs to start authentication,i.e., with the same message and identities, the messageshould be accepted, i.e., the recipient should obtain theoutput acc = TRUE.¥Effectiveness and correctness of initialization. If aninitialization is started, and at least the future signer andone further participant are interested, it should endsuccessfully, i.e., with acc = TRUE. Moreover, theoutputs acc and idsout denoting whether it worked at all,and with whom, should be consistent among any set ofinterested parties, and nobody who took part correctlyshould be missing from idsout.¥Availability of service. Authentication, disputes, andinitialization should end within reasonable time, so thatnew inputs are accepted at the same access point.One may miss unforgeability in this list, i.e., if a signerhas not authenticated a certain message, a recipient shouldnot accept that she did. However, one can show that this isa consequence of the other requirements (with one excep-tion of only technical interest). Moreover, applicationsexist where unforgeability is not required for its own sake.The complete formalization of the requirements exceedsthe scope of this paper. However, some general details andone example are presented.4.4.3Some DetailsFirst, one has to decide to what extent one assumes honestusers to behave �reasonably�. Minimal requirements for ageneral definition need strong preconditions. In particular,all the requirements have preconditions that initialization(with the correct interface events at the access points of theinterested parties) has been performed before any othertransaction for the same identity idS of a signer. More user-friendliness (e.g., error messages in other cases), can beadded as additional service properties.Secondly, varying connections have to be handled (seeSection 3.1). For instance, the requirement of the recipienton disputes can only be fulfilled if the entities of the recip-ient and the third party are connected during the dispute(e.g., to forward a signature), but no preconditions aboutthe connections during authentication are needed. Hence thenecessity of connections has to be specified in the require-ments. For this, a variable connections is introduced thatcontains, at each point in time, the current connections interms of identities and channel types, such as �point-to-point� or �broadcast�. Only point-to-point channels arepermitted in authentication and disputes, whereas broadcastchannels can be used in initialization. This variable can bevisualized as one additional access point to the systemwhere the connections can be controlled.Thirdly, a model of time is needed. At present, a simplesynchronous model is used. In each round, inputs can bemade at any number of access points, and then outputs atsome access points may occur. This may be extended infuture.Finally, it is assumed for simplicity that users whocarry out a transaction together start it synchronously. Thisis without much loss of generality, since they must besynchronized, at least moderately, and this is not really atask of the signature scheme. Moreover, just one trans-action is permitted at each access point at a given time(whereas transactions at different access points mayoverlap), so that the entities of the signature scheme neednot bother with scheduling.4.4.4An Example of the FormalizationThe requirement of the recipient on disputes is now pre-sented formally, but, for brevity, not from scratch in alldetails. (The rest of formalization should then be fairlyclear, except for availability of service.) For definitions oftemporal logic, see [MP91]. However, informal explana-tions are given for each formula and the operators fromtemporal logic are written with their names, such as SINCE,instead of their symbols, so that readers unfamiliar withtemporal logic can guess what is meant.

— 81 —The set of events at the user interface in each round isdenoted by a variable events. First some basic predicates areintroduced. An input is defined as valid if no othertransaction is currently executed at the same access point,i.e., no other input has been made there since the lastoutput or since the system start. This form of �since� isjust what an operator BACK_TO expresses. Hence one candefinevalid_input(id, value) :=(id, in, value) ˛ events� WEAK_PREVIOUS((´input_at(id)) BACK_TO output_at(id)),whereinput_at(id):=$value�: (id, in, value�) ˛ events;output_at(id):=$value�: (id, out, value�) ˛ events.(The operator WEAK_PREVIOUS, like PREVIOUS, denotes thatsomething happened in the previous round, but it evaluatesto TRUE in the very first round, in contrast to PREVIOUS.)Similarly, if an output is considered, the previous validinput at the same access point (i.e., the user input onwhich the system is currently reacting) is characterized byprevious_valid_input(id, value) :=valid_input(id, value)� PREVIOUS((´output_at(id))SINCE (valid_input(id, value) � ´output_at(id))).Now one can define what it means that a recipient idRaccepts a message m as authenticated by a signer idS:recipient_accepts(idR, m, idS) :=(idR, out, TRUE) ˛ events� previous_valid_input(idR, (�test�, m, idS)).The next predicate denotes that a recipient idR and a thirdparty idT start a dispute about the message m consistently(and with a certain parameter idsR):shows_to(idR, idT, m, idS, idsR) :=valid_input(idR, (�show�, m, idS))� valid_input(idT, (�decide�, m, idS, idsR)).The desired results of such a dispute (in the interest of arecipient idR and a third party idT) are modeled next; theword �weakly� stands for the possibility of the output�not_cooperated�.recipient_weakly_wins(idR, idT) :=((idT, out, TRUE) ˛ events� (idT, out, �not_cooperated�) ˛ events)� $eot: (idR, out, eot) ˛ events.For lack of space, similar definitions of the followingpredicates are omitted:¥recipient_can_weakly_convince(idR, idT, m, idS, idsR),which means that if shows_to(�) happens and therecipient and the third party are connected (according tothe variable connections) until the next output, the nextoutputs will be recipient_weakly_wins(�),¥correct_init_use({idR, idT}, idS, idsout, N), whichmeans that the recipient and the third party have alreadycarried out initialization for idS consistently andsuccessfully (with the message bound N and the outputidsout), and¥second_init({idR, idT}, idS)), which means that therecipient or the third party try a second initialization forthe signer idS.Now the requirement of the recipient on disputes (with theinterested parties as formal parameters) has the followingprecise meaning: If at any time the recipient accepts amessage as authenticated from a certain signer and correctinitialization had already been carried out, then from thenext round onwards, the recipient will win any disputesoccurring about that message (if the third party uses asuitable parameter idsR according to the predicatesuitable(IdR, idsout, idsR) from Section 4.2), unless therecipient or the third party try a new initialization for thesame signer�s identity idS.Reqrec(idR, idT) :="idS ˛ IdS "m ˛ M "idsout ˛ P(Id) "N ˛ Bounds:HENCEFORTH((recipient_accepts(idR, m, idS) � correct_init_use({idR, idT}, idS, idsout, N))fi NEXT "idsR:((suitable(IdR, idsout, idsR) � idR ˛ idsR) fi(recipient_can_weakly_convince(idR, idT, m, idS,idsR)UNLESS second_init({idR, idT}, idS)))).If one considers finite time, an operator WEAK_NEXT thatevaluates to TRUE in the last round is needed instead ofNEXT. The second initialization with the same signer has tobe excluded because inside the system, it would lead tokeys that do not fit the old signature. (Of course, one canstill perform a new initialization for the same user, e.g., byadding a time stamp to the identity.)4.5Additional Service PropertiesAdditional service properties, which can be used to classifysignature schemes, can be sorted as follows.Stronger requirements, i.e., concretizations where theminimal specification is ambiguous. The following typesexist in actual schemes:

— 82 —¥Strong requirement of the recipient on disputes. Therecipient wishes that any message he has acceptedshould also be accepted by a third party in a subsequentdispute. A weaker minimal requirement was madebecause of undeniable signature schemes. Mostsignature schemes, however, fulfil the recipient�soriginal wish. This is formalized by omitting the term� (idT, out, �not_cooperated�) ˛ events� in thedefinition of the predicate recipient_weakly_wins.¥Strong requirement of the signer on disputes. The min-imal requirement of the signer only guarantees her any-thing if she disavows the message. The correspondingstrong requirement omits this precondition. In this case,one need not find the signer to carry out a fair dispute.¥Medium requirement of the signer on disputes. Anintermediate form is that if the signer does not take partin a dispute, acc may be FALSE or �not_cooperated�, butnot TRUE, i.e., the message is not simply accepted. Thisis what undeniable signature schemes offer.¥User-friendliness, i.e., requirements on the reaction ofthe system on inputs that can be regarded as user errors.One could also define directedness of authentication tomean that the authentication is only valid for the intendedrecipients.Multiple specifications. Since specifications can be ful-filled with different degrees of security, it can make senseto have more than one specification. In particular, one canmake strong requirements that will be guaranteed with alow degree of security (e.g., computationally), and weakerso called fall-back requirements that can be guaranteed witha higher degree of security, i.e., under more circumstances.The fail-stop property is the only current example ofmultiple specifications. Informally, one first requires thatno forgery ever occurs, but then, if a forgery occurs never-theless, it should at least be provable. In the specification,this means that fall-back versions of both requirements ondisputes are made: In the fall-back version, both the signerand the recipient tolerate that the third party�s output in adispute may be �broken� (or what they originally required).An additional requirement for the low degree of security isthat the output �broken� never occurs (i.e., the system isnot falsely stopped). It is made in the interest of just thethird party in that dispute, i.e., even if the signer and therecipient collude.Special specification parameters are also a type of con-cretization where the minimal specification is ambiguous(see Section 4.3). Examples are special message spaces andspecial dependencies on recipients.Additional transactions (i.e., extensions of the domains ofinterface events) and corresponding requirements. Someexisting ones are:¥A transaction transfer for a recipient to pass an authen-ticated message to a second recipient so that the secondrecipient is also sure that he can win disputes. This canwork over arbitrary chains of recipients or just chains offixed length. (Most digital signature schemes permitarbitrary transfers, but undeniable ones none at all, anddifferent versions of unconditionally secure ones noneor only over chains of fixed length.)¥If there is a fail-stop property, one usually also has atransaction to transfer the knowledge that the systemhas been broken.¥There can be more versions of initialization, e.g., onefor new recipients to enter the system later. This is easywith ordinary digital signature schemes, but not withunconditionally secure schemes, where key generationis interactive.One can also consider local transactions, such as queriesabout the status of an access points, and some distributedforms of the three minimal transactions, i.e., versions withmore participants.Privacy requirements. The invisibility of undeniablesignatures is the only privacy requirement that has so farbeen considered with signature schemes. (Recall that blindsignatures need a separate specification.)5StructureSince the service of digital signature schemes has beendefined at an interface, one can consider implementationswith arbitrary structure, e.g., even centralized ones.However, only decentralized ones are defined to be signatureschemes: Two people meeting in the desert (with theirhand-held computers) should be able to exchange authenti-cated messages. More precisely, there must be one entityper access point, as in Figure 1, and only the entities underthe access points concerned take part in a transaction.5.1GeneralStructureA signature scheme consists of the programs for such enti-ties and the specification parameters (see Section 4.3), i.e.,Scheme=(spec_pars, signer_program,recipient_program, third_party_program).The �programs� are probabilistic polynomial-time interac-tive algorithms, which must distinguish in- and outputs atthe user interface and on an arbitrary number of connec-

— 83 —tions. (The usual formalization in cryptology is interactiveTuring machines.) Note that these programs contain thereal cryptologic algorithms, in contrast to system modelsused with logics of authentication.A system is an instantiation of a scheme with certainsystem parameters sys_pars. These are the sets of identities(IdS, IdR, IdT) (see Section 4.3) and additional securityparameters. Given a scheme and the system parameters, theactual system is defined as follows: There is one entity peridentity, each running the appropriate program. The entitieshave all the system parameters and their own identity as aninitial state. The varying connections are handled by oneadditional entity that models the network in a simple way:It has one access point where the desired connections can beinput (modeled by the variable connections in Section4.4.3), and it switches these connections.With any precise notion of an interactive algorithm, itis clear how global runs of such a system (in interactionwith users) are defined.Note that all the structural differences mentioned in Section1.2 are nicely hidden under the interface: Within a trans-action, the entities can carry out an arbitrary number ofalgorithms or interactive subprotocols, and they can use anarbitrary number of local variables from their memory.5.2Simpler StructuresSpecial structural properties are restrictions on the generalstructure. The most important one is non-interactiveauthentication, i.e., signature schemes where signatures inthe normal sense exist. Generally, one can restrict any typeof complexity (the number of rounds, the number of bitsexchanged, the storage used), and for each transaction typeseparately. Moreover, one can redefine notions such aspublic keys under certain structural restrictions.6SecuritySecurity means that the systems derived from a schemeonly produce sequences of interface events permitted by theservice specification, but, in contrast to usual programvalidity of temporal logic, even in the presence of certainattackers and possibly with small error probabilities.6.1General Security DefinitionsAccess of attackers to parts inside the system. When arequirement in the interest of certain parties, such as onerecipient and one third party, is considered, only the entitiesof those parties are assumed to be correct, i.e., to run theprograms from the scheme. Additionally, the channelsbetween them are secure (except that normal point-to-pointchannels are only reliable, not secret) and the entitymodeling the network is correct � recall that onlyconnections that are explicitly required to be correct aremodeled in the input connections to this entity.With the minimal requirements on signature schemes,all attackers can be assumed to collude, i.e., all incorrectentities are replaced by one big attacker entity.Influence of attackers on honest users. Sequences of inter-face events are produced by interaction of the system witharbitrary users. Even honest users who are interested partiesmay be influenced by the attacker, e.g., in the choice ofmessages they authenticate. This corresponds to the activeattacks of [GMR88]. In more general signature schemes,active attacks on recipients and third parties are also possi-ble and dangerous (because all entities may have secret in-formation � this was originally overlooked with uncondi-tionally secure schemes). The most general active attack onany reactive system is shown in Figures 2 and 3. In themore intuitive version in Figure 2, there is a universalquantifier over honest users who are influenced by theattacker. (Such a general representation should hopefullymake many further discussions unnecessary about whichactive attacks have to be considered in what types of cryp-tologic schemes.) For requirements that only specifycorrect outputs, one can easily show that the simplerversion in Figure 3, where the attacker has direct access tothe access points above the correct entities, is equivalent.

AttackerHonestusersCorrect entities andconnectionsinterfaceUserFigure 2General active attack on two correct entitiesin a reactive system, version with indirectaccess

— 84 —

AttackerinterfaceUserFigure 3General active attack on two correct entitiesin a reactive system, version with directaccessError probabilities and computational aspects. A generaldefinition of the notion that a reactive scheme fulfils alogic requirement in the information-theoretic sense withand without error probabilities is now fairly straight-forward. Similarly, computational security is defined byrestricting the attacker strategy to polynomial-time compu-tations. There are only some difficulties with generaldependencies of system parameters when more than one ofthem tends to infinity. Note that the probabilities are takenover all the random choices of the correct entities and theattacker strategy. The definitions of �small� error probabili-ties are in terms of the security parameters, which wererepresented in the initial state of the entities. If the notionof �small� is invariant against addition, then with two re-quirements, their conjunction is also fulfilled, so that thelogic is sound in the resulting cryptologic semantics.6.2Combinations of Degrees of SecurityEach requirement on a digital signature scheme can be ful-filled with a different degree of security. An importantclassification criterion for signature schemes is the degreesof security of the two requirements on disputes. Thefollowing combinations exist (where dual security is a newterm):¥Ordinary security means that the requirement of thesigner on disputes holds computationally and that of therecipient information-theoretically, as with ordinarydigital signature schemes.¥Dual security is the other way round: The requirementof the signer on disputes holds information-theoreticallyand that of the recipient computationally, as in[CHP92]. (Note that it is now very easy to describe thisdegree of security and its difference to fail-stop security,which it wasn�t before.)¥Unconditional security means that both requirements ondisputes hold information-theoretically.¥Fail-stop security means that both original requirementson disputes hold computationally, but the fall-backrequirements from Section 4.5 are fulfilled information-theoretically. It is now easy to see that fail-stopsecurity is stronger than both ordinary and dual security:If one identifies the output �broken� with FALSE (i.e.,signatures are just rejected if the computational assump-tion has been broken), one obtains dual security, and ifone identifies it with TRUE (i.e., signatures are stillaccepted even if the assumption has been broken), oneobtains ordinary security.Note, however, that one also has to consider whether theminimal or the strong requirements of the signer and therecipient on disputes are considered. In particular, one seesthat simple versions of fail-stop signature schemes onlyguarantee the weak requirement of the signer in both theoriginal and the fall-back version, but one can extend themso that the strong requirement of the signer is at leastguaranteed computationally.One also has to mention which of the information-theo-retic parts have error probabilities (always exponentiallysmall). It can be shown that error probabilities cannot beavoided with the requirement of the signer on disputes indual and fail-stop security and with both requirements ondisputes in unconditional security.7ConclusionIt has been shown that a general definition of signatureschemes, covering all new types of them, can be given by¥requirements in temporal logic about the behavior ofsuch schemes at a user interface,¥defining the structure in terms of three programs forentities of a distributed system, instead of the individualalgorithms carried out in them, and by¥defining rather generally what it means that a schemefulfils a logic requirement in the presence of certainclasses of attackers (both with access to some systemparts and some influence on honest users) in theinformation-theoretic and computational sense.Based on this definition, a systematic classification ofadditional properties of special types of signature schemeshas been shown.Parts of this approach have only been sketched, inparticular the definitions of schemes and degrees of security(which are not special to signature schemes) and sometheorems about general signature schemes. They can hope-fully be presented in more detail in future work.

— 85 —AcknowledgementsI am happy to thank Johannes Buchmann for first drawingmy attention to the lack of a general definition of signatureschemes, Joachim Biskup, Gerrit Bleumer, AndreasPfitzmann, and Michael Waidner for interesting and helpfuldiscussions about this paper, and Michaela Huhn and PeterNiebert for helping my understanding of temporal logic.

— 86 —References[AT91] M. Abadi, M. Tuttle: A Semantics for a Logic ofAuthentication; 10th PoDC, acm press, New York1991, 201-216.[B91] D. Beaver: Secure Multiparty Protocols and ZeroKnowledge Proof Systems Tolerating a FaultyMinority; J. Cryptology 4/2 (1991) 75-122.[BAN89] M. Burrows, M. Abadi, R. Needham: A Logic ofAuthentication; ACM Operating Systems Review 23/5(1989) 1-13.[BC92] J. Bos, D. Chaum: Provably UnforgeableSignatures; Crypto ’92, Abstracts, Santa Barbara 1992,1.1-1.8.[BCDP91] J. Boyar, D. Chaum, I. Damg�rd, T. Pedersen:Convertible Undeniable Signatures; Crypto ’90,Springer-Verlag, Berlin 1991, 189-205.[BPW91] G. Bleumer, B. Pfitzmann, M. Waidner: Aremark on a signature scheme where forgery can beproved; Eurocrypt ’90, Springer-Verlag, Berlin 1991,441-445.[C91] D. Chaum: Zero-knowledge undeniable signatures;Eurocrypt ’90, Springer-Verlag, Berlin 1991, 458-464.[CA90] D. Chaum, H. van Antwerpen: Undeniablesignatures; Crypto ’89, Springer-Verlag, Heidelberg1990, 212-216.[CHP92] D. Chaum, E. v. Heijst, B. Pfitzmann:Cryptographically Strong Undeniable Signatures,Unconditionally Secure for the Signer; Crypto ’91,Springer-Verlag, Berlin 1992, 470-484.[CR91] D. Chaum, S. Roijakkers: Unconditionally SecureDigital Signatures; Crypto ’90, Springer-Verlag, Berlin1991, 206-214.[D84] D. E. Denning: Digital Signatures with RSA andOther Public-Key Cryptosystems; CACM 27/4 (1984)388-392.[DH76] W. Diffie, M. Hellman: New Directions inCryptography; IEEE Trans. Inform. Theory 22/6 (1976)644-654.[DSS92] The Digital Signature Standard Proposed byNIST; CACM 35/7 (1992) 36-40.[DY81] D. Dolev, A. Yao: On the Security of Public KeyProtocols; FOCS 1981, IEEE Computer Society,1981, 350-357.[FGY92] M. Franklin, Z. Galil, M. Yung: An Overviewof Secure Distributed Computing; ColumbiaUniversity, Dep. of Computer Science, TR CUCS-008-92, March 24, 1992.[GMR88] S. Goldwasser, S. Micali, R. Rivest: A DigitalSignature Scheme Secure Against Adaptive Chosen-Message Attacks; SIAM J. Comput. 17/2 (1988) 281-308.[GMW87] O. Goldreich, S. Micali, A. Wigderson: How toplay any mental game - or - a completeness theorem forprotocols with honest majority; STOC 1987, ACM,New York 1987, 218-229.[GQ91] L. C. Guillou, J.-J. Quisquater: Precautions takenagainst various potential attacks in ISO/IEC DIS 9796;Eurocrypt ’90, Springer-Verlag, Berlin 1991, 465-473.[HP92] E. van Heyst, T.P. Pedersen: How to makeefficient fail-stop signatures; Eurocrypt ’92, Springer-Verlag, Berlin 1993, 366-377[HPP92] E. van Heijst, T.P. Pedersen, B. Pfitzmann: NewConstructions of Fail-Stop Signatures and LowerBounds; Crypto ’92, Abstracts, Santa Barbara, August1992, 1.9-1.14.[ISO91] ISO (International Organization forStandardization): Digital signature scheme givingmessage recovery; International Standard ISO/IEC9796, Preliminary edition 1991-04-22.[L83] P. Linington: Fundamentals of the Layer ServiceDefinitions and Protocol Specifications; Proc. IEEE71/12 (1983) 1341-1345.[LABW92] B. Lampson, M. Abadi, M. Burrows, E.Wobber: Authentication in Distributed Systems:Theory and Practice; ACM Trans. Comput. Syst. 10/4(1992) 265-310.[MP91] Z. Manna, A. Pnueli: The Temporal Logic ofReactive and Concurrent Systems — Specification —;Springer-Verlag, New York 1991[MR91] S. Micali, P. Rogaway: Secure Computation (Ch.1-3); Laboratory for Computer Science, MIT, Cam-bridge, MA 02139, USA; distributed at Crypto ’91.[P91] B. Pfitzmann: Fail-stop Signatures; Principles andApplications; Compsec ’91, Elsevier, Oxford 1991,125-134.[PW92] B. Pfitzmann, M. Waidner: UnconditionalByzantine Agreement for any Number of FaultyProcessors; STACS 92, Springer-Verlag, Heidelberg1992, 339-350.[RSA78] R. L. Rivest, A. Shamir, L. Adleman: A Methodfor Obtaining Digital Signatures and Public-KeyCryptosystems; CACM 21/2 (1978) 120-126.[S91] C.P. Schnorr: Efficient Signature Generation bySmart Cards; J. Cryptology 4/3 (1991) 161-174.[SM93] P. Syverson, C. Meadows: A Logical Languagefor Specifying Cryptographic Protocol Requirements;Proc. 1993 IEEE Symp. on Security and Privacy,Oakland, California, 165-177.[Y82] A.C. Yao: Protocols for Secure Computations; 23rdFOCS, IEEE Computer Society, 1982, 160-164.