RSA

LABORATORIES

RSA Laboratories
December 1999

Table of Contents
1. INTRODUGCTION ...ttt ettt et ettt e e et e e s st e e s s aabeessabeeesaaeeesssbaeessasbesssasbeeessabeeessssnsssasrnes 1
2. OO ] 2
3. REFERENGCES. ...ttt ettt ettt e ettt e s st e e s s st e e e s e bae e s sbae e s s ssbeeesabeeessabeeessssbeessssnessanrns 3
4, [T I T T 11 T 6
5. SYMBOLSAND ABBREVIATIONS ...ttt ettt et s s s s eaaa e s s s bae s s snane s s eanns 9
6. GENERAL OVERVIEW ...ttt e ettt e et e st e s et s e s ensae s s sbaeesssnbeeesensaeseannees 12

(ST R I =S T N T Y 5=,

5.2 (GENERAL MODEL .1vutituitttetteetnettteetnessnesuasstesssstsssneesassnesssestsssestasesnessstessesstiersasetnessnresneesnrens

6.3 LOGICAL VIEW OF A TOKEN 1.1tuuituiituiitnettntttettettestettaeesasstiessasssesneesnessntesneesersnsesnessnrees

(G L U = PP

6.5 APPLICATIONS AND THEIR USE OF CRYPTOKI

7.

8.

PKCS#11 v2.10: Cryptographic Token Interface Standard

6.5.1  ApPPlIiCatioNS ANA PrOCESSES......ccuiieertieieeieetesteseeseesteestessaeseesseesseesseaseassesssessanssenssenssesens
6.5.2  Applications and threads
B.6  TESSIONS. .ttt eeeeittit e e e e et e e et et e e e e e e e e e e e e e e e ennnnnn

6.6.1  Read-ONlY SESSION SLALES .......ccveeieeieiie e e e eser et e sre e sreene e e sneenre e
6.6.2 Read/write session states
6.6.3  Permitted object acCeSSES DY SESSIONS........cccveiiieierie et e e et ee e e nre s 20
B.6.4  SESSION BVENES ...ttt ettt sttt b it a et s e bbbt e e b ee bbb h e neennenr b 21
6.6.5 Session handles and object handIES...........c.ocvveirce e s 22
6.6.6  CapabilitiesS Of SESSIONS......ccieiieiecce et st esre e s ae et e enreenaenneesraens 22
6.6.7  EXample Of USE Of SESSIONS........ccceiieiieiieiie sttt e eae e e e e sneenaeenreens 23
6.7  FECONDARY AUTHENTICATION . .. 1tuuuuuieseeeeeeeeeeennnrnnnseas s e s e eeeeseeeanssnrsnaaa s e e e eeeseeeeennnnnnnnnnseeeeeeeeeernnns
6.7.1  Using keys protected by secondary authentiCation.............ccccoeoueveerieeresinsce e 26
6.7.2  Generating private keys protected by secondary authentication............cccccocvevvevvecenieninns 27
6.7.3  Changing the secondary authentication PIN ValUE. ............cccevveveevienieriecee e 27
6.7.4  Secondary authentication PIN collection mechanisms..........cccccovvvveeneevee e seeseeseesee e 27
6.8  FUNCTION OVERVIEW ...cteeetuttuniusseeeeeeeeteeesetnsssa s s e s e e e e e seeeesasss s a e s e e e e e eeeeeennnsn s n s e e e e eeeeeeeennnnnnnan
SECURITY CONSIDERATIONS . ..ottt st sttt st sbe e neennas 31
PLATFORM- AND COMPILER-DEPENDENT DIRECTIVESFOR C OR C++ ....cocevvvienne 32
8.1  STRUCTURE PACKING ...etteettttutuusseeeeeeeeseeenstntnss s e s e e eeeseeeasssss s e s e e e e e eeeeeeennsnsnnnaaeaeeeeeseeennnnnnnnan
8.2  POINTER-RELATED MAGCROS ... ..ttt eeeeeateteeanntanns s s e s eeeaeteeeasssssan s e s e e e eeeeeeeennnss s aa s s e e eeeeeeeeennnnnnnnas

Copyright [ 1994-1999 RSA Security Inc. License to copy this document is granted provided that it is
identified as “RSA Security Inc. Public-Key Cryptography Standards (PKCS)” in all material mentioning or
referencing this document.

003-903053-210- 000- 000



i PKCS#11 v2.10: CRYPTOGRAPHIC TOKEN INTERFACE STANDARD

¢ [ G 1 PSRN 33
¢ CK _DEFINE _FUNGCTION ...coiitiiiiieeiit st ste st ste e sae s ste e sate e saeesssessnseesssessnsessnsessnsessnsensns 33
¢ CK_DECLARE _FUNCTION......ciiiiieiiieiiee st esie e st e steessae e sseesssessseesssessnsessssessnsessssesssessnsessns 33
¢ CK_DECLARE_FUNCTION _POINTER........coiiiiiiiieiiieciee et eies e stee e e s e s e s ssaeenee e 33
¢ CK_CALLBACK FUNCTION. ...ccitteitieiieesiteesiieesteestteesaeessaeesseeessasesssssssssesssssssssessessssesssseesnns 34
¢ N 1181 1 RS 34

8.3 SAMPLE PLATFORM- AND COMPILER-DEPENDENT CODE .......ueiituueiitiieitiaeeetneeeeteeetnaeeeteeesneessnaeeennns 34
S TR J00 R VLY 1 0 12O SRR 34
TR T2 VLY 1 1 U 35
R R T €= o 1= o2 U 1N G 36

9. GENERAL DATA TYPES. ...ttt sttt sttt s s be e s be s s ae e s be e eneesnbeeeneesnne s 37

O.1  GENERAL INFORMATION .1t uttttueetuueetueestnseeauneeasaaeesnsaeesnsessnnaeeensaeannaesnnaeennserennsertnneessnseesnneeesneeesnnaes 37
¢ CK_VERSION; CK_VERSION _PTR.....ccctiiieiteiteiieieseesieeseesieseesee e saeesneesssesessessassseessenns 37
¢ CK_INFO; CK_INFO _PTR. ...ttt ee st te et see e sne e sneesseanseenseennesnensnnnns 38
¢ (O (O 2 1 1 17 1 S 38

L I S0 1 VN o 0] = T 1 = = 39
¢ CK_SLOT _ID; CK_SLOT ID_PTR ..ttt ste e steeste et e e teense e e enensneens 39
¢ CK_SLOT_INFO; CK_SLOT _INFO _PTR....cceectieieeee et ste e see e et ente e e enee e 39
¢ CK_TOKEN_INFO; CK_TOKEN_INFO_PTR ....ccctiiieeeceeseeeeesie e e sneesee e seessee e eneeens 41

LS TR T =S o N ' = = RN a7......
¢ CK_SESSON_HANDLE; CK_SESSION_HANDLE _PTR......cciiiieiieiiereeie e enie e 47
¢ CK USER TYPE ..o ettt ettt e st et et esneesseestaesaeesseesesneesneesneesseenteenteenaesnennnnnns 47
¢ (O 1 I I =TSRRI 47
¢ CK_SESION_INFO; CK_SESSION _INFO _PTR...ceiiieit et see e e 48

LS B © = N = o i 1 = =L T 49......
¢ CK_OBJECT_HANDLE; CK_OBJECT _HANDLE PTR.....ccceciiteiieiesie st 49
¢ CK_OBJECT_CLASS, CK_OBJECT_CLASS PTR....ccii ettt 49
¢ CK_HW FEATURE _TYPE ...ttt ste ettt e e ae s eesneesnnenneeneennn e 50
¢ (O S 1 2 I =P 50
¢ CK _CERTIFICATE _TYPE ..ottt stees et e e s e s steesae e sseesseesbe e seesesneesneesneesneenseensenns 51
¢ CK _ATTRIBUTE _TYPE ... .ottt ee sttt ettt st et te e e entessaesneesneesneeaesnnesnnenseansenns 51
¢ CK_ATTRIBUTE; CK_ATTRIBUTE_PTR ...ttt 53
¢ L S 7 A I TR 53

0.5 DATA TYPESFOR MECHANISMS .. .cituiiiiieitt e ettt eeeteeeataeeean e s aaase st eeetn s eeannseetnaestnseesnneeetnaaeennaeennneenen 54
¢ CK_MECHANISM_TYPE; CK_MECHANISM_TYPE _PTR....ccceiiiiier e 54
¢ CK_MECHANISM; CK_MECHANISM_PTR ...t ee e enne e 57
¢ CK_MECHANISM_INFO; CK_MECHANISM_INFO_PTR.....cce ittt 58

L T T = U T T AN 2 = = T 59
¢ L1 S L PSSR 60
¢ L S 1 [ 2 1 1 e PSSR 62
¢ (O S 0 USROS 62
¢ CK_FUNCTION_LIST; CK_FUNCTION_LIST_PTR; CK_FUNCTION_LIST_PTR PTR...... 62

0.7  LOCKING-RELATED TY PES .. tttuuititutettteettuetateeetueeeanesannaeetnaeetnaeennaeetnaeeetneesnnaeetaeesnaeesnnrresnaerennns 64
¢ CK_CREATEMUTEX ... .iiotiiiisteesieeieetesteeseesteesteesaeseesaeesseesseenseensessessseesseessessesnessnesssesnsesnsenns 64
¢ CK_DESTROYMUTEX.....c.uiiiiiiesteesteesteeiesesseeseeesseesseeesssesssaesseessesnsesssssssssseessnessssnssssssssesssenns 65
¢ CK_LOCKMUTEX and CK_UNLOCKMUTEX ......cccceiueierieirisesieeeseeseeseeseessessesresesssessessesees 65
¢ CK_C_INITIALIZE_ARGS, CK_C _INITIALIZE_ARGS PTR.....ccoeiieieeieeie e seeseeenie e 66

J0.  OBUIE CT S ..ttt e ettt e e et e e e et a e e e e e ab e e e e e aaeeeeaabaeeeaaateeeeaaeeeeabreeaaantbeeeeaneeeeaatreaaan 68
10.1 (REATING, MODIFYING, AND COPYING OBJECTS ... uiituueiitieeetteeetteeesteeettaeeetnaessnneeetnaeeetnaassnneaesas 69

Copyright © 1994-1999 RSA Security Inc.



11.

10.1.1  Creating ODJECES. .....ciueueiueieeieeieriete ettt sttt sttt sttt b e et b e bt bt eb e b e bbb e 70
10.1.2  MOifYiNG OJECES. ... ettt et b e et b e e nne e 71
10.1.3  COPYING ODJECES. ... eeueeteieeeeterieeete sttt sttt sttt b e et b e et sb e s bt sb e st sbe e se b e ne et ene b e 71
10.2 COMMON ATTRIBUTES. ...t ttttttutuuu e eeeeeaetateetaattas e s aeaaaaaaeeeassbasaaa e e aeaaaateeessbntbananaaaaeaaaaaeaeensnnes 72
10.3 HARDWARE FEATURE OBJIECTS. ...cetttttttttuuuaaaaeeeeteteeessstataaa e aaaaaaaaaeesessssasan s aaeeaaaaaeesessssnnnnnnnns 72
10.3.1  ClOCK OBJECLS.....cuecuiiteieieiieieie sttt sttt et b e bt b bbbt b e bt et ne et b e 73
10.3.2  MONOLONIC COUNEES ODJECES......ceeuirtireeiesie ettt b e 74
104 STORAGE OBJECT S .ttt et et e e e eeteeetetttbat o e e s e e e e e ee et eeattbabaa o e e e e e e e e eeee et es bbbt e e e e e eeaaaeeeeeebnnbnnnnnnns 74
10.5 D @)= o TP UPPPPTPRRPPIN 75
10.6 CERTIFICATE OBJECTS .. ttttttttttuuaaeaeeeaeteeeetasttas e e s e e aeaaaaeeeessbabaa s e e e e e aaaeeeessbnbbanaaaeeeaaaaeeeennnnes 77
10.6.1 X.509 public key certificate ODJECES ......c.oii e 77
10.6.2 X.509 attribute CertifiCate ObjECES.........ooviirieiere e 79
10.7 KEY OBUJIECT S, . e ttttti e et ettt e e ettt e e et et s e et ettt e e e e et ea bt e e e ee st s e e e e e et e e e et en b neeeeen b e e e ennenas O........ 8
10.8 FUBLIC KEY OBJIECT St ettttttuaeaetsttseetessaseesessi s aeseest e aeeesb s e e tes bt e et eeban s e et eebnn e e e eesnnaeeeesnnnaaaes 82
10.8.1 RSAPUDITIC KEY ODJECES. ... ecueiteeeiiitereeie sttt ettt 84
10.8.2 9.6.2. DSA PUDIIC KEY ODJECLS ... 85
10.8.3 ECDSA PUDIIC KEY ODJECLS ...t e 85
10.8.4 Diffie-Hellman public Key ODJECES.........coveiiiiciee e 86
10.8.5 KEA PUDIIC KEY OJECES ......uiiieecicte e e 87
10.9 FRIVATE KEY OBJIECT S, . tttttueetttttuaeetastuaeetesti s aesessi e eseest s eeeesba s e e tes bt eetee b s eeeenban s e eeeesan e eeeennnns 88
10.9.1 RSAPrIVALE KEY ODJECES.... ..ttt 1
10.9.2 DSAPrivate KeY ODJECES .......couiiieiiiec e 93
10.9.3 ECDSA Private KEY ODJECES.....cueueiierieeete ettt ettt st 94
10.9.4 Diffie-Hellman private K&y ObJECES ........cooiveiiirieiie et 95
10.9.5 KEA Private KEY ODJECES.....c.ciuiiieiitiiteiete ettt sttt et 96
10.10  GECRET KEY OBJIECTS e tttuuuuuaaaaaaaatatetttattuuua e aaaaaaaaateeasstebasa s e s aaaaaeaeeaessebaban e aaeeeaaaaeeeesssssnnnnnn s es 97
10.10.1  GeneriC SECret KEY ODJECES. ....cveuiiiireeeitereee sttt bbb 99
10.10.2  RC2 SECret KEY ODJECES ....cuiiiecii ittt ettt 99
10.10.3  RCA SECret KEY ODJECLS .....cueieiiieiriirie ettt bbb 100
10.10.4  RC5 SECret KEY ODJECLS .....cueiviiieieiirieetertee et 101
10.10.5  DESSECret KEY ODJECLS ..o e 101
10.10.6  DES2 SeCret KeY ODJECES.....couiieeiriie e e 102
10.10.7 DES3 SeCret KeY ODJECES.....couiiiiriiee e e 103
10.10.8  CAST SeCret KeY ODJECES .....coviviieirec e 104
10.10.9  CAST3 SECret KEY ODJECLS ..ottt s 104
10.10.10 CAST128 (CASTS) SeCret Key ODJECES .....cvieeeireiieiiriieetesieeeieseee e 105
10.10.11 IDEA SECret KY ODJECES .....covieiuiriiieicrieriesits et s 106
10.10.12 CDMF SeCret KEY ODJECES ......oiviuiriiriiieiriee e 106
10.10.13  SKIPJACK SECret KeY ODJECES. .....uerueueriiieiiriiieerie ettt s 107
10.10.14 BATON SECret KeY ODJECES. .. .couieeuiriiieiirieie et 108
10.10.15 JUNIPER SECret KEY OhJECES......c.ciuiieeiriiieiieitrieeee et 109
FUNGCTIONS .ttt ettt et b bt e bt e b e e e e tese e e b e s bt ebeeaeeneene e e e eenbenren 111
111 FUNCTION RETURN VALUES. ...t i e eietieeeettttii s s e e e e e s et eesns s s e e e e e e e e e eesesnn s s n e s e e e e e eeeeennnnnnnnnns 112
11.1.1  Universal Cryptoki fuNCtion retUrn VAIUES...........cccveiveeie et s 112
11.1.2 Cryptoki function return values for functions that use a session handle.............cccccoeeveeeen. 113
11.1.3 Cryptoki function return values for functions that use atoken............ccccccevvevieereeseseeennen. 114
11.1.4 Special return value for application-supplied callbacks.........ccccccoeovveeviiececcecece e, 114
11.1.5 Special return values for mutex-handling funCtionS..........ccceee s 115
11.1.6 All other Cryptoki function return ValUES............ccceevviie i 115
11.1.7 Moreonrelative priorities of CryptoKi €rTOrS.......coveieeiieeie i 122
I 0 S Y 4 o T o T [T T ] (o = 3 3....12
11.2 CONVENTIONS FOR FUNCTIONS RETURNING OUTPUT IN A VARIABLE-LENGTH BUFFER............... 123
11.3 DISCLAIMER CONCERNING SAMPLE CODE .......utetieuriaseesseesseesseessessesnsssessnessseesseenssssssssssseessenas 124
11.4 GENERAL-PURPOSE FUNCTIONS .....cettettereereensesseesseesseessessesessseesmeesseesnsssssssssssesssesssesssesnnssnnes 124

Copyright © 1994-1999 RSA Security Inc.



iv PKCS#11 v2.10: CRYPTOGRAPHIC TOKEN INTERFACE STANDARD

¢’ CINITALIZE ..ttt sttt a et ebe e be bt ebenae e e et etenaeeneens 124

¢’ (O T 0T= LS PPRRI 126

¢’ (O 7= {1 01 {0 ISP 127

¢’ (O 1= (U ot (o] | N PSPPSR 128
11.5 30T AND TOKEN MANAGEMENT FUNCTIONS. ..cccetttttutuunaaeeeeeaeeseeesststsnnnaaaeaeaeaeeeeesssnnnnnnaeaeeas 128

T R O €1 1 [ 1 S P 128

¢’ O € 1= 15 o1 o) {o SRR 130

¢’ O © 1= 0] =011 1 {0 TSRS 131

¢’ C_ WatFOr SOLEVENL ... ..ottt sttt et b sbe b e e et eseeneenaesae 132

¢’ C_GEtMECNANISITILISE ...ttt sttt ae et se e b et saesae e e e e eneesens 133

¢’ C_GEetMEChaNI SIMINTO.......c.eiieierise et sae b nens 135

¢’ O 111 o (< SRRSO 135

S O 1 0Tl 4 ST 137

L O < {1 ST 138
11.6 FSSION MANAGEMENT FUNCTIONS. .. etteteeetittttii e s e e e e e e e eeeeeesbstssa s s e e e eeaaaeeeeesssbsbnaaseaeeaaaaeeeenes 140

L O O o= 01 == o o FO O OO P POV STS PP 140

¢’ (O @ 1"=S = o] o [T 141

¢’ C _ClOSBAIISESSIONS .....eeieneeieie ettt e ste st et sttt ea e e et e besae st e s st ese e e e seebeseesbesaeeseeneensaeeseeas 142

¢’ (O ©1c 15 S Lo a1 11 {0 TSSO 143

# C_GEtOPErAliONSIALE ... eveueeeeteeetertee ettt sttt b e et b e et b e et b e et b e 144

# C_SOtOPErAlIONTLALE ... c.eeeeeveeeiesteseete ettt ettt sttt sb et b b e b b e b b e bbb e 145

R O oo 1 o OSSOSO U PP UPTPPPTUROPRTURON 148

4 LG oo [0 11 | PSSP TP PSPPSR 149
11.7 BIECT MANAGEMENT FUNCTIONS. ...ttt eeeeeeeeeeeeeetstiiaaasaaeeaaaaeeeeesssssbanan s e e e eaaaaeeeeeesssnnnnnnnns 150

# C_CreatBODJECE ..ottt bbb e bbb n e 150

L S OO0 o)1/ © o] = o AT T TSP U SVPPTSPPPO 152

L S O B 1 401 © o] = o A TSSO TSP P TRV PT PRV OPRTO 154

L O €1 (0 o)1= 15 I OO T TSP PO URTP 155

¢’ C_GELALITDULEVAIUE ..ottt st sttt s saesae e en 156

¢’ C_SEAIITDULEVAIUE ...ttt st b e e e e e seesbe e e 158

# C FiNAODJECISINIT .....eoviieeieiteiece sttt bbbt 159

S O = 1070 (@ o= ot £SO PSP PT PRV POPRPTO 160

¢ C_FiNdODJECISFINGL .....ceeuiiviiecieitesete ettt 161
11.8 ENCRY PTION FUNCTIONS ...t ttttttetteeeeeeeeeesassaeaettebbeste e et e e et eeaaeaaeaeaeasaasaaaaannsnsbssbssaneeeeeeeeaaaaaaeens

S O = 07w Y/ o 1 | o1 S OO U TSP PSP U TSV USPPPTO 162

4 O =3 Tor Y o TP P URURORUTP PR 163

# C ENCIYPLUPGALE. ... .ottt ettt b et sb e 164

# CENCIYPIRINGL ...ttt bbb e 165
11.9 DECRY PTION FUNCTIONS ...t tttttteteeaeeeeasassasaaaasssttstbeseeeeeeeeeeeaaeaaeaeeeasassaaaaannsnsbssbsssseeeeeeaaaaaaaaeens

L R O B oY o)1 | 1) OSSOSO TPV U PR UPPPRPRTO 167

4 O B = ol o SO OTTTPTPT PPN 168

# C DECIYPIUPGALE. ..ottt sttt 169

# CDECIYPLFINGL ...t et 169
11.10  MESSAGE DIGESTING FUNCTIONS. ..ttt tteeeeteetes s s aiiiitetbeebeeeeeeeeeeaaaaaaaaaeaaaassassaannnnsesbanseeeseeeeeeeeaens

# CDIGESHINIT...eeteeceeee bbb e et enenre 171

R O b 1o == SO 172

# C DIgESIUPAALE ... ..ottt 173

# G DIGESIKEY ...t e b e bbb et nns 173

# CDIGESIFINGL ...t bbb b e 174
11,11 SGNING AND MACING FUNCTIONS. ¢ ctttttttuaaaeeeeaeeteeteststatsaaaaaaeeaaaaeeeeassassannaaeeaaaaaeaseeesssnnnnnnnns 175

Copyright © 1994-1999 RSA Security Inc.



I O To 01111 TS TP P ST PPTUTSRPPTORPPRURON 175

S O Lo o PSSP PR P STPRTPROPPTURON 176

L R O To 0o o = L= OSSPSR VPP UR PP 177

# CSIONFINGL .. bbb et b b e 178

R O S To a1 = oo Y = g 1 o 1] OSSP POV SR PPPTO 179

B O Lo 0] = oo Y= GO TP PP UE TRV STR PP 180
11.12 FRINCTIONS FOR VERIFYING SIGNATURESAND MACS. ... .ciiiiiiieeeeeeee et 181

# CVEMTYINIT oo b et b e et b et b e et b e e b e nenre 181

S OV = 11 1Y TSSO PP USPRPPRUROTPTURON 182

# CVEMTYUPLALE. ...t ettt b e e 183

# CVEMTYFING .ot 183

# C VETYRECOVENTNIT ..ot s 184

P C VB TYRECOVET ..ttt et b ettt b e et b e e 185
11.13 DJAL-FUNCTION CRYPTOGRAPHIC FUNCTIONS ... .cuuuiiitieeiteeetieeeeteeeeteeeaneeesteeeateesaneeesnneeeannns 186

¢ C_DigestENCIYPtUPAALE.......c.coveieiirieeeie ettt 187

¢ C_DeCryptDIgEStUPCALE. ... .c.civereeiiitereeieete ettt 189

# C_SONENCIYPIUPGALE. .....ccviieeeeieiieeete ettt ettt b 193

¢ C DECryptVErifYUPOALE .......cueeveieeieeie ettt 195
11.14  KEY MANAGEMENT FUNCTIONS. ...t uituittiit et ettt eete et e eae et e et e et e et e ea e et e eaeeaeeteenaenesnaesnaesnneen 199

4 C_GBNEIALEKEY ...ttt e et s r e e e r e ne 199

# C_GENEALEKEYPAIN ..ottt ettt b e et b et b e e nnne 200

4 C WFPKEY ..ot et s r et b s e r b e 202

4 C_UNWEAPKEY ...ttt et e e e r e b e nenenre 204

P CDEIVEKEY .. bbb bbb nne 206
11.15 FANDOM NUMBER GENERATION FUNCTIONS .. .euittiit ettt eete et eeaeetesteesne et eenneeteetneennastnaennns 208

¢’ (O S = = o =T o (o] 1 4 1SRRI 208

¢’ (O ©1c g1C =1 0= 2= a0 (o]0 WP 209
11.16 RARALLEL FUNCTION MANAGEMENT FUNCTIONS. .....iitueiitieiiieeeiteeeiteeeeteeeeteeeaneeeeaneessteeennnnas 209

¢’ C_GELFUNCHIONSIALUS. ... eteteeeetceeeee ettt sttt e see et see st s e e e neeseesbeseesbesneeneeneenseseesaesteaas 210

¢’ (O 0= gTorc. | T 0T 1o o FO TSRS 210
11.17  QALLBACK FUNCTIONS ...ttt eeiti ettt e e et e e et e e eaae e e et e e e st e e et e e s st e e ettt e e et e e taeeetn e sanneetnaestnaersnnneeen 210

11.17.1 SUTENAEr CAIDACKS ......cceveiieiecee ettt e ree et et e et eebeeeare s 210

11.17.2 Vendor-defined CallDACKS. ..........ooeeiiie ettt ettt et eteeeetee e sreeeeaee e sraeeenee e 211

MECHANISMS...... et e et e e te e e be e s be e eabe e s beesateesbeesatesebeesabeesnseeenreas 211
12.1 RS AMECHANISMS ... eeee et e e e e e e e e e e e e e e e e e e e et e e e aa e e eaa e e et e e ean e e eanaeeannaaeanseeennsaesnnaanenss 215

12.1.1 PKCS#1 RSAKEY Pair gENEIatiON......cceeieeieeieereesteesteeieseesteeseesieeseeseesessseesseesseensesnsenns 215

A o (O T - PR 216

12.1.3 PKCS#1 RSA OAEP mMechaniSm ParameterS.........cvieereereereeieseeseesieesseessessesseessessseenes 217

¢ CK_RSA PKCS MGF_TYPE; CK_RSA PKCS MGF_TYPE PTR......ccoeviriereeeeeeenn, 217

¢ CK_RSA PKCS OAEP_SOURCE_TYPE; CK_RSA PKCS OAEP_SOURCE_TYPE_PTR. 218

¢ CK_RSA PKCS OAEP_PARAMS, CK_RSA PKCS OAEP_PARAMS PTR......ccccccvvvenienns 218

12.1.4 PKCSHLRSA QAEP......ee ettt ettt ste ettt e s e st s aae e ebe e e saaeeebeeesaeeennees 219

1215 ISOMEC 9796 RSA......oo ottt s e et e s e e st e e sate e saee e sateesate e sateesaseesateesaeeesateensnres 220

12.1.6 X509 (FAW) RSA ... .ottt ettt re et e st e e be e e e stesatesaeesaeesaeeneenneennaeannas 221

12.1.7 PKCS#1 RSA signature with MD2, MD5, OF SHA-L ......coocvieeee e 222
12.2 DY ALY =0 N 1 223

12.2.1 DSAKEY PAIT GENErALION.......eciiesiestieseestesiteseeseesteesteeteetessaesseesreesseessesssessessseesseenseensenns 223

12.2.2 DSAWIthOUL NASNING ....eeoeecie ettt re e aeeneaeas 224

1223 DSAWITN SHA-L ..ottt e s be e st e e st e e s be e e abe e sabeesaneesareeeeateas 224

12.2.4 FORTEZZA tIMESLAMD ... eeiieiieeeieeeeeteesteesteetestessaesseesseesseesssaseessessessseessesssessssssssnessesssens 225
12.3 YT U = O Y NP ... 22

Copyright © 1994-1999 RSA Security Inc.



Vi

PKCS#11 v2.10: CRYPTOGRAPHIC TOKEN INTERFACE STANDARD

12.4 ECD SANMECHANISMS ... ettt e et et e et e et e e e e et e e et e e et ee et e e e et e st e eeta e sannsstnaeatnaeesnnaeeen 226
1241 ECDSAKEY PAIT GENEIALION. ......iiiiirieiirtirieistert ettt sttt bbb e e 226
12.4.2 ECDSAWIthOUL NASNING ......cueiiiiiiiiirier e 227
12.4.3 ECDSAWITN SHARL ..ottt e e e e ae e s be e baeteas 227

12.5 DIFFIE-HELLMAN MECHANISMS. .. ettt et et et e e et e et e e e e e et e et e et e et e ea e et e eaaeneetaennaenannnns 228
12.5.1 PKCS#3 Diffie-Hellman key pair generation ............c.ccovereereneeneneeeseseeese s 228
12.5.2 PKCS#3 Diffie-Hellman key derivation............cooeerireiieneeneneeese e 229

12.6 KEAMECHANISM PARAMETERS. . ... ituiiteiteet et e et e e e et e eae et e et e et san e e e e et eaneetneetneennaetaennns 229
¢ CK_KEA DERIVE PARAMS CK_KEA DERIVE PARAMS PTR.....ccccoiiiiicieceecteecieen, 229

12.7 K E A MECHANISM S, .ottt et e ettt et e et e e e e e e et e e e et e et e et e et e et e ea e et e eaneeaneeaaenaansesnaeneannaen 230
12.7.1 KEAKEY PAIT GENEIALION. ... .c.eitiiiieetirieietere ettt b e n e eb e enes 230
12.7.2  KEAKEY ENVALION .....oueivieieiitirieietese ettt bbb 231

12.8 (ENERIC SECRET KEY MECHANISMS. . .ceuuiiiteeiit e ettt et e et e e et e e e te e e et e e et e eeteeeatneesanesetaaesnnnas 233
12.8.1 Generic SeCret KEY generatioN..........ccviieeriiieireeer e 233

12.9 WRAPPING/UNWRAPPING PRIVATE KEYS (RSA, DFFIE-HELLMAN, AND DSA).......cccvvviieeenee 233

2 O I = o U i o = { O3PS PPN 235....

12.11 RC2VECHANISM PARAMETERS. ...cuuuiituititeeetteeete e et e e e et eeat e e et e eeta e saa e e et eestneastaaeestnaersnnneeen 235
¢ CK_RC2 PARAMS, CK_RC2 PARAMS PTR.....c.oiiieeeeecteesteee ettt 235
¢ CK_RC2 CBC PARAMS, CK_RC2 CBC PARAMS PTR.....ccciiieiriireiieestee e esieeesiae e 235
¢ CK_RC2 MAC GENERAL_ PARAMS, CK_RC2 MAC GENERAL_PARAMS PTR............ 236

12.12  RC2VECHANISMS. ...t ettt e et e et e et e ettt e et ee et e e ettt e e st e e eta e e eta e st e eetaaestnssetnaaeetneaesneeeen 236
12121 RC2KEY JENEIALION.......eeiuirtirieieetereeieet ettt e et b et b bbbt e e bbb e enes 236
12.12.2 L (O] = O = J SRR 237
12.12.3 L (O 01 TR 238
12.12.4 RC2-CBC With PKCS Padding........ceovereieirieie e s seens 239
12125  General-1ength RC2-MAC ......c.oiiiiiiiiieiereeeert et 240
12.12.6 L (@2 |V R 240

T12.13  RCAMECHANISMS. ... it ettt et e e e et e et e et ee et e e et e s st e e et e e et e et eeetaaesanseetnaeeatnseesnnaeeen 241
12.13.1  RCAKEY JENEIALION......eiuiuiieirieiietirteieet sttt sb ettt sttt et n e eb b enes 241
12.13.2 [ (7 241

i R = To U il L O YO TUPPR PP 242....

12.15 RCEAVIECHANISM PARAMETERS. ...cuuuitttitttieettteeeteeettaee et e e et e e et e eeta e ssaeeetaeestneestaaeestnaersnneeeen 242
¢ CK_RC5 PARAMS, CK_RC5 PARAMS PTR..cccciiiiiieciee sttt stee sttt snee s 242
¢ CK_RC5 CBC _PARAMS, CK_RC5 CBC PARAMS PTR....ccoiiiieeitieecieentee e see e siae e 242
¢ CK_RC5 MAC GENERAL_PARAMS, CK_RC5 MAC GENERAL_PARAMS PTR............ 243

12.16  RCOMECHANISMS. ... it eiieee et ie et e et e e e ettt e et e e et e e ettt e s st e e e ta e e et e st e eetaaestnseetnaaeatnsassnneeeen 243
12.16.1  RCS5 KEY JENEIALION.......eviuiitirieiietirteeet ettt ettt ettt n e eb b enes 243
12.16.2 L (O = 1 = F PR 244
12.16.3 L (O O TSR 245
12.16.4  RC5-CBC With PKCSPAiNg.......cccceitiriiiiierieieie sttt 246
12.16.5  General-1ength RCE-MAC ......c.oiiiiiriiieirieeere et 247
12.16.6 L (O 1V 247

12.17 GENERAL BLOCK CIPHER MECHANISM PARAMETERS .....uiiitieiiiieeiiieeeitieeeiee et ee et eeenneeesaeeeanns 248
¢ CK_MAC_GENERAL_PARAMS, CK_MAC GENERAL_ PARAMS PTR......cccccccvvirverreennn 248

12.18 GENERAL BLOCK CIPHER MECHANISMS ....cuuiiiiiiiiitieeettee et e e ete e et e e et e e et e e ett e e et e saaneessnaannnnnns 248
12181  General block cipher K&y generation ..........cooceriieirinenes e 248
12182  General bloCK CIPhEr ECB .......coiiiiirieiiisieises ettt 249
12.18.3  General block CIPhEr CBC.......c.oiiiiiieiriesieest et 250
12.184  General block cipher CBC with PKCSPadding ..........ccoeererieeneninieeeenieseeesie e 250
12185  General-length general block cipher MAC ... 251
12186  General bloCK CIPhEr MAC ..ottt e 252

12.19 DDUBLE AND TRIPLE-LENGTH DESMECHANISMS.....uuiitiiiiiiieeeieee it e et ee et ee e e e e e et eeaanaeees 252
12.19.1  Double-length DESKEY geNeration.........cccvvereeeriireeeriiieiesieieesieseeiesieee e 252
12.19.2  Triple-length DES Order of Operations..........cccoireeririeirenieinieseeseseeessesaesesseseeesees 253

Copyright © 1994-1999 RSA Security Inc.



vii

12.19.3  Triple-length DESIN CBC MOUE .........cociiiiiieiriiieerieieerieieese et 253

12.20 SKIPJACKMECHANISM PARAMETERS .....uiituieitieeitt ettt e et e e et e e et e e etaee e et e e eaaaeseteeeateeesnnaeeen 253
¢ CK_XIPJACK PRIVATE WRAP_PARAMS
CK_SKIPJACK PRIVATE WRAP_PARAMS PTR......ooiiiii ettt esee e stee e stee s sae e s tae e 253
¢ CK_XKIPJACK RELAYX PARAMS, CK_SKIPJACK_RELAYX PARAMS PTR................. 254

12,21  SKIPJACKMECHANISMS ....eitiiiiie et ee e e et e et e e et e e et e e et e e e et e e eaaa e e et e eeat e e et eestnaeeaneesnnaeeen 256
12211 SKIPJACK KEY GENENALION .....eceiiieieiirieiei ettt 256
12.21.2 SKIPJACK-ECBOBA.........ooe ettt e et e ettt e e et e e e aae e e sbaeeeeenbeeeenns 256
12.21.3 SKIPJACK-CBECBA...... ..ottt ettt e et e e et e e e ette e e e eateeeeenseeeeeaaeeaens 256
12.21.4 SKIPJACK-OFBBA....... .ottt ettt e et e et e e et te e e e eate e e eesaeeeeebeeeaans 257
12.21.5 SKIPJACK-CFBBA....... .ottt ettt e e et e e e nae e e ebaeeeeeabeeeenns 257
12.21.6 SKIPJACK-CIBB2.......ccteee ettt ettt ettt ettt e e et e e e e tae e e s ebaeeeessbeeeeessaeeesnbaeeeeasbenennns 258
12.21.7 SKIPJACK-CBILG ...ttt eeee et e et e e e et e s ebaeeeesabeeesessaeeesbaeeeessbenennns 258
12.21.8 SKIPJACK-ECBS ...ttt ettt ettt eete e e et e e e e aaee e e s baeeeeeabeeesesseeeesbeeeaans 259
12.21.9 SKIPJACK-WRAP ...ttt ettt e ettt e e ettt e e sttt e e e e eate e e e esbeeeesbaeeeessteeeeasseeessbeeeaans 259
12.21.10  SKIPJACK-PRIVATE-WRAP ...ttt ettt e ettt eetee e st e e eetae e e snreessenreeenn 259
12.21.11  SKIPJACK-ERELAYX ...ttt eeee ettt e ettt eettee e e ettt e e e ataeeeenteeeseasesesanbenesennresesenneeas 259

12.22  BATONMECHANISMS ....uiitieiiiiee et et e et e e et e e et e et e e e et e e et ee et e e eatn e eaaeeetaeeatseestnaasstaaaesnsnns 260
12221  BATON KEY GENEIALION ...ttt 260
12.22.2 BATON-ECBIL28 ... ..ottt e e e et e e e et e e e eareeeeenteeeeennes 260
12.22.3 BATON-ECBOB ...ttt ettt e et e e e e e et e e e e aree e eeabeeeeanbeeaeennes 261
12.22.4 BATON-CBCL28....... .ottt e ettt e e et e e e et e e e et e e eeateeesaseeeeanteeeeannes 261
12.22.5 BATON-COUNTER.......ooiiiitee ettt ettt e ettt e et e e e et te e e eareeeeeabeeaeebeeaeanns 262
12.22.6 BATON-SHUFFLE ...ttt ettt e e et e e e eaaae e e s ba e e e e nabeeeenes 262
12.22.7 BATON WRAP ...ttt ettt e e e et e e et e e e sabe e e s ebbeeeeeaseeesssbeeeeansreeeenes 262

12.23  JUNIPERVECHANISMS . .....iitiiiite ettt ee e et e et e et e et e e et e e e et e e et e e e et e e eat e e st eeetneesaneesanaaesnns 263
12231 JUNIPERKEY GENEIaLiON ..ottt 263
12.23.2 JUNIPER-ECBI28..........ooooeee ettt e et eeetae e e eaaee e e eaaeeean 263
12.23.3 JUNIPER-CBCL28..........oooieeeee ettt et e e e et e e e tae e e enaeeeeeaneeaas 263
12.23.4 JUNIPER-COUNTER. .......oeiiiii ettt ettt ettt e e et e e eeare e e eneeas 264
12.23.5 JUNIPER-SHURFFLE ...ttt ettt 264
12.23.6 JUNIPERWRAP ...ttt ettt e et e sttt e e e et e e s e at e e e sbaeeeesabeeeeenteeesnneeas 265

12.24  MD2MECHANISMS. ....uiitiieeiieet e et e et e et e e ettt e et ee et e e et e e e st e e et e e et e ssansestaaasstneeesnesetaarsnnnns 265
12.24.1 IVID 2 et e et e e e et e e et ae e e e ——eeeeetaeeeeanbaeeeanreeeaaaaaeeaans 265
12.24.2  General-1ength MD2-HMAC.........o.ooiiiieeiiet et 265
12.24.3 MD2-HIMAGC ...ttt e ettt e e et e e e et eeebbeeeeesseeeeesbeeeeatreeeanns 266
12.24.4  MD2 KEY EITVALION......cueuiriiieiiitirieeet ettt 266

12.25  IMIDBMECHANISMS. ....uiitieiiteee et eee e e et e et e ettt e e et e e et e e et e s st e e et e e et e esansestaeasstneeesnesetaarsnnnns 267
12.25.1 VIS ettt e e e e e et e e e e —ae e e e ateeeaetreeeeabaeeeanreaeaaaareeaaans 267
12.25.2  General-1ength MD5-HMAC........co.ooiiieirieeeereeee et 267
12.25.3 MDBS-HIMAGC ...ttt e ettt e et e e e e e e e e ebbeeeeesseeeeesbeeeeatreeeanns 268
12.25.4  MD5 KEY ENIVALION......cueuiitirieiiitireeeet ettt eb e 268

12.26  SHA-IMECHANISMS. .. .ceiiiiiee et e et e ettt e e e e et e e et e e e et e e et e e et e e e et e e saa e eataasat e esanasstneaeannns 269
12.26.1 SH A - Lttt e e e e e et e e e e et e e e e eaaeeaeabeeaeaareaeeeanreaas 269
12.26.2  General-1ength SHA-L-HMAC ..ottt 269
12.26.3 SHACL-HMAC ... ettt e et e e e et e e e e ette e e e et e e e e eaneeeeeareeaean 270
12.26.4  SHA-LKEY AENIVALION ...ttt bbb 270

12.27  FASTHASHVECHANISMS. ....cotuiiiieiiiee ettt ettt et e e et e e et e e et e e e et e eesaeeestaesatneeesneeeen 271
12.27.1 FASTHASH ...ttt e e e e e e e et e e e et e e e ettt e e e enbeeaeeanns 271

12.28 RASSWORD-BASED ENCRYPTION/AUTHENTICATION MECHANISM PARAMETERS ......cceevvvvnnnnenn. 271
¢ CK_PBE_PARAMS, CK_PBE_PARAMS PTR......ooi ittt sstee et 271

12.29 PKCS #3ND PKCS #5STYLE PASSWORD-BASED ENCRYPTION MECHANISMS........cccccvuneeennn.. 272
12.29.1 MD2-PBE fOr DES CBC......ccooiieiiteeeie ettt s e eetee e sveeeeaesesteeebesssveeebesesseeeresans 272
12.29.2 MD5-PBE fOr DES CBC......coooiiiiiiceii et ette et st eetee e steeeves e steeebesssvesebesesseeerenens 273

Copyright © 1994-1999 RSA Security Inc.



viii PKCS#11 v2.10: CRYPTOGRAPHIC TOKEN INTERFACE STANDARD

12.29.3 MDB5-PBE fOr CAST-CBC......ccotiiitieciie et stee ettt ste e et stesesre e sabeessseesabeesseeesabeessneess 273
12.29.4 MD5-PBE fOr CAST3-CBC ... .ueiiiiiectiie ettt eetee e seeeetes e steeebes e sveeenbesesseeeresens 273
12.29.5 MD5-PBE for CAST128-CBC (CAST5-CBC) .....ceeeieiereenierienieeieseee e see e seeseeseeneeneens 273
12.29.6 SHA-1-PBE for CAST128-CBC (CAST5-CBC).....cooireieiieeieieeieeee e seeneeneens 274
12.29.7  PKCS#5 PBKDF2 key generation mechani Sm parameters.........cccueveeeereeeneneeenenens 274

¢ CK_PKCS PBKD2 PSEUDO RANDOM_FUNCTION_TYPE;

CK_PKCS PBKD2 PSEUDO _RANDOM_ FUNCTION _TYPE PTR....cccciiiiieeee e 274

¢ CK_PKCS PBKD2 SALT SOURCE_TYPE;

CK_PKCS PBKD2 SALT SOURCE _TYPE PTR..eiiciiicie st eee st st s 275

¢ CK_PKCS PBKD2 PARAMS, CK_PKCS5 PBKD2 PARAMS PTR....oocieveecieee e 275
12.29.8  PKCS#5 PBKD2 KEY GENEratioN ......coveueiiiiiieiirieieiesteeee e 276

12.30 PKCS #12ASSWORD-BASED ENCRY PTION/AUTHENTICATION MECHANISMS........coieereivinennns 276
12.30.1 SHA-1-PBE fOr 128-Dit RCA ......oo oottt ettt e s s tee e s s teeenree s 278
12.30.2 SHA-1-PBE fOr 40-Dit RCA ...ttt ettt nare s 278
12.30.3  SHA-1-PBE for 3-key triple-DES-CBC.........cccoiriiiririeniesiee e 278
12.30.4  SHA-1-PBE for 2-key triple-DES-CBC.........cccviiiiirieeciese et e 279
12.30.5 SHA-1-PBE for 128-hit RC2-CBC.........ccoeeeieeiteeceee et ettt stee et esteeenne e 279
12.30.6 SHA-1-PBE for 40-bit RC2-CBC......ccvi ittt ettt naee s 280
12.30.7 SHA-1-PBA fOr SHACL-HMAC ...ttt 280
12.31 SETMECHANISM PARAMETERS. .....uuiittititi ettt ettt e ettt e ettt e eeteeett e e et e ssaaeetaeestneastaaeestnaersnnaeeen 280

¢ CK_KEY WRAP_SET OAEP_PARAMS, CK_KEY WRAP_SET OAEP_PARAMS PTR.... 280
12.32  SETIMECHANISMS . . uuittitniiteei ettt et et et ettt e et s et e eae s et s aa e aa e saeesa e e sa s aa s e sa s baesansetnssbnseanssraerans

12.32.1  OAEP key Wrapping fOr SET.....ccciiiieiiiieeesieseeie sttt 281
12.33 LYNKSMECHANISMS. ... itiiiitieei et etee et e et e et e et e e et ee et e e et e e st e eeta e eetn e eannesetaasstneeennneeenn
12331 LYNKSKEY WIADPING -..cverveneerireeietesieeetestee sttt ese st e s ss e s s s nnenes 282
12.34  SSLIMECHANISM PARAMETERS ... .cuuuiiitteitiaeeitt i eette ettt a e et e e et e e et e e eetaeesaaeeetaeeataessnaasstearnnnnns 283
¢ CK_SS.3 RANDOM DATA ...ttt sttt st et te e s ae s s be e eate e sabeesnteesnreesnnee s 283
¢ CK_SS.3 MASTER KEY DERIVE_PARAMS,
CK_SS.3 MASTER KEY DERIVE PARAMS PTR....ooiiiiiiiest sttt ste st 283
¢ CK_SS.3 KEY MAT OUT; CK_SS.3 KEY MAT OUT PTR....ccciiiiie et 284
¢ CK_SS.3 KEY MAT _PARAMS, CK_S39.3 KEY MAT PARAMS PTR.....c.cccovvvivriiieennen, 284
12.35  SSOLMECHANISMS ..ouuiiti ettt et e et e e e ettt e et e e et e ettt e s st e e eta e e et e st e estaaestnseetaaeetnaassnneeeen
12.35.1  Pre_master KeY geNEration .........coeoeerireeirieeeeereeeeieseee s 285
12.35.2  MaSter KeY deriVation.........ccoouiieiriiieiiri ettt 286
12.35.3  Key and MAC deriVation........cccooeeriiieierieneeiesieseete st sie s sbe b b sre e b e ere e 287
12.35.4 MD5 MACING INM SSL 3.0ttt ettt s see e e eneeseeneesresneas 288
12.35.5 SHA-L MACING IN ST 3.0 ettt e e e e neeseesnens 289
12.36 RARAMETERS FOR MISCELLANEOUS SIMPLE KEY DERIVATION MECHANISMS .......c.ceevvvnierinnnnene. 289
¢ CK_KEY_DERIVATION_STRING_DATA; CK_KEY _DERIVATION_STRING DATA PTR 289
¢ CK_EXTRACT_PARAMS, CK_EXTRACT_PARAMS PTR......ccct ittt 290
12.37 MSCELLANEOUS SIMPLE KEY DERIVATION MECHANISMS......ccuuiiiiieeiiieee et eeeeeee et ee et e e eeeanns 290
12.37.1  Concatenation of a base key and another Key...........cccoeveiiinnininncncs e 290
12.37.2  Concatenation of a base key and data...........cccoevereenencineneseee e 291
12.37.3  Concatenation of data and abase KeY .........cccoereieiiinciiesee e 292
12.37.4  XORING Of @ KEY AN aLA.......c..eoveeerriieiirieeeiest ettt b e 294
12.37.5  Extraction of one key from another KeY ...........cccoviirininciniinnreeeeeeesee s 295
12.38  RIPE-MD L128NECHANISMS. .....iiiteiii et ee et ee et e et e e et e e e te e e et e e eet e e et e eeteeestneestnaeestaaesnaees 296
12.38.1 L e 1 I 2 SR 296
12.38.2  General-length RIPE-MD 128-HMAC..........cccceotmimiinirinieeeesie st 296
12.38.3 RIPE-MD 128-HMAC.......ccttieeieetee e ecteeeteestee et e s teeete e s etessaeesnbesessessabessnseesabessnneeins 297
12.39  RIPE-MD LOMMECHANISMS. ... eiuuiiitieeeeteeetee e etee e et e e e e e e e e e ett e e et e e st e e et e saaeeetaaeeetneersnneeeras 297
12.39.1 L = 1 2 O TR 297
12.39.2  General-length RIPE-MD 160-HMAC..........ccceoiiimiieirinieeeesieseeeeie e 297
12.39.3 RIPE-MD 160-HMAC ... tee ettt stes et e st ettt et s ae e st esaae s sntaesnneesnseasnneeans 298

Copyright © 1994-1999 RSA Security Inc.



13. CRYPTOKI TIPSAND REMINDERS.......oooi ittt e vt s svaee s s sabee e e 298
13.1 CPERATIONS, SESSIONS, AND THREADS ... .tutittittitttetneeteesneesesteesestessseseetersneeteeraeesestnerans
13.2 MULTIPLE APPLICATION ACCESS BEHAVIOR ...uitiiitiiitieitietteetesstieeesatessneestessnsesnessnssanessnessneeens
13.3 (BIECTS, ATTRIBUTES, AND TEMPLATES ... ituittiittttttieteettetsntesnesteeseetersasstestaersaestiesnaesniesneees
13.4 SGNING WITH RECOVERY .uuittiittetuettetueetttesteesnesstesnessaessssesnestnsesneetessnsesestseseeteraneesnesrnnenns

A, TOKEN PROFILES ... oottt ettt e e s s bbb et e e e s e e s aab b e e e e e s s e s abaraeeseeeaas 301

B. COMPARISON OF CRYPTOKI AND OTHER APIS ...t 303

C. INTELLECTUAL PROPERTY CONSIDERATIONS ...ttt 307

List of Figures

FIGURE 1, GENERAL CRYPTOKI MODEL ..cccooiiittieeiiee et e e sssavee e e e s s s seaabaseeese e 13
FIGURE 2, OBJIECT HIERARCHY ....tttiiiiiee e seitree e s e e sbbre e e e s s s saabbe s e e e s s s s sesnabaneeasaseeas 14
FIGURE 3, READ-ONLY SESSION STATES......ciccctteeiieiieiiessirrereie s s s s ssssssssssessssssssssssssssesses 19
FIGURE 4, READ/WRITE SESSION STATES......ccuttiiiiiiiieeeiiieeesssisreeesssssesesssssssssssssssssesssssesess 20
FIGURE 5, OBJECT ATTRIBUTE HIERARCHY ....cuuttiiiiieii ettt e e sisrreeee e s s s s eavbaseeese e 68
FIGURE 6, HARDWARE FEATURE OBJECT ATTRIBUTE HIERARCHY ....cvvviiriieee i eeiieeeeeeee e, 73
FIGURE 7, CERTIFICATE OBJECT ATTRIBUTE HIERARCHY ..ovvviiiieiiiiiirieeeee e 77
FIGURE 8, KEY ATTRIBUTE DETAIL .uuvttiiiiiiiiiiiitiieiie e e ssivree e e e s s s sssssbseee e s s s s sesnsssseessasseas 80

List of Tables

L =TI = T 1Y 1 =0 I T 9
I T S = = D IS T 9
TABLE 3, CHARACTER SET ...t iiitteiiiei e e s esrtbtr i e s s e e s s s st beessa s s s s sesssbbaseessesssesssbasnsseesssssnssnes 11
TABLE 4, READ-ONLY SESSION STATES....ccttttiriieeiiiiiisrreriiessssssssssssssessesssssssssssssseesssssssnes 19
TABLE 5, READ/WRITE SESSION STATES. ... uttiiiiiitiieiiiiiieesiisaeeesssssesssssssssssssssssssssssssssssans 20
TABLE 6, ACCESS TO DIFFERENT TYPES OBJECTSBY DIFFERENT TYPES OF SESSIONS........ 21
TABLE 7, SESSION EVENTS ...t cttiteiiee ettt e e e st be e e e s s s s s abbae e e e s e s s s e ssabaseeeeessessnnnes 21
TABLE 8, SUMMARY OF CRYPTOKI FUNCTIONS.......ci ittt savrre e 28
TABLE 9, SLOT INFORMATION FLAGS ..ottt ettt vrae e re e s s sabaae e e e e s s sanes 40
TABLE 10, TOKEN INFORMATION FLAGS .. .uuttiiiiiiei i ccitteeiie e e s irraeere s s s s s e sssssaeeeee s s s s snnnns 43
TABLE 11, SESSION INFORMATION FLAGS ...uttiiiiiiii it setreeire e sabase e e e s sanes 48
TABLE 12, MECHANISM INFORMATION FLAGS ..ciiiii ittt eetreee e savase e e e e 59
TABLE 13, C_INITIALIZE PARAMETER FLAGS.....cuttiiiiie ettt s 67
TABLE 14, COMMON OBJIECT ATTRIBUTES....utttiiiieiiiiiitrrereiesssssssssssssessesssssssssssssseesssssssnes 72
TABLE 15, HARDWARE FEATURE COMMON ATTRIBUTES....cccciiieetreeiieie e e esssssseeeeessesseanes 73
TABLE 16, CLOCK OBJECT ATTRIBUTES. .. .uuttttiiiieeiiiiiisreriiesssssssssssssessssssssssssssssseessssssssnes 73
TABLE 17, MONOTONIC COUNTER ATTRIBUTES......coicctttiiiiee e e s sssisreeriesesssssssssssesseesssssnsnnes 74
TABLE 18, COMMON STORAGE OBJECT ATTRIBUTES ....utttiiieeeiiieisrreeereieessssssssseeeeesssssnssnes 74
TABLE 19, DATA OBJECT ATTRIBUTES. ... ccctttttiiiieeiiesiitrrereiessssssssssssssssesssssssssssssseessssssssnes 75
TABLE 20, COMMON CERTIFICATE OBJECT ATTRIBUTES. ..eiieiiiiieeitreeiieieeeeesssvseeeeeseessnanns 77
TABLE 21, X.509 CERTIFICATE OBJECT ATTRIBUTES....uttttiieeiiiisiirreeereieessssssssseeeeesssssnssnes 77
TABLE 22, X.509 ATTRIBUTE CERTIFICATE OBJECT ATTRIBUTES....ctitiieiiiiiiirieeeeeeeesseanns 79
TABLE 23, COMMON FOOTNOTES FOR KEY ATTRIBUTE TABLES ....cuvtiiiiiieeieesiirreeeee e e e sanes 81
TABLE 24, COMMON KEY ATTRIBUTES.....cccttttiitieeiiiiiirrereiesssssssssssssessessssssssssssssessssssssnes 82

Copyright © 1994-1999 RSA Security Inc.



X PKCS#11 v2.10: CRYPTOGRAPHIC TOKEN INTERFACE STANDARD

TABLE 25, COMMON PUBLIC KEY ATTRIBUTES.......ciieittteriieeeissesisreerresessssssssssseseeesssssesnnes 83
TABLE 26, MAPPING OF X.509 KEY USAGE FLAGS TO CRYPTOKI ATTRIBUTES FOR PUBLIC

[ 2 T 84
TABLE 27, RSA PUBLIC KEY OBJECT ATTRIBUTES......uutttiiieeiiiiiiirreeeeeeesssesssssseeseessssssssnes 84
TABLE 28, DSA PUBLIC KEY OBJECT ATTRIBUTES ....uuttiiiiieeeiiisisrieeeiseesssssssssssesseesssssessnns 85
TABLE 29, ECDSA PUBLIC KEY OBJECT ATTRIBUTES ..vvtiiieeiiiieiirieeireie e e eessssseeeeessessenanes 86
TABLE 30, DIFFIE-HELLMAN PUBLIC KEY OBJECT ATTRIBUTES ...uvvviiieieeiieriirreeeeeseesseanns 86
TABLE 31, KEA PUBLIC KEY OBJECT ATTRIBUTES .....uttttiiieeeiiiiiisreeeieeessssssssssseseesssssnssnes 87
TABLE 32, COMMON PRIVATE KEY ATTRIBUTES .....ccccttttiiiee e e s sesisreerrs s e s s ssssssssseeseesssssnnnnes 89
TABLE 33, MAPPING OF X.509 KEY USAGE FLAGS TO CRYPTOKI ATTRIBUTES FOR PRIVATE

[ 2 TR 91
TABLE 34, RSA PRIVATE KEY OBJIECT ATTRIBUTES.....utttiiieeiiiiiiissreeireiesssssssssssesseesssssessnes 91
TABLE 35, DSA PRIVATE KEY OBJECT ATTRIBUTES ...uvtttiiieeeiiiiiirreeereeessssssssssseeseesssssssnnes 93
TABLE 36, ECDSA PRIVATE KEY OBJECT ATTRIBUTES ..eeiiieiiiieirreeeie e e e essssvseeree s e e s snanns 94
TABLE 37, DIFFIE-HELLMAN PRIVATE KEY OBJECT ATTRIBUTES ..evviiiiieeiieiivrieeeee e e e sanns 95
TABLE 38, KEA PRIVATE KEY OBJECT ATTRIBUTES ...uutttiiieeeiiieinrieeeresesssssssssssessessssssnsnes 96
TABLE 39, COMMON SECRET KEY ATTRIBUTES......ciieetttteriieeeessesisreeerssesssssssssssesssesssssesnnes 98
TABLE 40, GENERIC SECRET KEY OBJECT ATTRIBUTES . ..etiiiiiiiiiiirrreireieeeesssssseeseessessennns 99
TABLE 41, RC2 SECRET KEY OBJECT ATTRIBUTES......ccutteriieeeeeiesiirssereieessssssssssssesssessens 100
TABLE 42, RC4 SECRET KEY OBUJIECT ..ottt sitteseee s s abaae e e s e s s s seavbaneee s e e e 100
TABLE 43, RC4 SECRET KEY OBUIECT ..ottt sittereee s s ssbaae e e s e s s s seanvbasene s e e e 101
TABLE 44, DES SECRET KEY OBUIECT ..ot i itttteiii e e sisrberere s s s s s s ssbsaesese s s s s seasssaneessassens 101
TABLE 45, DES2 SECRET KEY OBJECT ATTRIBUTES ....uuttiiiiieieiiiisisrrrereie e s e s sssssssseessesenns 102
TABLE 46, DES3 SECRET KEY OBJECT ATTRIBUTES ....cuvtiiiiieieiiissirriereie e s s s ssssssssseeeseseens 103
TABLE 47, CAST SECRET KEY OBJECT ATTRIBUTES.....uutttiiieeeiiiisisrrrereieeeessssssssssessessnns 104
TABLE 48, CAST3 SECRET KEY OBJECT ATTRIBUTES.....ttttiieieiiieiiiriereie e e e sesssseeeresee e 104
TABLE 49, CAST128 (CAST5) SECRET KEY OBJECT ATTRIBUTES.....couerereeeeieneenneneens 105
TABLE 50, IDEA SECRET KEY OBJIECT ... iccctteeiiiiee e sittereie s s e ssraae e e s e s s s seasbaseee s e e 106
TABLE 51, CDMF SECRET KEY OBUIECT ....cuttiiiiiieiiissirrerire s e e s ssssrssesese s s s seasssssesssesenas 107
TABLE 52, SKIPJACK SECRET KEY OBJECT ..uvtiiiiiiiiiiiirieeeie e e eesirrreeeee e s s ssssssaseesse e 107
TABLE 53, BATON SECRET KEY OBJIECT ...uuutttiiiiieiiiiiiiirieriie s e s s sssssssssesesesssssssssssssssssessens 108
TABLE 54, JUNIPER SECRET KEY OBJECT ..utvtiiiiiiiiiiiiirieriie e e e e ssssssssesese e s s s sessssssessses e 110
TABLE 55, MECHANISMS VS, FUNCTIONS. ... 212
TABLE 56, PKCS#1 RSA: KEY AND DATA LENGTH ...cuvtiiiiiiiii it eeivveeeee e 217
TABLE 57, PKCS#1 RSA: MESSAGE GENERATION FUNCTIONS......cvviiiiieeiiiieiireeeeeeeeen, 217
TABLE 58, PKCS #1 RSA OAEP: ENCODING PARAMETER SOURCES. .....c.ccoiivvivvveieeieeenn, 218
TABLE 59, PKCS#1 RSA OAEP: KEY AND DATA LENGTH ...coiiiitttteeeee et 219
TABLE 61, ISO/IEC 9796 RSA: KEY AND DATA LENGTH ...uvviiiiiiiiiiee et 220
TABLE 62, X.509 (RAW) RSA: KEY AND DATA LENGTH ...coiiriiniirienienieeeeee e 222
TABLE 63, PKCS#1 RSA SIGNATURESWITH MD2, MD5, or SHA-1: KEy AND DATA

= N 223
TABLE 65, DSA: KEY AND DATA LENGTH .euutttiiiiiiiiii it sirsre e e ee e s sessvaseee e e 224
TABLE 66, DSA WITH SHA-1: KEY AND DATA LENGTH wevvviiiiiiiiiiiirteeeee e eeivreeeee e 225
TABLE 67, FORTEZZA TIMESTAMP: KEY AND DATA LENGTH ..cvvviiiiiee e, 225
TABLE 68, ECDSA: KEY AND DATA LENGTH weeeiiiiiiiiiiieiiie e eesrrrter e sesvbaeee e 227

Copyright © 1994-1999 RSA Security Inc.



Xi

TABLE 69, ECDSA WITH SHA-1: KEY AND DATA LENGTH....ccoiiiiirtieeeee e, 228
TABLE 70, KEA PARAMETER VALUES AND OPERATIONS ..cciiiiiiiiiiirrteeeee e e senrreeeee e e 232
TABLE 71, RC2-ECB: KEY AND DATA LENGTH.c..cciii ittt veeeee e 237
TABLE 72, RC2-CBC: KEY AND DATA LENGTH ..ocoiiiiitieiiie et eevveeeee e 238
TABLE 73, RC2-CBC wWiTH PKCS PADDING: KEY AND DATA LENGTH ....oooieeivrieieeeeenn, 239
TABLE 74, GENERAL-LENGTH RC2-MAC: KEY AND DATA LENGTH weevvveeeiiieiiieeeeeeeenn, 240
TABLE 75, RC2-MAC: KEY AND DATA LENGTH .ocooi ittt eavveeee e 240
TABLE 76, RC4: KEY AND DATA LENGTH ..uuuttiiiiiiii it esssrvre e e s sessbasee e s e 241
TABLE 77, RC5-ECB: KEY AND DATA LENGTH.c.ccciii ittt eeivvee e 245
TABLE 78, RC5-CBC: KEY AND DATA LENGTH ..occiiiiitieiiie et avveeeee e 246
TABLE 79, RC5-CBC wWiTH PKCS PADDING: KEY AND DATA LENGTH ...coooieeiviveeeeeeenn, 247
TABLE 80, GENERAL-LENGTH RC2-MAC: KEY AND DATA LENGTH weevvveeeiiiiriieeeeeeenn, 247
TABLE 81, RC5-MAC: KEY AND DATA LENGTH .ccoii ittt eeivvee e 248
TABLE 82, GENERAL BLOCK CIPHER ECB: KEY AND DATA LENGTH . .cevvviiiiieiieeeeeeeenn, 250
TABLE 83, GENERAL BLOCK CIPHER CBC: KEY AND DATA LENGTH.ccevvviiiiieciviieeeeeeeenn, 250

TABLE 84, GENERAL BLock CIPHER CBC wiTH PKCS PADDING: KEY AND DATA LENGTH251
TABLE 85, GENERAL-LENGTH GENERAL BLock CIPHER MAC: KEY AND DATA LENGTH252

TABLE 86, GENERAL BLOCK CIPHER MAC: KEY AND DATA LENGTH cooeeeviieiriiieeeeeenn, 252
TABLE 87, SKIPJACK-ECB64: DATA AND LENGTH ....uuvtiiiiiiiii et 256
TABLE 88, SKIPJACK-CBC6H4: DATA AND LENGTH.....uuttiiiieieiiiiiiirieeeee e sesrveeeee e 257
TABLE 89, SKIPJACK-OFB64: DATA AND LENGTH ....cuttiiiiieiii et seivreeeee e 257
TABLE 90, SKIPJACK-CFB64: DATA AND LENGTH ...cuuvtiiiiieie e eeerrteee e senvveeeee e 257
TABLE 91, SKIPJACK-CFB32: DATA AND LENGTH ...uvtttiiiieii et senvveeeee e 258
TABLE 92, SKIPJACK-CFB16: DATA AND LENGTH ...uuvtttiiiieii e ceeireteeeee e senvveeeee e 258
TABLE 93, SKIPJACK-CFB8: DATA AND LENGTH ....cttteiiiei e eesiirreeeee e seivreeeee e 259
TABLE 94, BATON-ECB128: DATA AND LENGTH ....cicctttiiiiei e eesirrreee e sesvveeeee e 260
TABLE 95, BATON-ECBO96: DATA AND LENGTH ...coiiiiittieeiie e eeerrtee e sesvveeeee e 261
TABLE 96, BATON-CBC128: DATA AND LENGTH.....ccccutieiiieiie et eeivreeeee e 261
TABLE 97, BATON-COUNTER: DATA AND LENGTH ...uuttiiiiiieiiiisiirieeeie e e sesvveeeee e 262
TABLE 98, BATON-SHUFFLE: DATA AND LENGTH ..uuvttiiiiieiieciecirieeeee e sesvrreeee e 262
TABLE 99, JUNIPER-ECB128: DATA AND LENGTH.....uuttiiiiiiii it eeivieeeee e 263
TABLE 100, JUNIPER-CBC128: DATA AND LENGTH ...uvvtiiiieiiiiiesireieeeee e senvveeeee e 264
TABLE 101, JUNIPER-COUNTER: DATA AND LENGTH evviiviiiiiiiirrieeeee e, 264
TABLE 102, JUNIPER-SHUFFLE: DATA AND LENGTH ..vvviiiiiiiiiiiieieeeee e 265
TABLE 103, MD2: DATA LENGTH .uuvtiiiiiiiiiiittieiiiie e e s ssirrereee s s s s sssssbssesese s s s s ssasssasesssesseas 265
TABLE 104, GENERAL-LENGTH MD2-HMAC: KEY AND DATA LENGTH ....ooovvvvvviieeeeenn, 266
TABLE 105, MD5: DATA LENGTH .uutttiiiiiiiiiitiieiiiie e seirrerere s s s s sesssbsaesese s s s seasssasesssessnas 267
TABLE 106, GENERAL-LENGTH MD5-HMAC: KEY AND DATA LENGTH ...ooovvcvvvviereeeenn, 268
TABLE 107, SHA-1: DATA LENGTH ceetiiiiiiiettteeie e sitbeeere s s s sessbase e e s e s s s seansbaseeesa s e 269
TABLE 108, GENERAL-LENGTH SHA-1-HMAC: KEY AND DATA LENGTH.....ccvvvveeeeenenn. 270
TABLE 109, FASTHASH: DATA LENGTH....uuttiiiiiiii it eesirrre e e e svbaeee e e 271
TABLE 110, PKCS #5 PBKDF2 KEY GENERATION: PSEUDO-RANDOM FUNCTIONS......... 275
TABLE 111, PKCS #5 PBKDF2 KEY GENERATION: SALT SOURCES ...evvieeeiiieinrreeeeeeeeen, 275
TABLE 112, MD5 MACING IN SSL 3.0: KEY AND DATA LENGTH .evvviiiieeeiiiieirieeeeeeeeen, 288
TABLE 113, SHA-1 MACING IN SSL 3.0: KEY AND DATA LENGTH weveeveeeeiiieirieeeeeeeeean, 289

Copyright © 1994-1999 RSA Security Inc.



Xii PKCS#11 v2.10: CRYPTOGRAPHIC TOKEN INTERFACE STANDARD

TABLE 114, RIPE-MD 128: DATA LENGTH ...tttiiiiiiiiii ittt e sesvbaeeee e 296
TABLE 115, GENERAL-LENGTH RIPE-MD 128-HMAQC: ..., 297
TABLE 116, RIPE-MD 160: DATA LENGTH ..uvvttiiiiiiiii it eesirrtee e sesvrae e e 297
TABLE 117, GENERAL-LENGTH RIPE-MD 160-HMAQC: ..., 298

Copyright © 1994-1999 RSA Security Inc.



1. INTRODUCTION 1

1. Introduction

As cryptography begins to see wide application and acceptance, one thing is increasingly
clear: if it is going to be as effective as the underlying technology allows it to be, there
must be interoperable standards. Even though vendors may agree on the basic
cryptographic techniques, compatibility between implementations is by no means
guaranteed. Interoperability requires strict adherence to agreed-upon standards.

Towards that goal, RSA Laboratories has developed, in cooperation with representatives
of industry, academia and government, a family of standards called Public-Key
Cryptography Standards, or PKCS for short.

PKCS is offered by RSA Laboratories to developers of computer systems employing
public-key and related technology. It is RSA Laboratories intention to improve and
refine the standards in conjunction with computer system developers, with the goa of
producing standards that most if not all developers adopt.

Therole of RSA Laboratories in the standards-making processis four-fold:
1 Publish carefully written documents describing the standards.

2. Solicit opinions and advice from developers and users on useful or
necessary changes and extensions.

3. Publish revised standards when appropriate.
4. Provide implementation guides and/or reference implementations.

During the process of PKCS development, RSA Laboratories retains fina authority on

each document, though input from reviewers is clearly influential. However, RSA
Laboratories’ goal is to accelerate the development of formal standards, not to compete
with such work. Thus, when a PKCS document is accepted as a base document for a
formal standard, RSA Laboratories relinquishes its “ownership” of the document, giving
way to the open standards development process. RSA Laboratories may continue to
develop related documents, of course, under the terms described above.

PKCS documents and information are available online at
http://ww. rsasecurity.comrsal abs/ PKCS/. There is an electronic
mailing list, “crypt oki ”, at rsasecurity. com specifically for discussion and
development of PKCS #11. To subscribe to this list, send e-mail to
maj or dono@r sasecurity. comwith the line Subscri be cryptoki” in the
message body. To unsubscribe, send e-maitejioor dono@r sasecurity. com

with the line ‘Unsubscri be crypt oki ”in the message body.

Comments on the PKCS documents, requests to register extensions to the standards, and
suggestions for additional standards are welcomed. Address correspondence to:
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PKCS Editor
RSA Laboratories
20 Crosby Drive

Bedford, MA 01730 USA
pkcs-editor @sasecurity.com
http://ww. rsasecurity. comrsal abs/ PKCS/

It would be difficult to enumerate al the people and organizations who helped to produce
PKCS#11. RSA Laboratories is grateful to each and every one of them. Specia thanks
go to Bruno Couillard of Chrysalis-ITS and John Centafont of NSA for the many hours
they spent writing up parts of this document.

For Version 1.0, PKCS #11's document editor was Aram Pérez of International Computer
Services, under contract to RSA Laboratories; the project coordinator was Burt Kaliski of
RSA Laboratories. For Version 2.01, Ray Sidney served as document editor and project
coordinator. Matthew Wood of Intel was document editor and project coordinator for
Version 2.10.

2. Scope

This standard specifies an application programming interface (API), called “Cryptoki,” to
devices which hold cryptographic information and perform cryptographic functions.
Cryptoki, pronounced “crypto-key” and short for “cryptographic token interface,” follows

a simple object-based approach, addressing the goals of technology independence (any
kind of device) and resource sharing (multiple applications accessing multiple devices),
presenting to applications a common, logical view of the device called a “cryptographic
token”.

This document specifies the data types and functions available to an application requiring
cryptographic services using the ANSI C programming language. These data types and
functions will typically be provided via C header files by the supplier of a Cryptoki
library. Generic ANSI C header files for Cryptoki are available from the PKCS Web
page. This document and up-to-date errata for Cryptoki will also be available from the
same place.

Additional documents may provide a generic, language-independent Cryptoki interface
and/or bindings between Cryptoki and other programming languages.

Cryptoki isolates an application from the details of the cryptographic device. The
application does not have to change to interface to a different type of device or to run in a
different environment; thus, the application is portable. How Cryptoki provides this
isolation is beyond the scope of this document, although some conventions for the
support of multiple types of device will be addressed here and possibly in a separate
document.
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A number of cryptographic mechanisms (algorithms) are supported in this version. In
addition, new mechanisms can be added later without changing the general interface. Itis
possible that additional mechanisms will be published from time to time in separate
documents; it is aso possible for token vendors to define their own mechanisms
(although, for the sake of interoperability, registration through the PKCS process is
preferable).

Cryptoki Version 2.1 is intended for cryptographic devices associated with a single user,

so some features that might be included in a general-purpose interface are omitted. For

example, Cryptoki Version 2.1 does not have a means of distinguishing multiple users.

The focus is on a single user’s keys and perhaps a small number of certificates related to
them. Moreover, the emphasis is on cryptography. While the device may perform useful
non-cryptographic functions, such functions are left to other interfaces.

3. References

ANSI C ANSI/ISO. ANS/ISO 9899: American National Sandard for
Programming Languages — (1990.

ANSI X9.9 ANSI.  American National Standard X9.9: Financial Institution
Message Authentication Cad&982.

ANS| X9.17 ANSI. American National Standard X9.17: Financial Institution Key
Management (Wholesale) 985.

ANSI X9.31 Accredited Standards Committee X9. Public Key Cryptography Using
Reversible Algorithms for the Financial Services Industry: Part 1: The
RSA Signature AlgorithmwWorking draft, March 7, 1993.

ANS| X9.42 Accredited Standards Committee X9. Public Key Cryptography for
the Financial Services Industry: Management of Symmetric Algorithm
Keys Using Diffie-HellmanWorking draft, September 21, 1994.

ANS| X9.62 Accredited Standards Committee X9. Public Key Cryptography for
the Financial Services Industry: the Elliptic Curve Digital Signature
Algorithm (ECDSA)® Working draft, November 17, 1997.

CDPD Ameritech Mobile Communications et al. Cellular Digital Packet
Data System Specifications: Part 406: Airlink Securit993.

FIPS PUB 46-3 National Institute of Standards and Technology (formerly National
Bureau of Standards)FIPS PUB 46-3: Data Encryption Standard.
October 25, 1999.
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FIPS PUB 113
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FIPS PUB 186
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National Institute of Standards and Technology (formerly National
Bureau of Standards). FIPSPUB 74: Guidelines for |mplementing and
Using the NBS Data Encryption Standard. April 1, 1981.

National Institute of Standards and Technology (formerly National
Bureau of Standards). FIPS PUB 81: DES Modes of Operation.
December 1980.

National Institute of Standards and Technology (formerly National
Bureau of Standards). FIPSPUB 113: Computer Data Authentication.
May 30, 1985.

Nationa Institute of Standards and Technology. FIPS PUB 180-1:
Secure Hash Standard. April 17, 1995.

Nationa Institute of Standards and Technology. FIPS PUB 186:
Digital Sgnature Standard. May 19, 1994.

FORTEZZA CIPG  NSA, Workstation Security Products. FORTEZZA Cryptologic

GCS-API

ISO 7816-1

ISO 7816-4

ISO/IEC 9796

PCMCIA

PKCS#1

PKCS#3

PKCS#5

Interface Programmers Guide, Revision 1.52. November 1995.

X/Open Company Ltd. Generic Cryptographic Service APl (GCS
API), Base - Draft 2. February 14, 1995.

I1SO. International Standard 7816-1: Identification Cards —
Integrated  Circuit(s) with Contacts — Part 1: Physical
Characteristics.1987.

ISO. Identification Cards — Integrated Circuit(s) with Contacts —
Part 4: Inter-industry Commands for Interchang€ommittee draft,
1993.

ISO/IEC. International Standard 9796: Digital Signature Scheme
Giving Message Recoveryuly 1991.

Personal Computer Memory Card International Association. PC Card
Standard.Release 2.1, July 1993.

RSA Laboratories. RSA Encryption Standard/ersion 2.0, October 1,
1998.

RSA Laboratories. Diffie-Hellman Key-Agreement Standarif.ersion
1.4, November 1993.

RSA Laboratories. Password-Based Encryption Standar&/ersion
2.0, March 25, 1999.
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PKCS#7 RSA Laboratories. Cryptographic Message Syntax Standard. Version
1.5, November 1993.

PKCS#8 RSA Laboratories. Private-Key Information Syntax Standard. Version
1.2, November 1993.

PKCS#12 RSA Laboratories. Personal Information Exchange Syntax Standard.
Version 1.0, June 24, 1999.

RFC 1319 B. Kaliski. RFC 1319: The MD2 Message-Digest Algorithm. RSA
Laboratories, April 1992.

RFC 1321 R. Rivest. RFC 1321: The MD5 Message-Digest Algorithm. MIT
Laboratory for Computer Science and RSA Data Security, Inc., April
1992.

RFC 1421 J. Linn. RFC 1421: Privacy Enhancement for Internet Electronic

Mail: Part I: Message Encryption and Authentication Procedures.
IAB IRTF PSRG, IETF PEM WG, February 1993.

RFC 1423 D. Balenson. RFC 1423: Privacy Enhancement for Internet Electronic
Mail: Part I11: Algorithms, Modes, and Identifiers. TISand IAB IRTF
PSRG, IETF PEM WG, February 1993.

RFC 1508 J. Linn. RFC 1508: Generic Security Services Application
Programming Interface. Geer Zolot Associates, September 1993.

RFC 1509 J. Wray. RFC 1509: Generic Security Services API: C-bindings.
Digital Equipment Corporation, September 1993.

RFC 2279 F. Yergeau. RFC 2279: UTF-8, atransformation format of 1SO 10646
Alis Technologies, January 1998.

X.500 ITU-T (formerly CCITT). Recommendation X.500: The Directory—
Overview of Concepts and Servicd938.

X.509 ITU-T (formerly CCITT). Recommendation X.509: The Directory—
Authentication Framework1993. (Proposed extensions to X.509 are
given in ISO/IEC 9594-8 PDAM 1: Information Technology—Open
Systems Interconnection—The Directory: Authentication Framework—
Amendment 1: Certificate Extensions. 1994

X.680 ITU-T (formerly CCITT). Recommendation X.680: Information
Technology-- Abstract Syntax Notation One (ASN.1): Specification of
Basic Notation.July 1994.
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X.690 ITU-T (formerly CCITT). Recommendation X.690: Information
Technology—ASN.1 Encoding Rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER), and Distinguished
Encoding Rules (DER)July 1994.

4. Definitions

For the purposes of this standard, the following definitions apply:

API Application programming interface.
Application  Any computer program that calls the Cryptoki
interface.
ASN.1  Abstract Syntax Notation One, as defined in X.680.
Attribute A characteristic of an object.
BATON MISSI's BATON block cipher.
BER  Basic Encoding Rules, as defined in X.690.
CAST Entrust Technologies’ proprietary symmetric block
cipher.

CAST3  Entrust Technologies’ proprietary symmetric block
cipher.

CAST5  Another name for Entrust Technologies’ symmetric
block cipher CAST128. CAST128 is the preferred
name.

CAST128  Entrust Technologies’ symmetric block cipher.
CBC Cipher-Block Chaining mode, as defined in FIPS PUB
81.

CDMF  Commercial Data Masking Facility, a block
encipherment method specified by International
Business Machines Corporation and based on DES.

Certificate A signed message binding a subject name and a public

Cryptographic Device

key, or a subject name and a set of attributes.

A device storing cryptographic information and
possibly performing cryptographic functions. May be
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Cryptoki

Cryptoki library

DER

DES

DSA

ECB

ECDSA
FASTHASH
IDEA
JUNIPER
KEA
LYNKS

MAC

MD2

MD5

M echanism
OAEP

Object

implemented as a smart card, smart disk, PCMCIA
card, or with some other technology, including
software-only.

The Cryptographic Token Interface defined in this
standard.

A library that implements the functions specified in
this standard.

Distinguished Encoding Rules, as defined in X.690.

Data Encryption Standard, as defined in FIPS PUB 46-
2.

Digital Signature Algorithm, as defined in FIPS PUB
186.

Electronic Codebook mode, as defined in FIPS PUB
81.

Elliptic Curve DSA, asin ANSI X9.62.

MISSI's FASTHASH message-digesting algorithm.
Ascom Systec’s symmetric block cipher.

MISSI's JUNIPER block cipher.

MISSI's Key Exchange Algorithm.

A smart card manufactured by SPYRUS.

Message Authentication Code, as defined in ANSI
X9.9.

RSA Data Security, Inc.'s MD2 message-digest
algorithm, as defined in RFC 1319.

RSA Data Security, Inc.'s MD5 message-digest
algorithm, as defined in RFC 1321.

A process for implementing a cryptographic operation.

Optimal Asymmetric Encryption Padding for RSA.

An item that is stored on a token. May be data, a
certificate, or a key.
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PIN
RSA
RC2

RC4

RC5

Reader

Session

SET

SHA-1

Slot
SKIPJACK
SSL

Subject Name

SO

Token

User

UTF-8

Personal Identification Number.
The RSA public-key cryptosystem.
RSA Data Security’'s RC2 symmetric block cipher.

RSA Data Security’'s proprietary RC4 symmetric
stream cipher.

RSA Data Security’'s RC5 symmetric block cipher.

The means by which information is exchanged with a
device.

A logical connection between an application and a
token.

The Secure Electronic Transaction protocol.

The (revised) Secure Hash Algorithm, as defined in
FIPS PUB 180-1.

A logical reader that potentially contains a token.
MISSI's SKIPJACK block cipher.
The Secure Sockets Layer 3.0 protocol.

The X.500 distinguished name of the entity to which a
key is assigned.

A Security Officer user.

The logical view of a cryptographic device defined by
Cryptoki.

The person using an application that interfaces to
Cryptoki.

Universal Character Set (UCS) transformation format
(UTF) that represents ISO 10646 and UNICODE
strings with a variable number of octets.
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5. Symbolsand abbreviations

The following symbols are used in this standard:

Table 1, Symbols
Symbol | Definition
N/A Not applicable
R/O Read-only
R/W Read/write

The following prefixes are used in this standard:

Table 2, Prefixes

Prefix | Description

C_ Function

CK_ Data type or general constant
CKA_ | Attribute

CKC_ | Certificate type

CKF_ | Bitflag

CKG_ | Mask generation function
CKH_ | Hardware feature type
CKK_ | Key type

CKM_ | Mechanism type

CKN_ | Notification

CKO_ | Object class

CKP_ | Pseudo-random function
CKS_ | Session state

CKR_ | Returnvaue

CKU_ | User type

CKZ_ | Sat/Encoding parameter source
h ahandle

ul aCK_ULONG

p apointer

pb apointer toaCK_BYTE
ph apointer to ahandle

pul apointer toaCK_ULONG
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Cryptoki isbased on ANSI C types, and defines the following data types:

/* an unsigned 8-bit value */
t ypedef unsigned char CK BYTE;

/* an unsigned 8-bit character */
typedef CK BYTE CK CHAR,

/* an 8-bit UTF-8 character */
t ypedef CK BYTE CK UTF8CHAR,

/* a BYTE-sized Bool ean flag */
typedef CK BYTE CK BBOCOL;

/* an unsigned value, at least 32 bits |long */
t ypedef unsigned |ong int CK _ULONG

/* a signed value, the sanme size as a CK_ULONG */
typedef long int CK _LONG

/* at least 32 bits; each bit is a Boolean flag */
t ypedef CK _ULONG CK_FLAGS;

Cryptoki also uses pointers to some of these data types, as well as to the type voi d,
which are implementation-dependent. These pointer types are:

CK _BYTE_PTR /* Pointer to a CK BYTE */
CK_CHAR_PTR /* Pointer to a CK CHAR */

CK _UTF8CHAR PTR /* Pointer to a CK UTF8CHAR */
CK_ULONG PTR /* Pointer to a CK _ULONG */
CK v D PTR /* Pointer to a void */

Cryptoki aso defines a pointer to a CK_VOID_PTR, which is implementation-
dependent:

CK VO D PTR PTR /* Pointer to a CK VO D PTR */

In addition, Cryptoki defines a C-style NULL pointer, which is distinct from any valid
pointer:

NULL_PTR /* A NULL pointer */

It follows that many of the data and pointer types will vary somewhat from one
environment to another (e.g., a CK_ULONG will sometimes be 32 bits, and sometimes
perhaps 64 bits). However, these details should not affect an application, assuming it is
compiled with Cryptoki header files consistent with the Cryptoki library to which the
application is linked.
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All numbers and values expressed in this document are decimal, unless they are preceded
by “Ox”, in which case they are hexadecimal values.

TheCK_CHAR data type holds characters from the following table, taken from ANSI C:

Table 3, Character Set

Category Characters

Letters ABCDEFGHIJKLMNOPQRSTUVWXYFK
abcdefghijklmnopgrstuvwxyz

Numbers 0123456789

Graphic characters !“#% & ()*+,-./:;<=>2[\]*_{|}~

Blank character c

TheCK_UTF8CHAR data type holds UTF-8 encoded Unicode characters as specified in
RFC2279. UTF-8 allows internationalization while maintaining backward compatibility
with the Local String definition of PKCS #11 version 2.01.

In Cryptoki, a flag is a Boolean flag that can be TRUE or FALSE. A zero value means
the flag is FALSE, and a nonzero value means the flag is TRUE. Cryptoki defines these
macros, if needed:

#i f ndef FALSE
#defi ne FALSE O
#endi f

#i f ndef TRUE

#defi ne TRUE (! FALSE)

#endi f
Portable computing devices such as smart cards, PCMCIA cards, and smart diskettes are
ideal tools for implementing public-key cryptography, as they provide a way to store the
private-key component of a public-key/private-key pair securely, under the control of a
single user. With such a device, a cryptographic application, rather than performing
cryptographic operations itself, utilizes the device to perform the operations, with
sensitive information such as private keys never being revealed. As more applications are
developed for public-key cryptography, a standard programming interface for these
devices becomes increasingly valuable. This standard addresses this need.
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6. General overview

6.1 Design goals

Cryptoki was intended from the beginning to be an interface between applications and all
kinds of portable cryptographic devices, such as those based on smart cards, PCMCIA
cards, and smart diskettes. There are aready standards (de facto or officia) for
interfacing to these devices at some level. For instance, the mechanical characteristics
and electrical connections are well-defined, as are the methods for supplying commands
and receiving results. (See, for example, 1SO 7816, or the PCM CIA specifications.)

What remained to be defined were particular commands for performing cryptography. It
would not be enough simply to define command sets for each kind of device, as that
would not solve the general problem of an application interface independent of the
devicee To do so is dill a long-term goal, and would certainly contribute to
interoperability. The primary goal of Cryptoki was a lower-level programming interface
that abstracts the details of the devices, and presents to the application a common model
of the cryptographic device, called a “cryptographic token” (or simply “token”).

A secondary goal was resource-sharing. As desktop multi-tasking operating systems
become more popular, a single device should be shared between more than one
application. In addition, an application should be able to interface to more than one

device at a given time.

It is not the goal of Cryptoki to be a generic interface to cryptographic operations or
security services, although one certainly could build such operations and services with the
functions that Cryptoki provides. Cryptoki is intended to complement, not compete with,
such emerging and evolving interfaces as “Generic Security Services Application
Programming Interface” (RFC 1508 and RFC 1509) and “Generic Cryptographic Service
API" (GCS-API) from X/Open.

6.2  General mode
Cryptoki's general model is illustrated in the following figure. The model begins with one
or more applications that need to perform certain cryptographic operations, and ends with

one or more cryptographic devices, on which some or all of the operations are actually
performed. A user may or may not be associated with an application.
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Application 1 Application k
Other Security Lavers Other Security Lavers
Crvptoki Cryptoki

T

Device Contention/Synchronization

—

Slot 1 Slot n
Token 1 Token n
(Device 1) (Device n)

Figure 1, General Cryptoki Model

Cryptoki provides an interface to one or more cryptographic devices that are active in the

system through a number of “slots”. Each slot, which corresponds to a physical reader or
other device interface, may contain a token. A token is typically “present in the slot”
when a cryptographic device is present in the reader. Of course, since Cryptoki provides
a logical view of slots and tokens, there may be other physical interpretations. It is
possible that multiple slots may share the same physical reader. The point is that a
system has some number of slots, and applications can connect to tokens in any or all of
those slots.

A cryptographic device can perform some cryptographic operations, following a certain
command set; these commands are typically passed through standard device drivers, for
instance PCMCIA card services or socket services. Cryptoki makes each cryptographic
device look logically like every other device, regardless of the implementation
technology. Thus the application need not interface directly to the device drivers (or even
know which ones are involved); Cryptoki hides these details. Indeed, the underlying
“device” may be implemented entirely in software (for instance, as a process running on a
server)—no special hardware is necessary.

Cryptoki is likely to be implemented as a library supporting the functions in the interface,
and applications will be linked to the library. An application may be linked to Cryptoki
directly; alternatively, Cryptoki can be a so-called “shared” library (or dynamic link
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library), in which case the application would link the library dynamically. Shared
libraries are fairly straightforward to produce in operating systems such as Microsoft
Windows and OS/2, and can be achieved without too much difficulty in UNIX and DOS
systems.

The dynamic approach certainly has advantages as new libraries are made available, but

from a security perspective, there are some drawbacks. In particular, if alibrary is easily
replaced, then there is the possibility that an attacker can substitute a rogue library that
intercepts a user’'s PIN. From a security perspective, therefore, direct linking is generally
preferable, although code-signing techniques can prevent many of the security risks of
dynamic linking. In any case, whether the linking is direct or dynamic, the programming
interface between the application and a Cryptoki library remains the same.

The kinds of devices and capabilities supported will depend on the particular Cryptoki
library. This standard specifies only the interface to the library, not its features. In
particular, not all libraries will support all the mechanisms (algorithms) defined in this
interface (since not all tokens are expected to support all the mechanisms), and libraries
will likely support only a subset of all the kinds of cryptographic devices that are
available. (The more kinds, the better, of course, and it is anticipated that libraries will be
developed supporting multiple kinds of token, rather than just those from a single
vendor.) It is expected that as applications are developed that interface to Cryptoki,
standard library and token “profiles” will emerge.

6.3  Logical view of atoken

Cryptoki’s logical view of a token is a device that stores objects and can perform
cryptographic functions. Cryptoki defines three classes of object: data, certificates, and
keys. A data object is defined by an application. A certificate object stores a certificate. A
key object stores a cryptographic key. The key may be a public key, a private key, or a
secret key; each of these types of keys has subtypes for use in specific mechanisms. This
view is illustrated in the following figure:

Object

—_— v T,

Data Key Certificate

— v T,

Public Key Private Key Secret Key

Figure 2, Object Hierarchy
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Objects are also classified according to their lifetime and visibility. “Token objects” are
visible to all applications connected to the token that have sufficient permission, and
remain on the token even after the “sessions” (connections between an application and the
token) are closed and the token is removed from its slot. “Session objects” are more
temporary: whenever a session is closed by any means, all session objects created by that
session are automatically destroyed. In addition, session objects are only visible to the
application which created them.

Further classification defines access requirements. Applications are not required to log
into the token to view “public objects”; however, to view “private objects”, a user must
be authenticated to the token by a PIN or some other token-dependent method (for
example, a biometric device).

See Table 6 on page 21 for further clarification on access to objects.

A token can create and destroy objects, manipulate them, and search for them. It can also
perform cryptographic functions with objects. A token may have an internal random
number generator.

It is important to distinguish between the logical view of a token and the actual
implementation, because not all cryptographic devices will have this concept of “objects,”
or be able to perform every kind of cryptographic function. Many devices will simply
have fixed storage places for keys of a fixed algorithm, and be able to do a limited set of
operations. Cryptoki's role is to translate this into the logical view, mapping attributes to
fixed storage elements and so on. Not all Cryptoki libraries and tokens need to support
every object type. It is expected that standard “profiles” will be developed, specifying
sets of algorithms to be supported.

“Attributes” are characteristics that distinguish an instance of an object. In Cryptoki,
there are general attributes, such as whether the object is private or public. There are also
attributes that are specific to a particular type of object, such as a modulus or exponent for
RSA keys.

6.4 Users

This version of Cryptoki recognizes two token user types. One type is a Security Officer
(SO). The other type is the normal user. Only the normal user is allowed access to private
objects on the token, and that access is granted only after the normal user has been
authenticated. Some tokens may also require that a user be authenticated before any
cryptographic function can be performed on the token, whether or not it involves private
objects. The role of the SO is to initialize a token and to set the normal user’s PIN (or
otherwise define, by some method outside the scope of this version of Cryptoki, how the
normal user may be authenticated), and possibly to manipulate some public objects. The
normal user cannot log in until the SO has set the normal user’s PIN.
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Other than the support for two types of user, Cryptoki does not address the relationship
between the SO and a community of users. In particular, the SO and the normal user may
be the same person or may be different, but such matters are outside the scope of this
standard.

With respect to PINs that are entered through an application, Cryptoki assumes only that

they are variable-length strings of characters from the set in Table 3. Any translation to

the device’s requirements is left to the Cryptoki library. The following issues are beyond
the scope of Cryptoki:

e Any padding of PINs.
* How the PINs are generated (by the user, by the application, or by some other means).

PINs that are supplied by some means other than through an applieagiorPiNs
entered via a PINpad on the token) are even more abstract. Cryptoki knows how to wait
(if need be) for such a PIN to be supplied and used, and little more.

6.5 Applicationsand their use of Cryptoki

To Cryptoki, an application consists of a single address space and all the threads of
control running in it. An application becomes a “Cryptoki application” by calling the
Cryptoki functionC_Initialize (see Section 11.4) from one of its threads; after this call is
made, the application can call other Cryptoki functions. When the application is done
using Cryptoki, it calls the Cryptoki functid®_Finalize (see Section 11.4) and ceases to

be a Cryptoki application.

6.5.1 Applicationsand processes

In general, on most platforms, the previous paragraph means that an application consists
of a single process.

Consider a UNIX proces® which becomes a Cryptoki application by calling
C_Initialize, and then uses tHeor k() system call to create a child proc€ss SinceP

andC have separate address spaces (or will when one of them performs a write operation,
if the operating system follows the copy-on-write paradigm), they are not part of the same
application. Therefore, iIC needs to use Cryptoki, it needs to perform its own
C_Initialize call. Furthermore, ifC needs to be logged into the token(s) that it will
access via Cryptoki, it needs to log into theven if P already logged in, sinceP andC

are completely separate applications.

In this particular case (whed is the child of a process which is a Cryptoki application),
the behavior of Cryptoki is undefinedGf tries to use it without its ow@_Initialize call.

Ideally, such an attempt would return the value CKR_CRYPTOKI_NOT _INITIALIZED;
however, because of the whygr k() works, insisting on this return value might have a
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bad impact on the performance of libraries. Therefore, the behavior of Cryptoki in this
situation is left undefined. Applications should definitely not attempt to take advantage
of any potential “shortcuts” which might (or might not!) be available because of this.

In the scenario specified abowg, should actually calC_Initialize whether or not it

needs to use Cryptoki; if it has no need to use Cryptoki, it should the@ délhalize
immediately thereafter. This (having the child immediately €allnitialize and then

call C_Finalize if the parent is using Cryptoki) is considered to be good Cryptoki
programming practice, since it can prevent the existence of dangling duplicate resources
that were created at the time of ther k() call; however, it is not required by Cryptoki.

6.5.2 Applicationsand threads

Some applications will access a Cryptoki library in a multi-threaded fashion. Cryptoki
enables applications to provide information to libraries so that they can give appropriate
support for multi-threading. In particular, when an application initializes a Cryptoki
library with a call toC_Initialize, it can specify one of four possible multi-threading
behaviors for the library:

1. The application can specify that it will not be accessing the library concurrently from
multiple threads, and so the library need not worry about performing any type of
locking for the sake of thread-safety.

2. The application can specify thatwill be accessing the library concurrently from
multiple threads, and the library must be able to use native operation system
synchronization primitives to ensure proper thread-safe behavior.

3. The application can specify thatwill be accessing the library concurrently from
multiple threads, and the library must use a set of application-supplied
synchronization primitives to ensure proper thread-safe behavior.

4. The application can specify thatill be accessing the library concurrently from
multiple threads, and the library must use either the native operation system
synchronization primitives or a set of application-supplied synchronization primitives
to ensure proper thread-safe behavior.

The 3% and 4" types of behavior listed above are appropriate for multi-threaded
applications which are not using the native operating system thread model. The
application-supplied synchronization primitives consist of four functions for handling
mutex (mutual exclusion) objects in the application’s threading model. Mutex objects are
simple objects which can be in either of two states at any given time: unlocked or locked.
If a call is made by a thread to lock a mutex which is already locked, that thread blocks
(waits) until the mutex is unlocked; then it locks it and the call returns. If more than one
thread is blocking on a particular mutex, and that mutex becomes unlocked, then exactly
one of those threads will get the lock on the mutex and return control to the caller (the
other blocking threads will continue to block and wait for their turn).

Copyright © 1994-1999 RSA Security Inc.



18 PKCS#11 v2.10: CRYPTOGRAPHIC TOKEN INTERFACE STANDARD

See Section 9.7 for more information on Cryptoki’s view of mutex objects.

In addition to providing the above thread-handling information to a Cryptoki library at
initialization time, an application can also specify whether or not application threads
executing library calls may use native operating system calls to spawn new threads.

6.6 Sessions

Cryptoki requires that an application open one or more sessions with a token to gain

access to the token’s objects and functions. A session provides a logical connection

between the application and the token. A session can be a read/write (R/W) session or a
read-only (R/O) session. Read/write and read-only refer to the access to token objects,
not to session objects. In both session types, an application can create, read, write and
destroy session objects, and read token objects. However, only in a read/write session
can an application create, modify, and destroy token objects.

After it opens a session, an application has access to the token’s public objects. All
threads of a given application have access to exactly the same sessions and the same
session objects. To gain access to the token’s private objects, the normal user must log in
and be authenticated.

When a session is closed, any session objects which were created in that session are
destroyed. This holds even for session objects which are “being used” by other sessions.
That is, if a single application has multiple sessions open with a token, and it uses one of
them to create a session object, then that session object is visible through any of that
application’s sessions. However, as soon as the session that was used to create the object
Is closed, that object is destroyed.

Cryptoki supports multiple sessions on multiple tokens. An application may have one or
more sessions with one or more tokens. In general, a token may have multiple sessions
with one or more applications. A particular token may allow an application to have only
a limited number of sessions—or only a limited number of read/write sessions-- however.

An open session can be in one of several states. The session state determines allowable
access to objects and functions that can be performed on them. The session states are
described in Section 6.6.1 and Section 6.6.2.

6.6.1 Read-only session states

A read-only session can be in one of two states, as illustrated in the following figure.

When the session is initially opened, it is in either the “R/O Public Session” state (if the

application has no previously open sessions that are logged in) or the “R/O User
Functions” state (if the application already has an open session that is logged in). Note
that read-only SO sessions do not exist.
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Close Session/
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Figure 3, Read-Only Session States

The following table describes the session states:

Table 4, Read-Only Session States

State Description

R/O Public Session | The application has opened a read-only session. The application
has read-only access to public token objects and read/write access
to public session objects.

R/O User Functions | The normal user has been authenticated to the token. The
application has read-only access to all token objects (public or
private) and read/write access to all session objects (public or
private).

6.6.2 Read/write session states

A read/write session can be in one of three states, as illustrated in the following figure.

When the session is opened, it is in either the “R/W Public Session” state (if the

application has no previously open sessions that are logged in), the "R/W User

Functions” state (if the application already has an open session that the normal user is
logged into), or the “R/W SO Functions” state (if the application already has an open

session that the SO is logged into).
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Figure 4, Read/Write Session States
The following table describes the session states:

Table 5, Read/Write Session States

State Description
R/W Public Session | The application has opened a read/write session. The application
has read/write access to al public objects.

R/W SO Functions | The Security Officer has been authenticated to the token. The
application has read/write access only to public objects on the
token, not to private objects. The SO can set the normal usef’s

PIN.
R/W User The normal user has been authenticated to the token. The
Functions application has read/write access to all objects.

6.6.3 Permitted object accesses by sessions

The following table summarizes the kind of access each type of session has to each type
of object. A given type of session has either read-only access, read/write access, or no
access whatsoever to a given type of object.

Note that creating or deleting an object requires read/write access.tp 4 “R/O User
Functions” session cannot create or delete a token object.

Copyright © 1994-1999 RSA Security Inc.



6. GENERAL OVERVIEW 21

Table 6, Accessto Different Types Objects by Different Types of Sessions

Type of session
R/O R/W R/O R/W R/W
Type of ob] ect Public Public User User SO
Public session object R/W R/W R/W R/W R/W
Private session object R/W R/W
Public token object R/O R/W R/O R/W R/W
Private token object R/O R/W

As previoudly indicated, the access to a given session object which is shown in Table 6 is
limited to sessions belonging to the application which owns that object (i.e., which
created that object).

6.6.4 Session events

Session events cause the session state to change. The following table describes the events:

Table 7, Session Events

Event Occurswhen...

LogIn SO the SO is authenticated to the token.

Log In User the normal user is authenticated to the token.

Log Out the application logs out the current user (SO or normal user).
Close Session the application closes the session or closes all sessions.

Device Removed | the device underlying the token has been removed from its slot.

When the device is removed, all sessions of all applications are automatically logged out.
Furthermore, all sessions any applications have with the device are closed (this latter
behavior was not present in Version 1.0 of Cryptoki)—an application cannot have a
session with a token that is not present. Realistically, Cryptoki may not be constantly
monitoring whether or not the token is present, and so the token's absence could
conceivably not be noticed until a Cryptoki function is executed. If the token is re-
inserted into the slot before that, Cryptoki might never know that it was missing.
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In Cryptoki Version 2.1, all sessions that an application has with a token must have the

same login/logout status (i.e., for a given application and token, one of the following

holds: all sessions are public sessions; al sessions are SO sessions; or all sessions are

user sessions). When an application’s session logs into a sbkenf that application’s
sessions with that token become logged in, and when an application’s session logs out of
a token,all of that application’s sessions with that token become logged out. Similarly,
for example, if an application already has a R/O user session open with a token, and then
opens a R/W session with that token, the R/W session is automatically logged in.

This implies that a given application may not simultaneously have SO sessions and user
sessions open with a given token. It also implies that if an application has a R/W SO
session with a token, then it may not open a R/O session with that token, since R/O SO
sessions do not exist. For the same reason, if an application has a R/O session open, then
it may not log any other session into the token as the SO.

6.6.5 Session handlesand object handles

A session handle is a Cryptoki-assigned value that identifies a session. It is in many ways
akin to a file handle, and is specified to functions to indicate which session the function
should act on. All threads of an application have equal access to all session handles. That
IS, anything that can be accomplished with a given file handle by one thread can also be
accomplished with that file handle by any other thread of the same application.

Cryptoki also has object handles, which are identifiers used to manipulate Cryptoki
objects. Object handles are similar to session handles in the sense that visibility of a
given object through an object handle is the same among all threads of a given
application. R/O sessions, of course, only have read-only access to token objects,
whereas R/W sessions have read/write access to token objects.

Valid session handles and object handles in Cryptoki always have nonzero values. For
developers’ convenience, Cryptoki defines the following symbolic value:

#define CK_I NVALI D_HANDLE 0
6.6.6 Capabilities of sessions

Very roughly speaking, there are three broad types of operations an open session can be
used to perform: administrative operations (such as logging in); object management
operations (such as creating or destroying an object on the token); and cryptographic
operations (such as computing a message digest). Cryptographic operations sometimes
require more than one function call to the Cryptoki API to complete. In general, a single
session can perform only one operation at a time; for this reason, it may be desirable for a
single application to open multiple sessions with a single token. For efficiency’'s sake,
however, a single session on some tokens can perform the following pairs of operation
types simultaneously: message digesting and encryption; decryption and message
digesting; signature or MACing and encryption; and decryption and verifying signatures
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or MACs. Details on performing simultaneous cryptographic operations in one session
are provided in Section 11.13.

A consequence of the fact that a single session can, in genera, perform only one
operation at a time is that an application should never make multiple simultaneous
function calls to Cryptoki which use a common session. |f multiple threads of an
application attempt to use a common session concurrently in this fashion, Cryptoki does
not define what happens. This means that if multiple threads of an application all need to
use Cryptoki to access a particular token, it might be appropriate for each thread to have
its own session with the token, unless the application can ensure by some other means
(e.g., by some locking mechanism) that no sessions are ever used by multiple threads
simultaneously. This is true regardless of whether or not the Cryptoki library was
initialized in afashion which permits safe multi-threaded accessto it. Evenif itissafeto
access the library from multiple threads simultaneousdly, it is still not necessarily safe to
use a particular session from multiple threads simultaneously.

6.6.7 Example of use of sessions

We give here a detailed and lengthy example of how multiple applications can make use
of sessions in a Cryptoki library. Despite the somewhat painful level of detail, we highly
recommend reading through this example carefully to understand session handles and
object handles.

We caution that our example is decidedly not meant to indicate how multiple applications

should use Cryptoki simultaneously; rather, it is meant to clarify what uses of Cryptoki’s
sessions and objects and handles are permissible. In other words, instead of
demonstrating good technique here, we demonstrate “pushing the envelope”.

For our example, we suppose that two applicatidnandB, are using a Cryptoki library

to access a single tokdn Each application has two threads runniddhas threads 1l

andA2, andB has thread81 andB2. We assume in what follows that there are no
instances where multiple threads of a single application simultaneously use the same
session, and that the events of our example occur in the order specified, without
overlapping each other in time.

1. Al andB1 each initialize the Cryptoki library by callir@ Initialize (the specifics of
Cryptoki functions will be explained in Section 11). Note that exactly one call to
C_Initialize should be made for each application (as opposed to one call for every
thread, for example).

2. Al opens a R/W session and receives the session handle 7 for the session. Since this
Is the first session to be opened Aqgrit is a public session.

3. A2 opens a R/O session and receives the session handle 4. Sinck’slexisting
sessions are public sessions, session 4 is also a public session.

Copyright © 1994-1999 RSA Security Inc.



24

10.

11.

12.

13.

14.

PKCS#11 v2.10: CRYPTOGRAPHIC TOKEN INTERFACE STANDARD

A1l attempts to log the SO into session 7. The attempt fails, because if session 7
becomes an SO session, then session 4 does, as well, and R/O SO sessions do not
exist. Al receives an error code indicating that the existence of a R/O session has
blocked this attempt to log in (CKR_SESSION_READ_ONLY _EXISTS).

A2 logs the normal user into session 7. This turns session 7 into a R/W user session,
and turns session 4 into a R/O user session. Note that because A1 and A2 belong to
the same application, they have equal access to all sessions, and therefore, A2 is able
to perform this action.

A2 opens a R/W session and receives the session handle 9. Since all of A’s existing
Sessions are user sessions, session 9 is also a user session.

Al closes session 9.

B1 attempts to log out session 4. The attempt fails, becaws®lB have no access
rights to each other's sessions or objecBl receives an error message which
indicates that there is no such session handle
(CKR_SESSION_HANDLE_INVALID).

B2 attempts to close session 4. The attempt fails in precisely the same BHg as
attempt to log out session 4 failed i.e( B2 receives a
CKR_SESSION_HANDLE_INVALID error code).

B1 opens a R/W session and receives the session handle 7. Note that, &ifar as
concerned, this is the first occurrence of session handl&’s.session 7 an@®’s
session 7 are completely different sessions.

B1 logs the SO intoB’s] session 7. This turr®’'s session 7 into a R/W SO session,
and has no effect on eitherAfs sessions.

B2 attempts to open a R/O session. The attempt fails, Bingleeady has an SO
session open, and R/O SO sessions do not eXdt.receives an error message
indicating that the existence of an SO session has blocked this attempt to open a R/O
session (CKR_SESSION_READ_WRITE_SO_EXISTS).

Al uses A’s] session 7 to create a session ob§@ttof some sort and receives the
object handle 7. Note that a Cryptoki implementation may or may not support
separate spaces of handles for sessions and objects.

B1 uses B’'s] session 7 to create a token obj@&2 of some sort and receives the
object handle 7. As with session handles, different applications have no access rights
to each other’s object handles, andBse object handle 7 is entirely different from

A’s object handle 7. Of course, sinBé& is an SO session, it cannot create private
objects, and s®2 must be a public object (B1 attempted to create a private object,
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15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

the attempt would fal with error code CKR_USER _NOT_LOGGED IN or
CKR_TEMPLATE_INCONSISTENT).

B2 uses [B’s] session 7 to perform some operation to modify the object associated
with [B’s] object handle 7. This modifi€32.

A1l uses A’s] session 4 to perform an object search operation to get a han@e.for
The search returns object handle 1. Note KAiatobject handle 1 an8’s object
handle 7 now point to the same object.

A1l attempts to useAl's] session 4 to modify the object associated wils] object
handle 1. The attempt fails, becadse session 4 is a R/O session, and is therefore
incapable of modifying32, which is a token objectAl receives an error message
indicating that the session is a R/O session (CKR_SESSION_READ_ONLY).

A1l uses A’s] session 7 to modify the object associated wilts] object handle 1.
This time, sinceA’s session 7 is a R/W session, the attempt succeeds in modifying
o2

B1 uses B’s] session 7 to perform an object search operation todihdSinceOl is
a session object belongingAg however, the search does not succeed.

A2 uses PA’s] session 4 to perform some operation to modify the object associated
with [A’s] object handle 7. This operation modif@s.

A2 uses A’s] session 7 to destroy the object associated wth] [object handle 1.
This destroy©2.

B1 attempts to perform some operation with the object associated Bisthdbject
handle 7. The attempt fails, since there is no longer any such oBjkceceives an
error  message indicating  that its object handle IS invalid
(CKR_OBJECT_HANDLE_INVALID).

Al logs out A’s] session 4. This turm&’s session 4 into a R/O public session, and
turnsA'’s session 7 into a R/W public session.

A1l closes A’s] session 7. This destroys the session olgjdctwhich was created by
A’s session 7.

A2 attempt to useA’s] session 4 to perform some operation with the object
associated withA’s] object handle 7. The attempt fails, since there is no longer any
such object. It returns a CKR_OBJECT_HANDLE_INVALID.

A2 executes a call t8_CloseAllSessions. This closesA’s] session 4. At this point,
if A were to open a new session, the session would not be logges, ith {ould be
a public session).
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27. B2 closes [B’s] session 7. At this point, B were to open a new session, the session
would not be logged in.

28. A andB each callC_Finalize to indicate that they are done with the Cryptoki library.

6.7 Secondary authentication

Cryptoki allows an application to specify that a private key should be protected by a
secondary authentication mechanism. This mechanism is in addition to the standard login
mechanism described in section 6.6 for sessions. The mechanism is mostly transparent to
the application because the Cryptoki implementation does almost all of the work.

The intent of secondary authentication is to provide a means for a cryptographic token to
produce digital signatures for non-repudiation with reasonable certainty that only the
authorized user could have produced that signature. This capability is becoming
increasingly important as digital signature laws are introduced worldwide.

The secondary authentication is based on the following principles:

1. The owner of the private key must be authenticated to the token before secondary
authentication can proceed (i.e. C_Login must have been called successfully).

2. If a private key is protected by a secondary authentication PIN, then the token must
require that the PIN be presented before each use of the key for any purpose.

3. All secondary authentication operations are done using a mechanism that is
transparent to the Cryptoki client.

The secondary authentication mechanism adds a couple of subtle points to the way that an
application presents an object to a user and generates new private keys with the additional
protections. The following sections detail the minor additions to applications that are
required to take full advantage of secondary authentication.

6.7.1 Using keys protected by secondary authentication

Using a private key protected by secondary authentication uses the same process, and call
sequence, as using a private key that is only protected by the login PIN. In fact,
applications written for Cryptoki Version 2.01 will use secondary authentication without
modification.

When a cryptographic operation, such as a digital signature, is started using a key
protected by secondary authentication, a combination of the Cryptoki implementation and
the token will gather the required PIN value. If the PIN is correct, then the operation is
allowed to complete. Otherwise, the function will return an appropriate error code. The
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application is not required to gather PIN information from the user and send it through
Cryptoki to the token. It is completely transparent.

The application can detect when Cryptoki and the token will gather a PIN for secondary
authentication by querying the key for the CKA_SECONDARY_AUTH attribute (see
section 10.9). If the attribute value is TRUE, then the application can present a prompt to
the user. Since Cryptoki Version 2.01 applications will not be aware of the
CKA_SECONDARY_AUTH attribute, the PIN gathering mechanism should make an
indication to the user that an authentication is required.

6.7.2 Generating private keys protected by secondary authentication

To generate a private key protected by secondary authentication, the application supplies
the CKA_SECONDARY _AUTH attribute with value TRUE in the private key template.
If the attribute does not exist in the template or has the value FALSE, then the private key
IS generated with the normal login protection. See sections 10.9 and 11.14 for more
information about private key templates and key generation functions respectively.

If the new private key is protected by secondary authentication, a combination of the
Cryptoki implementation and the device will transparently gather the initial PIN value.

6.7.3 Changing the secondary authentication PIN value

The application causes the device to change the secondary authentication PIN on a private
key using the C_SetAttributeValue function. The template to the function should
contain the CKA_SECONDARY_AUTH attribute. The value of
CKA_SECONDARY_AUTH in the template does not matter.

When the Cryptoki implementation finds this attribute in a C_SetAttributeValue
template, it causes the device to gather the appropriate values. If C_SetAttributeValueis
successful, the PIN has been changed to the new value. See sections 10.9 and 11.7 for
more information about private key objects and C_SetAttributeValue respectively.

6.7.4 Secondary authentication PIN collection mechanisms

Cryptoki does not specify a mechanism for secondary authentication PIN collection. The
only requirement is that the operation of the collection mechanism is transparent to the
client.

Ideally, secondary authentication PINs will be gathered using a protected path device, but
that can not always be the case. A Cryptoki implementation may utilize platform specific
servicesto gather PIN values, including GUI dialog boxes. While thisis different than the
typical avoidance of non-portable implementation requirements in the design of Cryptoki,
it allows secondary authentication to be utilized by version 2.01 aware applications
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without changes. If an application requires PIN values to be collected from a protected
path, it should insure that the CKF_PROTECTED _AUTHENTICATION_PATH flag

iIssetinthe CK_TOKEN_INFO structure.

6.8 Function overview

The Cryptoki APl consists of a number of functions, spanning slot and token

management and object management, as well as cryptographic functions.
functions are presented in the following table:

Table 8, Summary of Cryptoki Functions

These

Category Function Description
General C_Initialize initializes Cryptoki
purpose C Finaize clean up miscellaneous Cryptoki-associated
functions resources
C_Getinfo obtains general information about Cryptoki
C_GetFunctionList obtains entry points of Cryptoki library
functions
Slot andtoken | C_GetSlotList obtains alist of slots in the system
management C_GetSlotinfo obtains information about a particular slot
functions C_GetTokenInfo obtains information about a particular
token
C_WaitForSlotEvent waits for aglot event (token insertion,
removal, etc.) to occur
C_GetMechanismList obtains alist of mechanisms supported by a
token
C_GetMechanisminfo | obtains information about a particular
mechanism
C_InitToken initializes atoken
C_InitPIN initializes the normal user’s PIN
C_SetPIN modifies the PIN of the current user
Session C_OpenSession opens a connection between an application
management and a particular token or sets up an
functions application callback for token insertion
C_CloseSession closes a session
C_CloseAllSessions closes all sessions with a token
C_GetSessioninfo obtains information about the session
C_GetOperationState obtains the cryptographic operations sjate
of a session
C_SetOperationState sets the cryptographic operations stat¢ of a
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Category Function Description
session
C Login logsinto atoken
C_Logout logs out from atoken
Object C_CreateObject creates an object
management C_CopyObject creates a copy of an object
functions C_DestroyObject destroys an object
C_GetObjectSize obtains the size of an object in bytes
C_GetAttributeVaue obtains an attribute value of an object
C_SetAttributeVaue modifies an attribute value of an object
C_FindObjectsinit initializes an object search operation
C_FindObjects continues an object search operation
C_FindObjectsFinal finishes an object search operation
Encryption C_Encryptinit initializes an encryption operation
functions C_Encrypt encrypts single-part data
C_EncryptUpdate continues a multiple-part encryption
operation
C_EncryptFina finishes a multiple-part encryption
operation
Decryption C_Decryptinit initializes a decryption operation
functions C_Decrypt decrypts single-part encrypted data
C_DecryptUpdate continues a multiple-part decryption
operation
C_DecryptFina finishes a multiple-part decryption
operation
Message C_Digestlnit initializes a message-digesting operation
digesting C Digest digests single-part data
functions C_DigestUpdate continues a multiple-part digesting
operation
C _DigestKey digests akey
C _DigestFina finishes amultiple-part digesting operation
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Category Function Description
Signing C_Signinit initializes a signature operation
and MACing C_Sign signs single-part data
functions C_SignUpdate continues a multiple-part signature
operation
C_SignFinal finishes a multiple-part signature operation

C_SignRecoverlnit

initializes a signature operation, where the
data can be recovered from the signature

C_SignRecover signs single-part data, where the data can
be recovered from the signature
Functions for C_Veifylnit initializes a verification operation
verifying
signatures C Veify verifies asignature on single-part data
and MACs C_VeifyUpdate continues a multiple-part verification
operation
C VeifyFina finishes a multiple-part verification
operation
C_VerifyRecoverlnit initializes a verification operation where
the data is recovered from the signature
C VerifyRecover verifies a signature on single-part data,
where the data is recovered from the
signature
Dual-purpose | C_DigestEncryptUpdate | continues simultaneous multiple-part
cryptographic digesting and encryption operations
functions C_DecryptDigestUpdate | continues simultaneous multiple-part
decryption and digesting operations
C_SignEncryptUpdate | continues simultaneous multiple-part
signature and encryption operations
C_DecryptVerifyUpdate | continues simultaneous multiple-part
decryption and verification operations
Key C_GenerateKey generates a secret key
management C_GenerateKeyPair generates a public-key/private-key pair
functions C_WrapKey wraps (encrypts) akey
C_UnwrapKey unwraps (decrypts) akey
C _DeriveKey derives akey from a base key
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Category Function Description

Random C_SeedRandom mixesin additional seed material to the

number random number generator

generation

functions C_GenerateRandom generates random data

Parallel C_GetFunctionStatus legacy function which always returns

function CKR_FUNCTION_NOT_PARALLEL

management

functions C_CancelFunction legacy function which always returns
CKR_FUNCTION_NOT_PARALLEL

Callback application-supplied function to process

function notifications from Cryptoki

7. Security considerations

As an interface to cryptographic devices, Cryptoki provides a basis for security in a
computer or communications system. Two of the particular features of the interface that
facilitate such security are the following:

1. Accessto private objects on the token, and possibly to cryptographic functions and/or
certificates on the token as well, requires a PIN. Thus, possessing the cryptographic
device that implements the token may not be sufficient to use it; the PIN may aso be
needed.

2. Additional protection can be given to private keys and secret keys by marking them as
“sensitive” or “unextractable”. Sensitive keys cannot be revealed in plaintext off the
token, and unextractable keys cannot be revealed off the token even when encrypted
(though they can still be used as keys).

It is expected that access to private, sensitive, or unextractable objects by means other
than Cryptoki €.g., other programming interfaces, or reverse engineering of the device)
would be difficult.

If a device does not have a tamper-proof environment or protected memory in which to
store private and sensitive objects, the device may encrypt the objects with a master key
which is perhaps derived from the user’'s PIN. The particular mechanism for protecting
private objects is left to the device implementation, however.

Based on these features it should be possible to design applications in such a way that the
token can provide adequate security for the objects the applications manage.

Of course, cryptography is only one element of security, and the token is only one
component in a system. While the token itself may be secure, one must also consider the
security of the operating system by which the application interfaces to it, especially since
the PIN may be passed through the operating system. This can make it easy for a rogue
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application on the operating system to obtain the PIN; it is also possible that other devices
monitoring communication lines to the cryptographic device can obtain the PIN. Rogue
applications and devices may aso change the commands sent to the cryptographic device
to obtain services other than what the application requested.

It is important to be sure that the system is secure against such attack. Cryptoki may well
play a role here; for instance, a token may be involved in the “booting up” of the system.

We note that none of the attacks just described can compromise keys marked “sensitive,”
since a key that is sensitive will always remain sensitive. Similarly, a key that is
unextractable cannot be modified to be extractable.

An application may also want to be sure that the token is “legitimate” in some sense (for a
variety of reasons, including export restrictions and basic security). This is outside the
scope of the present standard, but it can be achieved by distributing the token with a built-
in, certified public/private-key pair, by which the token can prove its identity. The
certificate would be signed by an authority (presumably the one indicating that the token
Is “legitimate”) whose public key is known to the application. The application would
verify the certificate and challenge the token to prove its identity by signing a time-
varying message with its built-in private key.

Once a normal user has been authenticated to the token, Cryptoki does not restrict which
cryptographic operations the user may perform; the user may perform any operation
supported by the token. Some tokens may not even require any type of authentication to
make use of its cryptographic functions.

8. Platform- and compiler-dependent directivesfor C or C++

There is a large array of Cryptoki-related data types which are defined in the Cryptoki
header files. Certain packing- and pointer-related aspects of these types are platform- and
compiler-dependent; these aspects are therefore resolved on a platform-by-platform (or
compiler-by-compiler) basis outside of the Cryptoki header files by means of
preprocessor directives.

This means that when writing C or C++ code, certain preprocessor directives must be
issued before including a Cryptoki header file. These directives are described in the
remainder of Section 8.

8.1 Structure packing

Cryptoki structures are packed to occupy as little space as is possible. In particular, on
the Win32 and Winl16 platforms, Cryptoki structures should be packed with 1-byte
alignment. In a UNIX environment, it may or may not be necessary (or even possible) to
alter the byte-alignment of structures.
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8.2 Pointer-related macros

Because different platforms and compilers have different ways of dealing with different
types of pointers, Cryptoki requires the following 6 macros to be set outside the scope of
Cryptoki:

¢+ CK_PTR

CK_PTRIis the “indirection string” a given platform and compiler uses to make a pointer
to an object. It is used in the following fashion:

typedef CK_BYTE CK_PTR CK_BYTE PTR
¢ CK_DEFINE_FUNCTION

CK_DEFI NE_FUNCTI ON(r et urnType, nane), when followed by a parentheses-
enclosed list of arguments and a function definition, defines a Cryptoki API function in a
Cryptoki library. r et ur nType is the return type of the function, andne is its name.

It is used in the following fashion:

CK_DEFI NE_FUNCTI ON(CK_RV, C_ Initialize)(
CK_ VA D PTR pReserved
)

{
}
¢ CK_DECLARE_FUNCTION

CK_DECLARE_FUNCTI ON(r et ur nType, nane), when followed by a parentheses-
enclosed list of arguments and a semicolon, declares a Cryptoki API function in a
Cryptoki library. r et ur nType is the return type of the function, andne is its name.

It is used in the following fashion:

CK _DECLARE FUNCTION(CK RV, Clnitialize)(
CK_VA D _PTR pReserved
)

¢ CK_DECLARE_FUNCTION_POINTER

CK_DECLARE_FUNCTI ON_PO NTER(r et urnType, name), when followed by a
parentheses-enclosed list of arguments and a semicolon, declares a variable or type which
is a pointer to a Cryptoki API function in a Cryptoki libranyet ur nType is the return

type of the function, andane is its name. It can be used in either of the following
fashions to define a function pointer variabig,C |1 ni ti al i ze, which can point to a
C_Initialize function in a Cryptoki library (note that neither of the following code
shippets actuallgssigns a value tawyC I niti al i ze):
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CK_DECLARE_FUNCTI ON_PO NTER(CK_RV, nyC Initialize)(
CK_ VA D PTR pReserved
);

or:

t ypedef CK_DECLARE_FUNCTI ON_PO NTER( CK_RYV,
nyC InitializeType) (
CK_VA D _PTR pReserved

)
nyC lnitializeType nyClnitialize;

¢ CK_CALLBACK_FUNCTION

CK_CALLBACK_FUNCTI ON(r et ur nType, nane), when followed by a
parentheses-enclosed list of arguments and a semicolon, declares a variable or type which
is a pointer to an application callback function that can be used by a Cryptoki API
function in a Cryptoki library. ret urnType is the return type of the function, and
nane isits name. It can be used in either of the following fashions to define a function
pointer variable, my Cal | back, which can point to an application callback which takes
arguments ar gs and returns a CK_RV (note that neither of the following code snippets
actually assignsavalueto myCal | back):

CK_CALLBACK_FUNCTI ON( CK_RV, nyCal | back) (args);

or:
t ypedef CK_CALLBACK FUNCTI ON( CK_RV,
nmyCal | backType) (ar gs);
nyCal | backType nyCal | back;
¢ NULL PTR

NULL_PTR s the value of a NULL pointer. In any ANSI C environment—and in many
others as well-NULL_PTR should be defined simply as 0.

8.3 Sample platform- and compiler-dependent code

8.3.1 Win32

Developers using Microsoft Developer Studio 5.0 to produce C or C++ code which
implements or makes use of a Win32 Cryptoki .dIl might issue the following directives
before including any Cryptoki header files:

#pragma pack(push, cryptoki, 1)

#define CK_PTR *
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#define CK_DEFI NE_FUNCTI ON(returnType, nane) \
returnType _ decl spec(dl | export) name

#defi ne CK_DECLARE_FUNCTI ON(returnType, nane) \
returnType _ decl spec(dllinport) name

#defi ne CK_DECLARE_FUNCTI ON_PO NTER(returnType, nane) \
returnType __ decl spec(dllinport) (* nane)

#defi ne CK_CALLBACK FUNCTI ON(returnType, nane) \
returnType (* nane)

#i f ndef NULL_PTR
#define NULL_PTR O
#endi f

After including any Cryptoki header files, they might issue the following directives to
reset the structure packing to its earlier value:

#pragma pack(pop, cryptoki)
8.3.2 Winl6

Developers using a pre-5.0 version of Microsoft Developer Studio to produce C or C++
code which implements or makes use of a Win16 Cryptoki .dll might issue the following
directives before including any Cryptoki header files:

#pragma pack(1)
#define CK_PTR far *

#defi ne CK_DEFI NE_FUNCTI ON(returnType, nane) \
returnType _ _export _far _pascal nane

#defi ne CK_DECLARE_FUNCTI ON(returnType, nane) \
returnType _ _export _far _pascal nane

#defi ne CK_DECLARE_FUNCTI ON_PO NTER(r et urnType, nane) \
returnType __export _far _pascal (* nane)

#define CK_CALLBACK FUNCTI ON(returnType, nane) \
returnType _far _pascal (* nane)

#i f ndef NULL_PTR

#define NULL_PTR O
#endi f
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8.3.3 Generic UNIX

Developers performing generic UNIX development might issue the following directives
before including any Cryptoki header files:

#define CK_PTR *

#defi ne CK_DEFI NE_FUNCTI ON(returnType, nane) \
returnType nane

#defi ne CK_DECLARE_FUNCTI ON(ret urnType, nane) \
returnType nane

#defi ne CK_DECLARE_FUNCTI ON_PO NTER(r et urnType, nane) \
returnType (* nane)

#define CK_CALLBACK FUNCTI ON(returnType, nane) \
returnType (* nane)

#i f ndef NULL_PTR

#define NULL_PTR O
#endi f
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9. General datatypes

The genera Cryptoki data types are described in the following subsections. The data
types for holding parameters for various mechanisms, and the pointers to those
parameters, are not described here; these types are described with the information on the
mechanisms themselves, in Section 11.17.2.

A C or C++ source file in a Cryptoki application or library can define al these types (the
types described here and the types that are specifically used for particular mechanism
parameters) by including the top-level Cryptoki include file, pkcs11. h. pkcs1l. h,in
turn, includes the other Cryptoki include files, pkcs11t . h and pkcs11f. h. A source
filecan aso include just pkcs11t . h (instead of pkcs11. h); this defines most (but not
all) of the types specified here.

When including either of these header files, a source file must specify the preprocessor
directivesindicated in Section 8.

9.1 General information

Cryptoki represents general information with the following types:

¢+ CK_VERSION; CK_VERSION_PTR

CK_VERSION is a structure that describes the version of a Cryptoki interface, a
Cryptoki library, or an SSL implementation, or the hardware or firmware version of a slot
or token. Itisdefined asfollows:

typedef struct CK _VERSI ON {
CK_BYTE mmj or;

CK_BYTE m nor;
} CK _VERSI ON,

The fields of the structure have the following meanings:

maj or major version number (the integer portion of the
version)

minor minor version number (the hundredths portion of the
version)

For version 1.0, major = 1 and minor = 0. For version 2.1, major = 2 and minor = 10.
Minor revisions of the Cryptoki standard are always upwardly compatible within the
same major version number.

CK_VERSION_PTR isapointer to aCK_VERSION.
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¢ CK_INFO; CK_INFO_PTR

CK_INFO provides general information about Cryptoki. It isdefined as follows:

t ypedef struct CK | NFO {
CK_VERSI ON cr ypt oki Ver si on;
CK_UTF8CHAR manuf acturerl D 32];
CK_FLAGS fl ags;
CK_UTF8CHAR | i braryDescri ption[ 32];
CK_VERSI ON | i braryVersi on;

} CK_INFO

The fields of the structure have the following meanings:

cryptokiVersion  Cryptoki interface version number, for compatibility
with future revisions of thisinterface

manufacturerD ID of the Cryptoki library manufacturer. Must be
padded with the blank character (* *). Shooai be
null-terminated.

flags  bit flags reserved for future versions. Must be zero for
this version

libraryDescription  character-string description of the library. Must be
padded with the blank character (* *). Shooad be
null-terminated.

libraryVersion  Cryptoki library version number

For libraries written to this document, the valuecofptokiVersion should be 2.1; the
value oflibraryVersion is the version number of the library software itself.

CK_INFO_PTR is a pointer to &K _INFO.

¢ CK_NOTIFICATION

CK_NOTIFICATION holds the types of notifications that Cryptoki provides to an
application. It is defined as follows:

typedef CK_ULONG CK_NOTI FI CATI ON;

For this version of Cryptoki, the following types of notifications are defined:

#def i ne CKN_SURRENDER 0

The notifications have the following meanings:
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CKN_SURRENDER  Cryptoki is surrendering the execution of afunction
executing in a session so that the application may
perform other operations. After performing any
desired operations, the application should indicate to
Cryptoki whether to continue or cancel the function
(see Section 11.17.1).

9.2  Slot and token types

Cryptoki represents slot and token information with the following types:

¢ CK_SLOT_ID; CK_SLOT_ID_PTR

CK_SLOT_ID is a Cryptoki-assigned value that identifies a dot. It is defined as
follows:

t ypedef CK _ULONG CK SLOT I D;

A list of CK_SLOT IDs is returned by C_GetSlotList. A priori, any vaue of
CK_SLOT_ID can be a valid slot identifier—in particular, a system may have a slot
identified by the value 0. It need not have such a slot, however.

CK_SLOT_ID_PTR is a pointer to £K_SLOT _ID.

¢ CK_SLOT_INFO; CK_SLOT_INFO_PTR

CK_SLOT_INFO provides information about a slot. It is defined as follows:

typedef struct CK SLOT_I NFO {
CK_UTF8CHAR sl ot Descri ption[ 64] ;
CK_UTF8CHAR manuf acturer| D[ 32] ;
CK_FLAGS fl ags;
CK_VERSI ON har dwar eVer si on;
CK_VERSI ON firmnar eVer si on;

} CK_SLOT_I NFQ,

The fields of the structure have the following meanings:

slotDescription  character-string description of the slot. Must be
padded with the blank character (* *). Shooad be
null-terminated.

manufacturer|D ID of the slot manufacturer. Must be padded with the
blank character (* ). Shouldot be null-terminated.

Copyright © 1994-1999 RSA Security Inc.



40 PKCS#11 v2.10: CRYPTOGRAPHIC TOKEN INTERFACE STANDARD

flags  bitsflagsthat provide capabilities of theslot. The
flags are defined below

hardwareVersion version number of the slot’s hardware
firmwareVersion version number of the slot’s firmware

The following table defines théags field:

Table9, Slot Information Flags

Bit Flag Mask Meaning
CKF_TOKEN_PRESENT 0x00000001| TRUE if a token is present in the slof
(e.g., a device is in the reader)

CKF_REMOVABLE_DEVICE | 0x00000002| TRUE if the reader supports
removable devices
CKF_HW_SLOT 0x00000004| TRUE if the slot is a hardware slot, g4s
opposed to a software slot
implementing a “soft token”

For a given slot, the value of t@&KF_REMOVABLE_DEVICE flag never changes.

In addition, if this flag is not set for a given slot, then @leF_TOKEN_PRESENT

flag for that slot isalways set. That is, if a slot does not support a removable device, then
that slot always has a token in it.

CK_SLOT_INFO_PTR is a pointer to £K_SLOT_INFO.
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¢ CK_TOKEN_INFO; CK_TOKEN_INFO_PTR

CK_TOKEN_INFO providesinformation about atoken. It isdefined asfollows:

t ypedef struct CK _TOKEN I NFO {
CK_UTF8CHAR | abel [ 32] ;
CK_UTF8CHAR manuf acturerl D 32];
CK_UTF8CHAR nodel [ 16] ;

CK_CHAR seri al Nunber [ 16];

CK_FLAGS fl ags;

CK_ULONG ul MaxSessi onCount ;
CK_ULONG ul Sessi onCount ;
CK_ULONG ul MaxRwSessi onCount ;
CK_ULONG ul RwSessi onCount ;
CK_ULONG ul MaxPi nLen;
CK_ULONG ul M nPi nLen;
CK_ULONG ul Tot al Publ i cMenory;
CK_ULONG ul FreePubl i cMenory;
CK_ULONG ul Tot al Pri vat eMenory;
CK_ULONG ul FreePrivat eMenory;
CK_VERSI ON har dwar eVer si on;
CK_VERSI ON fi r mnar eVer si on;
CK_CHAR ut cTi e[ 16] ;

} CK_TOKEN | NFQ,

Thefields of the structure have the following meanings:

label

manufacturer|D

model

serial Number

flags

ulMaxSessionCount

application-defined label, assigned during token
initialization. Must be padded with the blank character
(*9). Shouldnot be null-terminated.

ID of the device manufacturer. Must be padded with
the blank character (* *). Shoutwt be null-
terminated.

model of the device. Must be padded with the blank
character (* ). Shouldot be null-terminated.

character-string serial number of the device. Must be
padded with the blank character (* *). Shooad be
null-terminated.

bit flags indicating capabilities and status of the device
as defined below

maximum number of sessions that can be opened with
the token at one time by a single application (see note
below)
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ul SessionCount

ulMaxRwSessionCount

ulRwSessionCount

ulMaxPinLen
ulMinPinLen

ul Total PublicMemory

ulFreePublicMemory

ul Total PrivateMemory

ulFreePrivateMemory

hardwareVersion
firmwareVersion

utcTime

number of sessions that this application currently has
open with the token (see note below)

maximum number of read/write sessions that can be
opened with the token at one time by asingle
application (see note below)

number of read/write sessions that this application
currently has open with the token (see note below)

maximum length in bytes of the PIN
minimum length in bytes of the PIN

the total amount of memory on the token in bytesin
which public objects may be stored (see note below)

the amount of free (unused) memory on the token in
bytes for public objects (see note below)

the total amount of memory on the token in bytesin
which private objects may be stored (see note below)

the amount of free (unused) memory on the token in
bytes for private objects (see note below)

version number of hardware
version number of firmware

current time as a character-string of length 16,

represented in the format YYYYMMDDhhmmssxx (4
charactersfor the year; 2 characters each for the

month, the day, the hour, the minute, and the second;

and 2 additional reserved ‘0’ characters). The value of
this field only makes sense for tokens equipped with a
clock, as indicated in the token information flags (see
Table 10)
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The following table defines the flags field:

Table 10, Token Information Flags

Bit Flag Mask Meaning

CKF_RNG 0x00000001 | TRUE if the token
hasits own
random number
generator

CKF_WRITE_PROTECTED 0x00000002 | TRUE if the token
iswrite-protected
(see below)

CKF_LOGIN_REQUIRED 0x00000004 | TRUE if there are
some
cryptographic
functionsthat a
user must be
logged in to
perform

CKF_USER _PIN_INITIALIZED 0x00000008 | TRUE if the
normal user’s PIN
has been initializeg

CKF_RESTORE_KEY_ NOT_NEEDED 0x00000020] TRUE if a
successful save of
a session’s
cryptographic
operations state
always contains all
keys needed to
restore the state o
the session

CKF_CLOCK_ON_TOKEN 0x00000040| TRUE if token has|
its own hardware
clock

CKF_PROTECTED_AUTHENTICATION_PATH| 0x00000100| TRUE if token has
a “protected
authentication
path”, whereby a
user can log into
the token without
passing a PIN
through the
Cryptoki library
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Bit Flag

Mask

Meaning

CKF_DUAL_CRYPTO_OPERATIONS

0x00000200

TRUE if asingle
session with the
token can perform
dual cryptographic
operations (see
Section 11.13)

CKF_TOKEN_INITIALIZED

0x00000400

TRUE if the token
has been initialized
using

C _InitializeToken
or an equivalent
mechanism outside
the scope of this
standard. Calling

C _InitializeToken
when thisflagis
set will cause the
token to be
reinitialized.

CKF_SECONDARY_AUTHENTICATION

0x00000800

TRUE if the token
supports secondary
authentication for
private key
objects.

CKF_USER_PIN_COUNT_LOW

0x00010000

TRUE if an
incorrect user
login PIN has been
entered at least
once since the last
successful
authentication.

CKF_USER_PIN_FINAL_TRY

0x00020000

TRUE if supplying
an incorrect user
PIN will it to
become locked.

CKF_USER_PIN_LOCKED

0x00040000

TRUE if the user
PIN has been
locked. User login
to the token is not
possible.
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Bit Flag Mask Meaning

CKF_USER_PIN_TO BE_CHANGED 0x00080000 | TRUE if the user
PIN valueisthe
default value set
by token
initialization or
manufacturing.

CKF_SO PIN_COUNT_LOW 0x00100000 | TRUE if an
incorrect SO login
PIN has been
entered at least
once since the last
successful
authentication.

CKF_SO PIN_FINAL_TRY 0x00200000 | TRUE if supplying
an incorrect SO
PIN will it to
become locked.

CKF_SO PIN_LOCKED 0x00400000 | TRUE if the user
PIN has been
locked. User login
to the token is not
possible.

CKF SO PIN_TO BE_CHANGED 0x00800000 | TRUE if the SO
PIN valueisthe
default value set
by token
initialization or
manufacturing.

Exactly what the CKF_WRITE_PROTECTED flag means is not specified in Cryptoki.
An application may be unable to perform certain actions on a write-protected token; these
actions can include any of the following, among others:

» Creating/modifying/del eting any object on the token.

» Creating/modifying/del eting a token object on the token.

* Changing the SO’s PIN.

» Changing the normal user’s PIN.
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The CKF_USER_PIN_COUNT_LOW, CKF_USER_PIN_COUNT_LOW,
CKF_USER_PIN_FINAL_TRY, and CKF_SO_PIN_FINAL_TRY flags may always
be set to FALSE if the token does not support the functionality or will not reveal the
information because of its security policy.

The CKF_USER_PIN_TO BE_CHANGED and
CKF_SO_PIN_TO_BE_CHANGED flags may always be set to FALSE if the token
does not support the functionality.

Note: The fieds ulMaxSessionCount, ulSessionCount, ulMaxRwSessionCount,
ulRwSessionCount, ul Total PublicMemory, ulFreePublicMemory, ul Total PrivateMemory,
and ulFreePrivateMemory can have the Specia value
CK_UNAVAILABLE_INFORMATION, which means that the token and/or library is
unable or unwilling to provide that information. In addition, the fields
ulMaxSessionCount and ulMaxRwSessionCount can have the specid vaue
CK_EFFECTIVELY _INFINITE, which means that there is no practica limit on the
number of sessions (resp. R/W sessions) an application can have open with the token.

These values are defined as

#defi ne CK_UNAVAI LABLE | NFORMVATI ON (~0UL)
#def i ne CK_EFFECTI VELY_I NFI NI TE 0

It is important to check these fields for these specia values. This is particularly true for
CK_EFFECTIVELY _INFINITE, since an application seeing this value in the
ulMaxSessionCount or ulMaxRwSessionCount field would otherwise conclude that it
can’t operany sessions with the token, which is far from being the case.

The upshot of all this is that the correct way to interpret (for example) the
ulMaxSessionCount field is something along the lines of the following:

CK_TOKEN_I NFO i nf o;

if ((OK_LONG info.ul MaxSessi onCount
== CK_UNAVAI LABLE | NFORVATI ON) {
/* Token refuses to give val ue of ul MaxSessi onCount */

} else i f (info.ul MaxSessi onCount ==
CK_EFFECTI VELY_INFINITE) {
/* Application can open as nmany sessions as it wants */
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} else {
/ * ul MaxSessi onCount really does contain what it should
*/

}

CK_TOKEN_INFO_PTR isapointer toaCK_TOKEN_INFO.

9.3  Session types

Cryptoki represents session information with the following types:

¢ CK_SESSION_HANDLE; CK_SESSION_HANDLE_PTR

CK_SESSION_HANDLE is a Cryptoki-assigned value that identifies a session. It is
defined as follows:

typedef CK_ULONG CK_SESSI ON_HANDLE;

Valid session handles in Cryptoki always have nonzero values. For developers’
convenience, Cryptoki defines the following symbolic value:

#defi ne CK_I NVALI D_HANDLE 0

CK_SESSION_HANDLE_PTR is a pointer to £K_SESSION_HANDLE.

¢ CK_USER_TYPE

CK_USER_TYPE holds the types of Cryptoki users described in Section 6.4. It is
defined as follows:

typedef CK _ULONG CK_USER_TYPE;
For this version of Cryptoki, the following types of users are defined:

#define CKU SO 0
#defi ne CKU USER 1

¢ CK_STATE

CK_STATE holds the session state, as described in Sections 6.6.1 and 6.6.2. It is defined
as follows:

t ypedef CK _ULONG CK_STATE;

Copyright © 1994-1999 RSA Security Inc.



48 PKCS#11 v2.10: CRYPTOGRAPHIC TOKEN INTERFACE STANDARD

For this version of Cryptoki, the following session states are defined:

#defi ne CKS_RO PUBLI C_SESSI ON 0
#defi ne CKS_RO_USER_FUNCTI ONS 1
#defi ne CKS_RW PUBLI C_SESSI ON 2
#defi ne CKS_RW USER_FUNCTI ONS 3
#defi ne CKS_RW SO FUNCTIONS 4

¢ CK_SESSION_INFO; CK_SESSION_INFO_PTR

CK_SESSION_INFO providesinformation about a session. It isdefined asfollows:
t ypedef struct CK_SESSI ON I NFO {
CK SLOT_ID slotl D
CK_STATE st at e;
CK_FLAGS fl ags;

CK_ULONG ul Devi ceError;
} CK_SESSI ON_I NFQ,

Thefields of the structure have the following meanings:
dotID ID of the dot that interfaces with the token
state the state of the session

flags  hit flags that define the type of session; the flags are
defined below

ulDeviceError an error code defined by the cryptographic device.
Used for errors not covered by Cryptoki.

The following table defines the flags field:

Table 11, Session Information Flags

Bit Flag Mask Meaning

CKF_RW_SESSION 0x00000002 | TRUE if the session is read/write; FALSE
if the session is read-only

CKF_SERIAL_SESSION | 0x00000004 | Thisflagis provided for backward
compatibility, and should always be set to
TRUE

CK_SESSION_INFO_PTR isapointer to aCK_SESSION_INFO.
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9.4  Object types

Cryptoki represents object information with the following types:

¢+ CK_OBJECT HANDLE; CK_OBJECT_HANDLE_PTR

CK_OBJECT_HANDLE is a token-specific identifier for an object. It is defined as
follows:

t ypedef CK_ULONG CK_OBJECT HANDLE;

When an object is created or found on a token by an application, Cryptoki assigns it an

object handle for that application’s sessions to use to access it. A particular object on a
token does not necessarily have a handle which is fixed for the lifetime of the object;
however, if a particular session can use a particular handle to access a particular object,
then that session will continue to be able to use that handle to access that object as long as
the session continues to exist, the object continues to exist, and the object continues to be
accessible to the session.

Valid object handles in Cryptoki always have nonzero values. For developers’
convenience, Cryptoki defines the following symbolic value:

#defi ne CK_I NVALI D_HANDLE 0

CK_OBJECT_HANDLE_PTR is a pointer to £K_OBJECT_HANDLE.

¢ CK_OBJECT CLASS; CK_OBJECT_CLASS PTR

CK_OBJECT_CLASS is a value that identifies the classes (or types) of objects that
Cryptoki recognizes. It is defined as follows:

t ypedef CK ULONG CK_OBJECT CLASS:

For this version of Cryptoki, the following classes of objects are defined:

#defi ne CKO_DATA 0x00000000
#defi ne CKO_CERTI FI CATE 0x00000001
#defi ne CKO_PUBLI C_KEY 0x00000002
#defi ne CKO_PRI VATE_KEY 0x00000003
#defi ne CKO_SECRET_KEY 0x00000004
#defi ne CKO_HW FEATURE 0x00000005

#def i ne CKO_VENDCOR _DEFI NED 0x80000000
Object classeCKO_VENDOR_DEFINED and above are permanently reserved for

token vendors. For interoperability, vendors should register their object classes through
the PKCS process.
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CK_OBJECT_CLASS PTRisapointer toaCK_OBJECT_CLASS.

¢+ CK_HW_FEATURE_TYPE

CK_HW_FEATURE_TYPE is a vaue that identifies a hardware feature type of a
device. It is defined as follows:

t ypedef CK_ULONG CK_HW FEATURE_TYPE;
For this version of Cryptoki, the following hardware feature types are defined:
#defi ne CKH_MONOTONI C_COUNTER 0x00000001

#defi ne CKH_CLOCK 0x00000002
#defi ne CKH_VENDCOR_DEFI NED 0x80000000

Feature types CKH_VENDOR_DEFINED and above are permanently reserved for

token vendors. For interoperability, vendors should register their feature types through
the PKCS process.

¢+ CK_KEY_TYPE

CK_KEY_TYPE isavauethat identifies akey type. It is defined as follows:
t ypedef CK _ULONG CK_KEY_TYPE;

For this version of Cryptoki, the following key types are defined:

#defi ne CKK_RSA 0x00000000
#defi ne CKK_DSA 0x00000001
#defi ne CKK_DH 0x00000002
#defi ne CKK_ECDSA 0x00000003
#defi ne CKK_KEA 0x00000005
#defi ne CKK_GENERI C_SECRET 0x00000010
#defi ne CKK_RC2 0x00000011
#defi ne CKK_RC4 0x00000012
#defi ne CKK_DES 0x00000013
#defi ne CKK_DES2 0x00000014
#defi ne CKK_DES3 0x00000015
#defi ne CKK_CAST 0x00000016
#defi ne CKK_CAST3 0x00000017
#defi ne CKK_CAST5 0x00000018
#defi ne CKK_CAST128 0x00000018
#defi ne CKK_RC5 0x00000019
#defi ne CKK_| DEA O0x0000001A
#defi ne CKK_SKI PJACK 0x0000001B
#defi ne CKK_BATON 0x0000001C
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#defi ne CKK_JUNI PER 0x0000001D
#def i ne CKK_CDMF 0x0000001E
#defi ne CKK_VENDOR DEFI NED 0x80000000

Key types CKK_VENDOR_DEFINED and above are permanently reserved for token
vendors. For interoperability, vendors should register their key types through the PKCS
process.

¢ CK_CERTIFICATE_TYPE

CK_CERTIFICATE_TYPE is avalue that identifies a certificate type. It is defined as
follows:

t ypedef CK_ULONG CK_CERTI FI CATE_TYPE;

For thisversion of Cryptoki, the following certificate types are defined:

#defi ne CKC_X 509 0x00000000
#define CKC_X _509_ATTR_CERT 0x00000001
#defi ne CKC_VENDCOR_DEFI NED 0x80000000

Certificate types CKC_VENDOR_DEFINED and above are permanently reserved for
token vendors. For interoperability, vendors should register their certificate types through
the PKCS process.

¢ CK_ATTRIBUTE_TYPE

CK_ATTRIBUTE_TYPE is a value that identifies an attribute type. It is defined as
follows:

typedef CK_ULONG CK_ATTRI BUTE_TYPE;

For this version of Cryptoki, the following attribute types are defined:

#define CKA_CLASS 0x00000000
#defi ne CKA_TOKEN 0x00000001
#defi ne CKA PRI VATE 0x00000002
#defi ne CKA_LABEL 0x00000003
#defi ne CKA_APPLI CATI ON 0x00000010
#defi ne CKA_VALUE 0x00000011
#defi ne CKA OBJECT ID 0x00000012
#defi ne CKA_CERTI FI CATE_TYPE  0x00000080
#defi ne CKA | SSUER 0x00000081
#defi ne CKA_SERI AL_NUVBER 0x00000082
#defi ne CKA _AC | SSUER 0x00000083
#defi ne CKA_OWKER 0x00000084
#defi ne CKA _ATTR TYPES 0x00000085
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#def i ne CKA _KEY_TYPE 0x00000100
#def i ne CKA_SUBJECT 0x00000101
#define CKA ID 0x00000102
#def i ne CKA_SENSI Tl VE 0x00000103
#defi ne CKA_ENCRYPT 0x00000104
#def i ne CKA_DECRYPT 0x00000105
#def i ne CKA WRAP 0x00000106
#def i ne CKA_UNWRAP 0x00000107
#def i ne CKA_SI GN 0x00000108
#def i ne CKA_SI GN_RECOVER 0x00000109
#defi ne CKA VERI FY 0Ox0000010A
#def i ne CKA_VERI FY_RECOVER 0x0000010B
#def i ne CKA DERI VE 0x0000010C
#def i ne CKA_START_DATE 0x00000110
#def i ne CKA_END DATE 0x00000111
#def i ne CKA_MODULUS 0x00000120
#def i ne CKA _MODULUS BI TS 0x00000121
#def i ne CKA_PUBLI C_EXPONENT 0x00000122
#def i ne CKA PRI VATE_EXPONENT  0x00000123
#defi ne CKA PRI MVE_1 0x00000124
#defi ne CKA PRI MVE 2 0x00000125
#def i ne CKA_EXPONENT_1 0x00000126
#def i ne CKA_EXPONENT_2 0x00000127
#def i ne CKA_COEFFI Cl ENT 0x00000128
#def i ne CKA PRI ME 0x00000130
#def i ne CKA_SUBPRI ME 0x00000131
#def i ne CKA_BASE 0x00000132
#defi ne CKA VALUE BI TS 0x00000160
#defi ne CKA VALUE LEN 0x00000161
#def i ne CKA_EXTRACTABLE 0x00000162
#def i ne CKA_LOCAL 0x00000163
#def i ne CKA_NEVER_EXTRACTABLE 0x00000164
#defi ne CKA ALWAYS SENSI TIVE  0x00000165
#def i ne CKA_MODI FI ABLE 0x00000170
#def i ne CKA_ECDSA PARANS 0x00000180
#defi ne CKA_EC PO NT 0x00000181
#def i ne CKA_SECONDARY_AUTH 0x00000200
#def i ne CKA_AUTH_PI N_FLAGS 0x00000201
#def i ne CKA _HW FEATURE_TYPE 0x00000300
#define CKA RESET_ON INT 0x00000301
#def i ne CKA HAS RESET 0x00000302
#def i ne CKA_VENDOR _DEFI NED 0x80000000
Section 9.7 defines the attributes for each object class. Attribute types

CKA_VENDOR_DEFINED and above are permanently reserved for token vendors.
For interoperability, vendors should register their attribute types through the PKCS
process.
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¢ CK_ATTRIBUTE; CK_ATTRIBUTE_PTR

CK_ATTRIBUTE is astructure that includes the type, value, and length of an attribute.
It is defined as follows:

t ypedef struct CK _ATTRI BUTE {
CK_ATTRI BUTE_TYPE type;
CK_VA D _PTR pVal ue;
CK_ULONG ul Val uelLen;

} CK_ATTRI BUTE;

The fields of the structure have the following meanings:
type  theattribute type
pValue  pointer to the value of the attribute
ulValueLen  lengthin bytes of the value

If an attribute has no value, then ulValuelLen = 0, and the value of pValueisirrelevant. An

array of CK_ATTRIBUTEs is called a “template” and is used for creating, manipulating
and searching for objects. The order of the attributes in a tenmelatematters, even if

the template contains vendor-specific attributes. Notepaliue is a “void” pointer,
facilitating the passing of arbitrary values. Both the application and Cryptoki library must
ensure that the pointer can be safely cast to the expectedigpenithout word-
alignment errors).

CK_ATTRIBUTE_PTR is a pointer to £K_ATTRIBUTE.

¢+ CK_DATE

CK_DATE is a structure that defines a date. It is defined as follows:
typedef struct CK _DATE {
CK_CHAR year|[ 4];
CK_CHAR nont h[ 2] ;
CK_CHAR day|[ 2] ;
} CK_DATE;
The fields of the structure have the following meanings:
year  the year (“*1900” - “9999”)
month  the month (“01” - “127)

day the day (‘01" -*“31")
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The fields hold numeric characters from the character set in Table 3, not the literal byte
values.
9.5 Datatypesfor mechanisms

Cryptoki supports the following types for describing mechanisms and parameters to them:

¢ CK_MECHANISM_TYPE; CK_MECHANISM_TYPE_PTR

CK_MECHANISM_TYPE is avalue that identifies a mechanism type. It is defined as
follows:

t ypedef CK_ULONG CK_MECHANI SM TYPE;

For Cryptoki Version 2.1, the following mechanism types are defined:

#defi ne CKM RSA PKCS KEY_PAI R_GEN 0x00000000
#defi ne CKM_RSA PKCS 0x00000001
#defi ne CKM RSA 9796 0x00000002
#defi ne CKM_RSA X 509 0x00000003
#defi ne CKM MD2_RSA PKCS 0x00000004
#defi ne CKM_MD5_RSA PKCS 0x00000005
#defi ne CKM SHA1 RSA PKCS 0x00000006
#defi ne CKM RI PEMD128_RSA PKCS 0x00000007
#defi ne CKM RI PEMD160_RSA PKCS 0x00000008
#defi ne CKM RSA PKCS_ OAEP 0x00000009
#defi ne CKM DSA KEY_ PAI R_GEN 0x00000010
#defi ne CKM DSA 0x00000011
#defi ne CKM DSA SHAL 0x00000012
#defi ne CKM DH PKCS_KEY_PAI R_CGEN 0x00000020
#defi ne CKM DH PKCS_DERI VE 0x00000021
#defi ne CKM RC2_KEY_CEN 0x00000100
#defi ne CKM RC2_ECB 0x00000101
#defi ne CKM RC2_CBC 0x00000102
#defi ne CKM RC2_NMAC 0x00000103
#defi ne CKM RC2_MAC_ GENERAL 0x00000104
#defi ne CKM RC2_CBC _PAD 0x00000105
#defi ne CKM RC4_KEY_GEN 0x00000110
#defi ne CKM RC4 0x00000111
#defi ne CKM DES_KEY_CEN 0x00000120
#defi ne CKM DES ECB 0x00000121
#defi ne CKM DES CBC 0x00000122
#define CKM DES MAC 0x00000123
#defi ne CKM DES MAC GENERAL 0x00000124
#defi ne CKM DES CBC PAD 0x00000125
#defi ne CKM DES2_KEY_GEN 0x00000130
#defi ne CKM DES3_KEY_ GEN 0x00000131
#defi ne CKM DES3_ECB 0x00000132
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#def i
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ne
ne
ne
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CKM DES3_CBC
CKM_DES3_MAC

CKM DES3_MAC_GENERAL
CKM_DES3_CBC_PAD
CKM_CDVF_KEY_GEN
CKM_CDVF_ECB
CKM_CDMF_CBC
CKM_CDVF_MAC
CKM_CDVF_MAC_GENERAL
CKM_CDVF_CBC_PAD
CKM_NVD2
CKM_MVD2_HVAC
CKM_MVD2_HVAC_GENERAL
CKM_MD5

CKM_MVD5_HVAC
CKM_MVD5_HVAC_GENERAL
CKM _SHA 1
CKM_SHA_1_HVAC
CKM_SHA 1_HVAC GENERAL
CKM_RI PEMD128

CKM_RI PEMD128_HVAC

CKM_RI PEMD128_HVAC_GENERAL

CKM_RI PEMD160
CKM_RI PEMD160_HVAC

CKM_RI PEMD160_HVAC_GENERAL

CKM_CAST_KEY_GEN
CKM_CAST_ECB
CKM_CAST_CBC
CKM_CAST_MAC
CKM_CAST_MAC_GENERAL
CKM_CAST_CBC_PAD
CKM_CAST3_KEY_GEN
CKM_CAST3_ECB
CKM_CAST3_CBC
CKM_CAST3_MAC
CKM_CAST3_MAC_GENERAL
CKM_CAST3_CBC_PAD
CKM_CAST5_KEY_GEN
CKM_CAST128 KEY_ GEN
CKM_CAST5_ECB
CKM_CAST128 ECB
CKM_CAST5_CBC
CKM_CAST128 CBC
CKM_CAST5_MAC
CKM_CAST128 NMAC
CKM_CAST5_MAC_GENERAL
CKM_CAST128 MAC GENERAL
CKM_CAST5_CBC_PAD
CKM_CAST128_ CBC PAD
CKM_RC5_KEY_GEN

0x00000133
0x00000134
0x00000135
0x00000136
0x00000140
0x00000141
0x00000142
0x00000143
0x00000144
0x00000145
0x00000200
0x00000201
0x00000202
0x00000210
0x00000211
0x00000212
0x00000220
0x00000221
0x00000222
0x00000230
0x00000231
0x00000232
0x00000240
0x00000241
0x00000242
0x00000300
0x00000301
0x00000302
0x00000303
0x00000304
0x00000305
0x00000310
0x00000311
0x00000312
0x00000313
0x00000314
0x00000315
0x00000320
0x00000320
0x00000321
0x00000321
0x00000322
0x00000322
0x00000323
0x00000323
0x00000324
0x00000324
0x00000325
0x00000325
0x00000330
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CKM RC5_ECB

CKM_RC5_CBC

CKM_RC5_MAC
CKM_RC5_MAC_GENERAL
CKM_RC5_CBC_PAD

CKM_| DEA_KEY_GEN

CKM_| DEA_ECB

CKM_| DEA_CBC

CKM_| DEA_MAC

CKM_| DEA_MAC_GENERAL

CKM_| DEA_CBC_PAD
CKM_GENERI C_SECRET_KEY_GEN
CKM_CONCATENATE_BASE_AND KEY

CKM_CONCATENATE_BASE_AND_DATA
CKM_CONCATENATE_DATA_AND_BASE

CKM_XOR_BASE_AND DATA
CKM_EXTRACT_KEY_FROM KEY
CKM_SSL3_PRE_MASTER KEY_GEN
CKM_SSL3_MASTER KEY DERI VE
CKM_SSL3_KEY_AND_MAC _DERI VE
CKM_SSL3_MD5_MAC
CKM_SSL3_SHAL_MAC
CKM_NVD5_KEY_DERI VATI ON
CKM_VD2_KEY_DERI VATI ON
CKM_SHAL KEY DERI VATI ON
CKM_PBE_MD2_DES_CBC
CKM_PBE_MD5_DES_CBC
CKM_PBE_MD5_CAST_CBC
CKM_PBE_MD5_CAST3_CBC
CKM_PBE_MD5_CAST5_CBC
CKM_PBE_MD5_CAST128_CBC
CKM_PBE_SHAL CAST5_CBC
CKM_PBE_SHA1_CAST128_ CBC
CKM_PBE_SHA1_RC4_128
CKM_PBE_SHA1_RC4_40
CKM_PBE_SHA1_DES3_EDE_CBC
CKM_PBE_SHA1_DES2_EDE_CBC
CKM_PBE_SHA1_RC2_128_CBC
CKM_PBE_SHA1_RC2_40 CBC
CKM_PKCS5_PBKD2

CKM_PBA SHAL W TH_SHA1 HVAC
CKM_KEY_WRAP_LYNKS

CKM_KEY WRAP_SET_QAEP
CKM_SKI PJACK_KEY_GEN

CKM_SKI PJACK_ECB64

CKM_SKI PJACK_CBC64

CKM_SKI PJACK_OFB64

CKM_SKI PJACK_CFB64

CKM_SKI PJACK_CFB32

CKM_SKI PJACK_CFB16
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0x00000331
0x00000332
0x00000333
0x00000334
0x00000335
0x00000340
0x00000341
0x00000342
0x00000343
0x00000344
0x00000345
0x00000350
0x00000360
0x00000362
0x00000363
0x00000364
0x00000365
0x00000370
0x00000371
0x00000372
0x00000380
0x00000381
0x00000390
0x00000391
0x00000392
0x000003A0
0x000003A1
0x000003A2
0x000003A3
0x000003A4
0x000003A4
0x000003A5
0x000003A5
0x000003A6
0x000003A7
0x000003A8
0x000003A9
O0x000003AA
0x000003AB
0x000003B0O
0x000003C0
0x00000400
0x00000401
0x00001000
0x00001001
0x00001002
0x00001003
0x00001004
0x00001005
0x00001006
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#defi ne CKM_SKI PJACK CFB8 0x00001007
#defi ne CKM SKI PJACK WRAP 0x00001008
#defi ne CKM _SKI PJACK PRI VATE WRAP 0x00001009
#defi ne CKM SKI PJACK RELAYX 0x0000100a
#defi ne CKM KEA KEY_ PAI R _CGEN 0x00001010
#defi ne CKM KEA KEY_DERI VE 0x00001011
#defi ne CKM FORTEZZA Tl MESTAMP 0x00001020
#defi ne CKM BATON KEY_ GEN 0x00001030
#defi ne CKM BATON ECB128 0x00001031
#defi ne CKM BATON _ECB96 0x00001032
#defi ne CKM BATON CBC128 0x00001033
#defi ne CKM BATON_ COUNTER 0x00001034
#defi ne CKM BATON_SHUFFLE 0x00001035
#defi ne CKM BATON WRAP 0x00001036
#defi ne CKM ECDSA KEY_ PAlI R_GEN 0x00001040
#defi ne CKM ECDSA 0x00001041
#defi ne CKM ECDSA SHA1 0x00001042
#define CKM JUNI PER_KEY_GEN 0x00001060
#defi ne CKM_JUNI PER ECB128 0x00001061
#defi ne CKM JUNI PER CBC128 0x00001062
#defi ne CKM_JUNI PER_COUNTER 0x00001063
#defi ne CKM JUNI PER_SHUFFLE 0x00001064
#defi ne CKM_JUNI PER WRAP 0x00001065
#defi ne CKM FASTHASH 0x00001070
#def i ne CKM _VENDOR DEFI NED 0x80000000

Mechanism types CKM_VENDOR_DEFINED and above are permanently reserved for
For interoperability, vendors should register their mechanism types
through the PKCS process.

token vendors.

CK_MECHANISM_TYPE_PTR isapointer toaCK_MECHANISM_TYPE.

¢ CK_MECHANISM; CK_MECHANISM_PTR

CK_MECHANISM is a dtructure that specifies a particular mechanism and any
parametersit requires. It is defined asfollows:

t ypedef

struct CK_MECHANI SM {

CK_MECHANI SM TYPE nechani sm
CK VA D_PTR pPar anet er,
CK_ULONG ul Par anet er Len;

} CK_MECHANI SM

The fields of the structure have the following meanings:
mechanism  thetype of mechanism

pParameter pointer to the parameter if required by the mechanism
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ulParameterLen  length in bytes of the parameter

Note that pParameter is a “void” pointer, facilitating the passing of arbitrary values.
Both the application and the Cryptoki library must ensure that the pointer can be safely
cast to the expected typee(, without word-alignment errors).

CK_MECHANISM_PTR is a pointer to £&K_MECHANISM.

¢ CK_MECHANISM_INFO; CK_MECHANISM_INFO_PTR

CK_MECHANISM _INFO is a structure that provides information about a particular
mechanism. It is defined as follows:

t ypedef struct CK_MECHANI SM I NFO {
CK_ULONG ul M nKeySi ze;
CK_ULONG ul MaxKeySi ze;
CK_FLAGS fl ags;

} CK_MECHANI SM | NFO,

The fields of the structure have the following meanings:

ulMinKeySze  the minimum size of the key for the mechanism
(whether this is measured in bits or in bytes is
mechanism-dependent)

uMaxKeySze  the maximum size of the key for the mechanism
(whether this is measured in bits or in bytes is
mechanism-dependent)

flags  bit flags specifying mechanism capabilities

For some mechanisms, théMinKeySze and ulMaxKeySze fields have meaningless
values.

The following table defines thitags field:

Copyright © 1994-1999 RSA Security Inc.



9. GENERAL DATA TYPES

Table 12, M echanism Information Flags
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Bit Flag Mask Meaning

CKF_HW 0x00000001 | TRUE if the mechanismis
performed by the device; FALSE if
the mechanism is performed in
software

CKF_ENCRYPT 0x00000100 | TRUE if the mechanism can be used
with C_Encryptlnit

CKF_DECRYPT 0x00000200 | TRUE if the mechanism can be used
with C_Decryptlnit

CKF_DIGEST 0x00000400 | TRUE if the mechanism can be used
with C_DigestInit

CKF_SIGN 0x00000800 | TRUE if the mechanism can be used
with C_Signlnit

CKF_SIGN_RECOVER 0x00001000 | TRUE if the mechanism can be used
with C_SignRecover | nit

CKF_VERIFY 0x00002000 | TRUE if the mechanism can be used
with C_Verifylnit

CKF_VERIFY_RECOVER 0x00004000 | TRUE if the mechanism can be used
with C_VerifyRecover I nit

CKF_GENERATE 0x00008000 | TRUE if the mechanism can be used
with C_GenerateK ey

CKF_GENERATE_KEY_PAIR | 0x00010000 | TRUE if the mechanism can be used
with C_GenerateK eyPair

CKF_WRAP 0x00020000 | TRUE if the mechanism can be used
with C_WrapKey

CKF_UNWRAP 0x00040000 | TRUE if the mechanism can be used
with C_UnwrapKey

CKF_DERIVE 0x00080000 | TRUE if the mechanism can be used
with C_DeriveKey

CKF_EXTENSION 0x80000000 | TRUE if thereis an extension to the

flags, FALSE if no extensions.
Must be FALSE for thisversion.

CK_MECHANISM_INFO_PTR isapointer to aCK_MECHANISM_INFO.

9.6  Function types

Cryptoki represents information about functions with the following data types:
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¢+ CK_RV
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CK_RV isavaue that identifies the return value of a Cryptoki function. It is defined as

follows;

t ypedef CK _ULONG CK RV,

For this version of Cryptoki, the following return values are defined:

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

CKR_OK
CKR_CANCEL

CKR_HOST_MEMORY

CKR_SLOT_I D_I NVALI D
CKR_GENERAL_ERROR

CKR_FUNCTI ON_FAI LED
CKR_ARGUMENTS_BAD
CKR_NO_EVENT
CKR_NEED_TO_CREATE_THREADS
CKR_CANT_LOCK

CKR_ATTRI BUTE_READ_ONLY
CKR_ATTRI BUTE_SENSI TI VE
CKR_ATTRI BUTE_TYPE_I NVALI D
CKR_ATTRI BUTE_VALUE_| NVALI D
CKR_DATA_| NVALI D
CKR_DATA_LEN_ RANGE

CKR_DEVI CE_ERROR

CKR_DEVI CE_MEMORY

CKR_DEVI CE_REMOVED
CKR_ENCRYPTED DATA | NVALI D
CKR_ENCRYPTED_DATA_LEN_RANGE
CKR_FUNCTI ON_CANCELED
CKR_FUNCTI ON_NOT_PARALLEL
CKR_FUNCTI ON_NOT_SUPPORTED
CKR_KEY_HANDLE_| NVALI D
CKR_KEY_S| ZE_ RANGE
CKR_KEY_TYPE_| NCONSI STENT
CKR_KEY_NOT_NEEDED
CKR_KEY_CHANGED

CKR_KEY NEEDED

CKR_KEY_I NDI GESTI BLE
CKR_KEY_FUNCTI ON_NOT_PERM TTED
CKR_KEY_NOT_WRAPPABLE
CKR_KEY_UNEXTRACTABLE
CKR_MECHANI SM | NVALI D
CKR_MECHANI SM_PARAM | NVALI D
CKR_OBJECT_HANDLE_| NVALI D
CKR_OPERATI ON_ACTI VE
CKR_OPERATI ON_NOT_I NI TI ALI ZED
CKR_PI N_| NCORRECT

CKR_PI N_I NVALI D
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0x00000000
0x00000001
0x00000002
0x00000003
0x00000005
0x00000006
0x00000007
0x00000008
0x00000009
0x0000000A
0x00000010
0x00000011
0x00000012
0x00000013
0x00000020
0x00000021
0x00000030
0x00000031
0x00000032
0x00000040
0x00000041
0x00000050
0x00000051
0x00000054
0x00000060
0x00000062
0x00000063
0x00000064
0x00000065
0x00000066
0x00000067
0x00000068
0x00000069
0x0000006A
0x00000070
0x00000071
0x00000082
0x00000090
0x00000091
0x000000A0
O0x000000A1
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#define CKR_PI N_LEN RANGE 0x000000A2
#def i ne CKR_PI N_EXPI RED 0x000000A3
#defi ne CKR_PI N_LOCKED 0x000000A4
#def i ne CKR_SESSI ON_CLOSED 0x000000BO
#def i ne CKR_SESSI ON_COUNT 0x000000B1
#def i ne CKR_SESSI ON_HANDLE | NVALI D 0x000000B3
#defi ne CKR_SESSI ON_PARALLEL_NOT_SUPPORTED 0x000000B4
#def i ne CKR_SESSI ON_READ _ONLY 0x000000B5
#def i ne CKR_SESSI ON_EXI STS 0x000000B6
#def i ne CKR_SESSI ON_READ _ONLY_EXI STS 0x000000B7
#def i ne CKR_SESSI ON_READ WRI TE_SO EXI STS 0x000000B8
#def i ne CKR_SI GNATURE | NVALI D 0x000000C0
#defi ne CKR_SI GNATURE_LEN_ RANGE 0x000000C1
#def i ne CKR_TEMPLATE_| NCOWPLETE 0x000000D0
#defi ne CKR_TEMPLATE | NCONSI STENT 0x000000D1
#def i ne CKR_TOKEN_NOT_PRESENT 0x000000EO
#defi ne CKR_TOKEN_NOT_RECOGNI ZED 0x000000E1
#def i ne CKR_TOKEN_WRI TE_PROTECTED 0x000000E2
#defi ne CKR_UNWRAPPI NG KEY_HANDLE | NVALI D 0x000000F0
#def i ne CKR_UNWRAPPI NG_KEY_SI ZE_RANGE 0x000000F1
#defi ne CKR_UNWRAPPI NG _KEY_TYPE | NCONSI STENT 0x000000F2
#def i ne CKR_USER _ALREADY_LOGGED | N 0x00000100
#defi ne CKR_USER NOT_LOGGED | N 0x00000101
#defi ne CKR_USER _PI N_NOT_I NI Tl ALI ZED 0x00000102
#defi ne CKR_USER TYPE_I| NVALI D 0x00000103
#def i ne CKR_USER_ANOTHER_ALREADY LOGGED I N 0x00000104
#defi ne CKR_USER TOO MANY_TYPES 0x00000105
#def i ne CKR_WRAPPED_KEY_I NVALI D 0x00000110
#defi ne CKR_WRAPPED KEY_LEN_ RANGE 0x00000112
#def i ne CKR_WRAPPI NG_KEY_HANDLE | NVALI D 0x00000113
#defi ne CKR_WRAPPI NG _KEY_SI ZE_RANGE 0x00000114
#def i ne CKR_WRAPPI NG_KEY_TYPE_| NCONSI STENT 0x00000115
#defi ne CKR_RANDOM SEED NOT_SUPPORTED 0x00000120
#def i ne CKR_RANDOM NO_RNG 0x00000121
#defi ne CKR_BUFFER TOO SMALL 0x00000150
#def i ne CKR_SAVED STATE I NVALI D 0x00000160
#defi ne CKR_I NFORVATI ON_SENSI TI VE 0x00000170
#def i ne CKR_STATE_UNSAVEABLE 0x00000180
#defi ne CKR_CRYPTOKI _NOT_I NI Tl ALI ZED 0x00000190
#def i ne CKR_CRYPTOKI _ALREADY_I NI TI ALI ZED 0x00000191
#defi ne CKR_MJUTEX_ BAD 0x000001A0
#def i ne CKR_MJTEX_NOT_LOCKED 0x000001A1
#defi ne CKR_VENDOR _DEFI NED 0x80000000

Section 11.1 defines the meaning of each CK_RV vaue. Return vaues

CKR_VENDOR_DEFINED and above are permanently reserved for token vendors.
For interoperability, vendors should register their return values through the PKCS
process.
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¢ CK_NOTIFY

CK_NOTIFY is the type of a pointer to a function used by Cryptoki to perform
notification callbacks. It is defined asfollows:

typedef CK_CALLBACK FUNCTI ON( CK_RV, CK_NOTI FY) (
CK_SESSI ON_HANDLE hSessi on,
CK_NOTI FI CATI ON event,
CK_VO D_PTR pApplication

)
The arguments to a notification callback function have the following meanings:
hSession  The handle of the session performing the callback
event  Thetype of notification callback

pApplication  An application-defined value. Thisisthe same value
aswas passed to C_OpenSession to open the session
performing the callback

¢ CK_C XXX

Cryptoki aso defines an entire family of other function pointer types. For each function
C_XXX in the Cryptoki API (there are 68 such functions in Cryptoki Version 2.1; see
Section 11 for detailed information about each of them), Cryptoki defines a type
CK_C_XXX, which is a pointer to a function with the same arguments and return value
as C_XXX has. An appropriately-set variable of type CK_C_XXX may be used by an
application to call the Cryptoki function C_XXX.

¢ CK_FUNCTION_LIST; CK_FUNCTION_LIST_PTR;
CK_FUNCTION_LIST_PTR_PTR

CK_FUNCTION_LIST is a structure which contains a Cryptoki version and a function
pointer to each function in the Cryptoki API. It isdefined asfollows:

t ypedef struct CK _FUNCTI ON LI ST {
CK_VERSI ON ver si on;
CK Clnitialize Clnitialize;

C Finalize C Finalize;

C GetInfo C Getlnfo;

C Get FunctionLi st C Get Functi onLi st;

C GetSlotList C GetSlotlList;

C GetSlotlInfo C GetSlotlnfo;

C Get Tokenl nfo C _CGet Tokenl nf o;

C Get Mechani snii st C_Get Mechani snii st ;
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CK_C_Get Mechani sm nfo C_Get Mechani sml nf o;
I nit Token C_InitToken;

InitPIN CInitPIN

> Set PIN C_Set PIN;

enSessi on C ., OpenSessi on;

oseSessi on C_C oseSessi on;

oseAl | Sessions C_Cl oseAl | Sessi ons;
t Sessi onl nfo C_Get Sessi onl nf 0;

t OperationState C CGet Operati onSt at e;
t Qper at i onSt ate C_Set Operati onSt at e;
gin C_Login;

gout C Logout

eate(bj ect C Create(bject;

pyObj ect C _CopyQbj ect ;

stroyoj ect C Dest royOOJ ect;

t bj ect Si ze C _Get bj ect Si ze;

tAttri butevalue C GetAttri buteVal ue;
> Set AttributeVal ue C SetAttributeVal ue;
i ndObj ectslnit C_FindObjectslnit;

i ndObj ects C_Fi ndObj ect s;

i ndObj ect sFi nal C_Fi ndCbj ect sFi nal ;
ncrypt Init C Encryptlnit;

. Encrypt C_Encrypt,;

. Encrypt Updat e C _Encrypt Updat e;

., Encrypt Fi nal C_Encrypt Fi nal ;
cryptlinit C Decryptlnit;

crypt C Decrypt,;

crypt Updat e C Decrypt Updat e;

crypt Final C_DecryptFinal;

i gestlnit C Digestlnit;

I gest C_Di gest;

i gest Updat e C_Di gest Updat e;

I gest Key C_Di gest Key;

i gest Fi nal C_Di gest Final ;

ignlnit C_Si gnl nit;

ign C_Sign;

i gnUpdat e C_Si gnUpdat e;

i gnFi nal C_Si gnFi nal ;

[ gnRecoverI nit C_Si gnRecoverI nit;

[ gnRecover C_ Si gnRecover;

erifylnit C Verifylnit;

2299
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> Verify C Verify;

> VerifyUpdate C VerifyUpdate;

> VerifyFinal C VerifyFinal;

> VerifyRecoverlnit C Veri fyRecoverI nit;

<

erifyRecover C_VerifyRecover;

gest Encrypt Updat e C_Di gest Encrypt Updat e;
crypt Di gest Updat e C Decrypt Di gest Updat e;
i gnEncrypt Updat e C_Si gnEncr ypt Updat e;
crypt Veri fyUpdate C Decrypt Veri fyUpdat e;

200009220000002200000922000009202000002200000920
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOIOOOOO

g@gg
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CK_C _Cener at eKey C_Gener at eKey;

CK_C Gener at eKeyPai r C _Gener at eKeyPai r;

CK_C WapKey C W apKey;

CK_C_Unwr apKey C _Unw apKey;

CK_C Deri veKey C Deri veKey;

CK_C_SeedRandom C_SeedRandom

CK_C_Gener at eRandom C_Gener at eRandom

CK_C Get FunctionStatus C_Get Functi onSt at us;

CK_C Cancel Function C_Cancel Functi on;

CK_C Wi t For Sl ot Event C Wi t For Sl ot Event ;
} CK_FUNCTI ON_LI ST;

Each Cryptoki library has a static CK_FUNCTION_LIST structure, and a pointer to it
(or to a copy of it which is also owned by the library) may be obtained by the
C_GetFunctionList function (see Section 11.2). The value that this pointer pointsto can
be used by an application to quickly find out where the executable code for each function

in the Cryptoki API is located. Every function in the Cryptoki APl must have an entry
point defined in the Cryptoki library’€K_FUNCTION_LIST structure If a particular
function in the Cryptoki API is not supported by a library, then the function pointer for
that function in the library €K_FUNCTION_LIST structure should point to a function
stub which simply returns CKR_FUNCTION_NOT_SUPPORTED.

An application may or may not be able to modify a Cryptoki library’s static
CK_FUNCTION_LIST structure. Whether or not it can, it should never attempt to do
So.

CK_FUNCTION_LIST_PTR is a pointer to £K_FUNCTION_LIST.

CK_FUNCTION_LIST_PTR_PTR is a pointer to £K_FUNCTION_LIST_PTR.

9.7 Locking-related types

The types in this section are provided solely for applications which need to access
Cryptoki from multiple threads simultaneouslpplications which will not do this need
not use any of these types.

¢ CK_CREATEMUTEX

CK_CREATEMUTEX is the type of a pointer to an application-supplied function which
creates a new mutex object and returns a pointer to it. It is defined as follows:

t ypedef CK_CALLBACK FUNCTI ON(CK_RV, CK_CREATEMUTEX) (
CK_VO D_PTR_PTR ppMit ex
)
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CallingaCK_CREATEMUTEX function returns the pointer to the new mutex object in
the location pointed to by ppMutex. Such a function should return one of the following
values: CKR_OK, CKR_GENERAL_ERROR, CKR_HOST_MEMORY.

¢ CK_DESTROYMUTEX

CK_DESTROYMUTEX is the type of a pointer to an application-supplied function
which destroys an existing mutex object. It isdefined asfollows:

t ypedef CK_CALLBACK FUNCTI ON( CK_RV, CK_DESTROYMJUTEX) (
CK_VO D_PTR pMut ex
)

The argument to a CK_DESTROYMUTEX function is a pointer to the mutex object to
be destroyed. Such a function should return one of the following values. CKR_OK,
CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_MUTEX_BAD.

¢ CK_LOCKMUTEX and CK_UNLOCKMUTEX

CK_LOCKMUTEX is the type of a pointer to an application-supplied function which
locks an existing mutex object. CK_UNLOCKMUTEX is the type of a pointer to an
application-supplied function which unlocks an existing mutex object. The proper
behavior for these types of functionsis as follows:

 If aCK_LOCKMUTEX function is caled on a mutex which is not locked, the
calling thread obtains alock on that mutex and returns.

 If aCK_LOCKMUTEX function is caled on a mutex which is locked by some
thread other than the calling thread, the calling thread blocks and waits for that mutex
to be unlocked.

 IfaCK_LOCKMUTEX function is called on a mutex which is locked by the calling
thread, the behavior of the function call is undefined.

 If aCK_UNLOCKMUTEX function is called on a mutex which is locked by the
calling thread, that mutex is unlocked and the function call returns. Furthermore:

» If exactly one thread was blocking on that particular mutex, then that thread stops
blocking, obtains alock on that mutex, and its CK_LOCKMUTEX call returns.

» If more than one thread was blocking on that particular mutex, then exactly one of
the blocking threads is selected somehow. That lucky thread stops blocking,
obtains alock on the mutex, and its CK_LOCKMUTEX call returns. All other
threads blocking on that particular mutex continue to block.
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 IfaCK_UNLOCKMUTEX function is called on a mutex which is not locked, then
the function call returnsthe error code CKR_MUTEX_NOT_LOCKED.

 IfaCK_UNLOCKMUTEX function is called on a mutex which is locked by some
thread other than the calling thread, the behavior of the function call is undefined.

CK_LOCKMUTEX isdefined asfollows:

t ypedef CK_CALLBACK FUNCTI ON( CK_RV, CK_LOCKMJTEX) (
CK_VO D_PTR pMut ex
)

The argument to a CK_LOCKMUTEX function is a pointer to the mutex object to be
locked. Such a function should return one of the following values. CKR_OK,
CKR_GENERAL_ERROR, CKR_HOST _MEMORY, CKR_MUTEX_BAD.

CK_UNLOCKMUTEX isdefined asfollows:

t ypedef CK_CALLBACK FUNCTI ON( CK_RV, CK_UNLOCKMUTEX) (
CK_VO D_PTR pMuit ex
)

The argument to a CK_UNLOCKMUTEX function is a pointer to the mutex object to
be unlocked. Such a function should return one of the following values:. CKR_OK,
CKR_GENERAL_ERROR, CKR_HOST_MEMORY, CKR_MUTEX_BAD,
CKR_MUTEX_NOT_LOCKED.

¢ CK_C_INITIALIZE_ARGS; CK_C_INITIALIZE_ARGS PTR

CK_C_INITIALIZE_ARGS is a structure containing the optional arguments for the
C_Initialize function. For this version of Cryptoki, these optional arguments are all
concerned with the way the library deals with threads. CK_C _INITIALIZE_ARGS is
defined as follows:

typedef struct CK C IN TIALI ZE _ARGS {
CK_CREATEMUTEX Cr eat eMut ex;
CK_DESTROYMUTEX Dest r oyMut ex;
CK_LOCKMUTEX LockMut ex;
CK_UNLOCKMUTEX Unl ockMut ex;
CK_FLAGS fl ags;
CK_ VA D _PTR pReserved;

} CK_C_I NI TI ALI ZE_ARGS;

Thefields of the structure have the following meanings:

CreateMutex  pointer to afunction to use for creating mutex objects
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DestroyMutex  pointer to afunction to use for destroying mutex
objects

LockMutex  pointer to afunction to use for locking mutex objects

UnlockMutex  pointer to afunction to use for unlocking mutex
objects

flags it flags specifying options for C_l nitialize; the flags
are defined below

pReserved  reserved for future use. Should be NULL_PTR for this
version of Cryptoki

The following table defines the flags field:

Table 13, C_Initialize Parameter Flags

Bit Flag Mask Meaning

CKF_LIBRARY_CANT _CREATE OS THREADS | 0x00000001 | TRUE if
application
threads which
are executing
calsto the
library may not
use native
operating system
callsto spawn
new threads,
FALSE if they
may

CKF_OS LOCKING_OK 0x00000002 | TRUE if the
library can use
the native
operation system
threading model
for locking;
FALSE
otherwise

CK_C_INITIALIZE_ARGS PTR isapointer toaCK_C_INITIALIZE_ARGS,
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10. Objects

Cryptoki recognizes a number of classes of objects, as defined in the
CK_OBJECT_CLASS datatype. An object consists of a set of attributes, each of which
has a given value. Each attribute that an object possesses has precisely one value. The
following figure illustrates the high-level hierarchy of the Cryptoki objects and some of
the attributes they support:

Object
Class
Storage HW Feature

Token Feature Type

Private

Label

Modifiable

Data Certificate Key

Application
Object Identifier
Value

Figure 5, Object Attribute Hierarchy

Cryptoki provides functions for creating, destroying, and copying objects in general, and
for obtaining and modifying the values of their attributes. Some of the cryptographic
functions (e.g., C_GenerateK ey) also create key objects to hold their results.

Objects are always “well-formed” in Cryptoki—that is, an object always contains all
required attributes, and the attributes are always consistent with one another from the
time the object is created. This contrasts with some object-based paradigms where an
object has no attributes other than perhaps a class when it is created, and is uninitialized
for some time. In Cryptoki, objects are always initialized.

Tables throughout most of Section 10 define each Cryptoki attribute in terms of the data
type of the attribute value and the meaning of the attribute, which may include a default
initial value. Some of the data types are defined explicitly by Cryptek., (
CK_OBJECT_CLASS). Attribute values may also take the following types:
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Bytearray  an arbitrary string (array) of CK_BYTEs

Biginteger  astring of CK_BY TEsrepresenting an unsigned
integer of arbitrary size, most-significant byte first
(e.g., theinteger 32768 is represented as the 2-byte
string 0x80 0x00)

Local string  an unpadded string of CK_CHARS (see Table 3) with
no null-termination

RFC2279 string  an unpadded string of CK_UTF8CHARSs with no null-
termination

A token can hold several identical objects, i.e., it is permissible for two or more objects to
have exactly the same values for al their attributes.

With the exception of RSA private key objects (see Section 10.9.1), each type of object in

the Cryptoki specification possesses a completely well-defined set of Cryptoki attributes.

For example, an X.509 public key certificate object (see Section 10.6.1) has precisely the
following Cryptoki attributess CKA_CLASS, CKA_TOKEN, CKA_PRIVATE,
CKA_MODIFIABLE, CKA LABEL, CKA _CERTIFICATE_TYPE,
CKA_SUBJECT, CKA_ID, CKA _ISSUER, CKA_SERIAL_NUMBER,
CKA_VALUE. Some of these attributes possess default values, and need not be
specified when creating an object; some of these default values may even be the empty

string (*”). Nonetheless, the object possesses these attributes. A given object has a single
value for each attribute it possesses, even if the attribute is a vendor-specific attribute
whose meaning is outside the scope of Cryptoki.

In addition to possessing Cryptoki attributes, objects may possess additional vendor-
specific attributes whose meanings and values are not specified by Cryptoki.

10.1 Creating, modifying, and copying objects

All Cryptoki functions that create, modify, or copy objects take a template as one of their
arguments, where the template specifies attribute values. Cryptographic functions that
create objects (see Section 11.14) may also contribute some additional attribute values
themselves; which attributes have values contributed by a cryptographic function call
depends on which cryptographic mechanism is being performed (see Section 12). In any
case, all the required attributes supported by an object class that do not have default
values must be specified when an object is created, either in the template or by the
function itself.
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10.1.1 Creating objects

Objects may be created with the Cryptoki functions C_CreateObject (see Section 11.7),
C_GenerateKey, C_GenerateKeyPair, C_UnwrapKey, and C_DeriveK ey (see Section
11.14). In addition, copying an existing object (with the function C_CopyObject) aso
creates a new object, but we consider this type of object creation separately in Section
10.1.3.

Attempting to create an object with any of these functions requires an appropriate
template to be supplied.

1. If the supplied template specifies a value for an invalid attribute, then the attempt
should fail with the error code CKR_ATTRIBUTE_TYPE_INVALID. An attributeis
valid if it is either one of the attributes described in the Cryptoki specification or an
additional vendor-specific attribute supported by the library and token.

2. If the supplied template specifies an invaid value for a valid attribute, then the
attempt should fail with the error code CKR_ATTRIBUTE_VALUE_INVALID. The
valid values for Cryptoki attributes are described in the Cryptoki specification.

3. If the supplied template specifies a value for a read-only attribute, then the attempt
should fail with the error code CKR_ATTRIBUTE_READ_ONLY. Whether or not a
given Cryptoki attribute is read-only is explicitly stated in the Cryptoki specification;
however, a particular library and token may be even more restrictive than Cryptoki
specifies. In other words, an attribute which Cryptoki says is not read-only may
nonetheless be read-only under certain circumstances (i.e., in conjunction with some
combinations of other attributes) for a particular library and token. Whether or not a
given non-Cryptoki attribute is read-only is obviously outside the scope of Cryptoki.

4. If the attribute values in the supplied template, together with any default attribute
values and any attribute values contributed to the object by the object-creation
function itself, are insufficient to fully specify the object to create, then the attempt
should fail with the error code CKR_TEMPLATE_INCOMPLETE.

5. If the attribute values in the supplied template, together with any default attribute
values and any attribute values contributed to the object by the object-creation
function itself, are inconsistent, then the attempt should fail with the error code
CKR_TEMPLATE_INCONSISTENT. A set of attribute values is inconsistent if not
al of its members can be satisfied simultaneously by the token, athough each value
individually is valid in Cryptoki. One example of an inconsistent template would be
using a template which specifies two different values for the same attribute. Another
example would be trying to create an RC4 secret key object (see Section 10.10.3) with
a CKA_MODULUS attribute (which is appropriate for various types of public keys
(see Section 10.8) or private keys (see Section 10.9), but not for RC4 keys). A final
example would be a template for creating an RSA public key with an exponent of 17
on a token which requires all RSA public keys to have exponent 65537. Note that
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this final example of an inconsistent template is token-dependent—on a different
token (one which permits the value of 17 for an RSA public key exponent), such a
template wouldot be inconsistent.

6. If the supplied template specifies the same value for a particular attribute more than
once (or the template specifies the same value for a particular attribute that the object-
creation function itself contributes to the object), then the behavior of Cryptoki is not
completely specified. The attempt to create an object can either succeed—thereby
creating the same object that would have been created if the multiply-specified
attribute  had only appeared once—or it can fail with error code
CKR_TEMPLATE_INCONSISTENT. Library developers are encouraged to make
their libraries behave as though the attribute had only appeared once in the template;
application developers are strongly encouraged never to put a particular attribute into
a particular template more than once.

If more than one of the situations listed above applies to an attempt to create an object,
then the error code returned from the attempt can be any of the error codes from above
that applies.

10.1.2 Modifying objects

Objects may be modified with the Cryptoki functiGnSetAttributeValue (see Section

11.7). The template supplied © SetAttributeValue can contain new values for
attributes which the object already possesses; values for attributes which the object does
not yet possess; or both.

Some attributes of an object may be modified after the object has been created, and some
may not. In addition, attributes which Cryptoki specifies are modifiable may aatoglly

be modifiable on some tokens. That is, if a Cryptoki attribute is described as being
modifiable, that really means only that it is modifiablesofar as the Cryptoki
specification is concerned. A particular token might not actually support modification of
some such attributes. Furthermore, whether or not a particular attribute of an object on a
particular token is modifiable might depend on the values of certain attributes of the
object. For example, a secret key obje€ilsA_SENSITIVE attribute can be changed

from FALSE to TRUE, but not the other way around.

All the scenarios in Section 10.1.1—and the error codes they return—apply to modifying
objects with C_SetAttributeValue, except for the possibility of a template being
incomplete.

10.1.3 Copying objects

Objects may be copied with the Cryptoki functi©nCopyObject (see Section 11.7). In
the process of copying an obje@, CopyObject also modifies the attributes of the
newly-created copy according to an application-supplied template.
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The Cryptoki attributes which can be modified during the course of a C_CopyObject
operation are the same as the Cryptoki attributes which are described as being modifiable,
plus the three gspecia attributes CKA_TOKEN, CKA_PRIVATE, and
CKA_MODIFIABLE. To be more precise, these attributes are modifiable during the
course of a C_CopyObject operation insofar as the Cryptoki specification is concerned.

A particular token might not actually support modification of some such attributes during
the course of a C_CopyObject operation. Furthermore, whether or not a particular
attribute of an object on a particular token is modifiable during the course of a
C_CopyObject operation might depend on the values of certain attributes of the object.
For example, a secret key objecC&KA_SENSITIVE attribute can be changed from
FALSE to TRUE during the course ofGa CopyObject operation, but not the other way
around.

All the scenarios in Section 10.1.1—and the error codes they return—apply to copying
objects withC_CopyObject, except for the possibility of a template being incomplete.

10.2 Common attributes

The following table defines the attributes common to all objects:

Table 14, Common Object Attributes

Attribute Data Type Meaning
CKA_CLASS CK_OBJECT_CLASS Object class (type)
Must be specified when object is created

Cryptoki Version 2.1 supports the following values @¢A_CLASS (i.e., the following
classes (types) of objects): CKO_HW_FEATURE, CKO_DATA,
CKO_CERTIFICATE, CKO_PUBLIC KEY, CKO_PRIVATE_KEY, and
CKO_SECRET_KEY.

10.3 Hardware Feature Objects

Hardware feature object€KO_HW_FEATURE) represent features of the device. They
provide an easily expandable method for introducing new value-based features to the
cryptoki interface. The following figure illustrates the hierarchy of hardware feature
objects and some of the attributes they support:

Copyright © 1994-1999 RSA Security Inc.



10. OBJECTS 73

HW Feature

Feature Type

T

Monotonic Clock
Counter

Value

Reset by Init
Has Been Reset
Value

Figure 6, Hardwar e Feature Object Attribute Hierarchy

When searching for objects using C_FindObjectsinit and C_FindObjects, hardware
feature objects are not returned unless the CKA_CL ASS attribute in the template has the
vaue CKO_HW_FEATURE. This protects applications written to previous versions of
cryptoki from finding objects that they do not understand.

Table 15, Har dwar e Feature Common Attributes

Attribute Data Type Meaning
CKA_HW_FEATURE TYPE | CK_HW_FEATURE | Hardware feature (type)

Cryptoki Version 2.1 supports the following values for CKA_FEATURE_TYPE:
CKH_MONOTONIC_COUNTER, and CKH_CL OCK.

10.3.1 Clock Objects

Clock objects represent real-time clocks that exist on the device. This represents the same
clock source asthe utcTimefield inthe CK_TOKEN_INFO structure.

Table 16, Clock Object Attributes

Attribute Data Type Meaning

CKA_VALUE | CK_CHARJ[16] | Current time as a character-string of length 16,
represented in the format YY'Y'Y MMDDhhmmssxx
(4 charactersfor the year; 2 characters each for the
month, the day, the hour, the minute, and the
second; and 2 additional reserved ‘0’ characters).

The CKA_VALUE attribute may be set using tl SetAttributeValue function if
permitted by the device. The session used to set the time must be logged in. The device
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may require the SO to be the user logged in to modify the time vaue.
C_SetAttributeValue will return the error CKR_USER_NOT_LOGGED IN to indicate
that a different user typeisrequired to set the value.

10.3.2 Monotonic Counter Objects

Monotonic counter objects represent hardware counters that exist on the device. The
counter is guaranteed to increase each time its value is read, but not necessarily by one.

Table 17, Monotonic Counter Attributes

Attribute Data Type | Meaning

CKA_RESET ON_INIT* | CK_BBOOL | The value of the counter will reset to a
previoudly returned value if the token is
initialized using C_InitializeT oken.

CKA_HAS RESET* CK_BBOOL | The value of the counter has been reset at
least once at some point in time.
CKA_VALUE! Byte Array The current version of the monotonic
counter. The valueisreturned in big endian
order.
'Read Only

The CKA_VAL UE attribute may not be set by the client.

10.4 Storage Objects

Table 18, Common Storage Object Attributes
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Attribute Data Type Meaning

CKA_TOKEN CK_BBOOL TRUE if object is atoken object;
FALSE if object is a session object
(default FALSE)

CKA_PRIVATE CK_BBOOL TRUE if object is a private object;

FALSE if object isa public object.
Default value is token-specific, and
may depend on the values of other
attributes of the object.

CKA_MODIFIABLE | CK_BBOOL TRUE if object can be modified
(default TRUE)

CKA_LABEL RFC2279 string Description of the object (default
empty)

Only the CKA_LABEL attribute can be modified after the object is created. (The
CKA_TOKEN, CKA_PRIVATE, and CKA_MODIFIABLE attributes can be changed
in the process of copying an object, however.)

The CKA_TOKEN attribute identifies whether the object is a token object or a session
object.

When the CKA_PRIVATE attribute is TRUE, a user may not access the object until the
user has been authenticated to the token.

The value of the CKA_MODIFIABLE attribute determines whether or not an object is
read-only. It may or may not be the case that an unmodifiable object can be deleted.

The CKA_LABEL attribute isintended to assist users in browsing.

10.5 Dataobjects

Data objects (object class CKO_DATA) hold information defined by an application.
Other than providing access to it, Cryptoki does not attach any special meaning to a data
object. The following table lists the attributes supported by data objects, in addition to the
common attributes listed in Table 14 and Table 18:

Table 19, Data Object Attributes
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Attribute Datatype | Meaning
CKA_APPLICATION | RFC2279 | Description of the application that manages the
string object (default empty)
CKA_OBJECT_ID Byte Array | DER-encoding of the object identifier indicating
the data object type (default empty)
CKA_VALUE Bytearray | Value of the object (default empty)

Both of these attributes may be modified after the object is created.

The CKA_APPLICATION attribute provides a means for applications to indicate
ownership of the data objects they manage. Cryptoki does not provide a means of
ensuring that only a particular application has access to a data object, however.

The CKA_OBJECT _ID attribute provides an application independent and expandable
way to indicate the type of the data object value. Cryptoki does not provide a means of
insuring that the data object identifier matches the data value.

The following is a sample template containing attributes for creating a data object:

CK_OBJECT_CLASS cl ass = CKO DATA;
CK_UTF8CHAR label[] = “A data object”;

CK_UTF8CHAR application(]
CK_BYTE data[] = “Sample data”;
CK_BBOOL true = TRUE;

CK_ATTRIBUTE template[] = {

“An application”;

{CKA_CLASS, &class, sizeof(class)},

{CKA_TOKEN, &true, sizeof(true)},

{CKA_LABEL, label, sizeof(label)-1},
{CKA_APPLICATION, application, sizeof(application)-1},

I
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10.6 Certificate objects

Thefollowing figureillustrates details of certificate objects:

Certificate

Certificate Type

X.509 Public X.509 Attribute
Key Certificate Certificate
Subject Owner
ID Issuer
Issuer Serial Number

Serial Number
Value

Attribute Types
Value

77

Figure 7, Certificate Object Attribute Hierarchy

Certificate objects (object class CKO_CERTIFICATE) hold public-key or attribute
certificates. Other than providing access to certificate objects, Cryptoki does not attach
any special meaning to certificates. The following table defines the common certificate
object attributes, in addition to the common attributes listed in Table 14 and Table 18:

Table 20, Common Certificate Object Attributes

Attribute Data type Meaning
CKA_CERTIFICATE_TYPE® | CK_CERTIFICATE_TYPE | Type of
certificate

"Must be specified when the object is created.

The CKA_CERTIFICATE_TYPE attribute may not be modified after an object is
created.

10.6.1 X.509 public key certificate objects

X.509 certificate objects (certificate type CKC_X 509) hold X.509 public key
certificates. The following table defines the X.509 certificate object attributes, in
addition to the common attributes listed in Table 14, Table 18 and Table 20:

Table 21, X.509 Certificate Object Attributes
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Attribute Datatype | Meaning

CKA_SUBJECT! Byte array | DER-encoding of the certificate
subject name

CKA_ID Byte array | Key identifier for public/private key
pair (default empty)

CKA_ISSUER Bytearray | DER-encoding of the certificate issuer
name (default empty)

CKA_SERIAL_NUMBER | Bytearray | DER-encoding of the certificate serial
number (default empty)

CKA_VALUE' Bytearray | BER-encoding of the certificate

"Must be specified when the object is created.

Only the CKA_ID, CKA_ISSUER, and CKA_SERIAL_NUMBER attributes may be
modified after the object is created.

The CKA_ID attribute is intended as a means of distinguishing multiple public-
key/private-key pairs held by the same subject (whether stored in the same token or not).
(Since the keys are distinguished by subject name as well as identifier, it is possible that
keys for different subjects may have the same CKA_ID value without introducing any
ambiguity.)

It is intended in the interests of interoperability that the subject name and key identifier
for a certificate will be the same as those for the corresponding public and private keys
(though it is not required that all be stored in the same token). However, Cryptoki does
not enforce this association, or even the uniqueness of the key identifier for a given
subject; in particular, an application may leave the key identifier empty.

The CKA_ISSUER and CKA_SERIAL_NUMBER attributes are for compatibility with
PKCS#7 and Privacy Enhanced Mail (RFC1421). Note that with the version 3 extensions
to X.509 certificates, the key identifier may be carried in the certificate. It is intended that
the CKA_ID value be identical to the key identifier in such a certificate extension,
although this will not be enforced by Cryptoki.

Thefollowing is a sample template for creating a certificate object:

CK_OBJECT_CLASS cl ass = CKO_CERTI FI CATE;
CK_CERTI FI CATE_TYPE cert Type = CKC_X 5009;
CK_UTF8CHAR label[] = “A certificate object”;
CK_BYTE subject[] ={...};
CK_BYTE id[] = {123};
CK_BYTE certificate[] = {...};
CK_BBOOL true = TRUE;
CK_ATTRIBUTE template[] = {
{CKA_CLASS, &class, sizeof(class)},
{CKA_CERTIFICATE_TYPE, &certType, sizeof(certType)};
{CKA_TOKEN, &true, sizeof(true)},
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{CKA_LABEL, | abel, sizeof (Il abel)-1},

{ CKA_SUBJECT, subject, sizeof(subject)},

{CKA ID, id, sizeof(id)},

{CKA VALUE, certificate, sizeof(certificate)}
b

10.6.2 X.509 attribute certificate objects

X.509 attribute certificate objects (certificate type CKC_X 509 ATTR_CERT) hold
X.509 attribute certificates. The following table defines the X.509 attribute certificate
object attributes, in addition to the common attributes listed in Table 14, Table 18 and
Table 20:

Table 22, X.509 Attribute Certificate Object Attributes

Attribute Data Type [Meaning

CKA_OWNER*! Byte Array |IDER-encoding of the attribute certificate’'s
subject field. Thisis distinct from the
CKA_SUBJECT attribute contained in
CKC_X_509 certificates because the ASN.1
syntax and encoding are different.

CKA_AC _ISSUER Byte Array DER-encoding of the attribute certificate’'s
issuer field. Thisisdistinct from the

CKA _ISSUER attribute contained in
CKC_X_509 certificates because the ASN.1
syntax and encoding are different. (default

empty)

CKA_SERIAL_NUMBER | Byte Array DER-encoding of the certificate serial number.
(default empty)

CKA_ATTR_TYPES Byte Array BER-encoding of a sequence of object identifier

\val ues corresponding to the attribute types
contained in the certificate. When present, this
field offers an opportunity for applications to
search for a particular attribute certificate
without fetching and parsing the certificate
itself. (default empty)

CKA_VALUE! Byte Array |BER-encoding of the certificate.
"Must be specified when the object is created

Only the CKA_AC_ISSUER, CKA_SERIAL_NUMBER and CKA_ATTR_TYPES
attributes may be modified after the object is created.

The following is a sample template for creating an X.509 attribute certificate object:

CK_OBJECT_CLASS cl ass = CKO_CERTI FI CATE;
CK_CERTI FI CATE_TYPE cert Type = CKC_X 509 ATTR CERT;
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CK_UTF8CHAR | abel [] = "An attribute certificate object”;
CK BYTE owner[] ={...};
CK_BYTE certificate[] = {...};
CK _BBOOL true = TRUE;
CK_ATTRI BUTE tenpl ate[] = {
{CKA CLASS, &cl ass, sizeof(class)},
{ CKA_CERTI FI CATE_TYPE, &certType, sizeof(certType)};
{CKA TOKEN, &true, sizeof(true)},
{CKA_LABEL, | abel, sizeof (Il abel)-1},
{CKA OMNER, owner, sizeof (owner)},

{ CKA_VALUE,
}s

10.7 Key objects

certificate,

Thefollowing figureillustrates details of key objects:

si zeof (certificate)}

Figure 8, Key Attribute Detail
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Key objects hold encryption or authentication keys, which can be public keys, private
keys, or secret keys. The following common footnotes apply to al the tables describing
attributes of keys:

Table 23, Common footnotes for key attribute tables
! Must be specified when object is created with C_CreateObject.

2 Must not be specified when object is created with C_CreateObject.

3 Must be specified when object is generated with C_GenerateKey or

C_GenerateKeyPair.

* Must not be specified when object is generated with C_GenerateKey or
C_GenerateKeyPair.

> Must be specified when object is unwrapped with C_UnwrapK ey.
® Must not be specified when object is unwrapped with C_Unwr ap.

7 Cannot be revealed if object has its CKA_SENSITIVE attribute set to TRUE or its
CKA_EXTRACTABLE attribute set to FALSE.

8 May be modified after object is created with a C_SetAttributeValue call, or in the
process of copying object with a C_CopyObject call. As mentioned previoudly,
however, it is possible that a particular token may not permit modification of the
attribute, or may not permit modification of the attribute during the course of a
C_CopyObject call.

® Default value is token-specific, and may depend on the values of other attributes.

The following table defines the attributes common to public key, private key and secret
key classes, in addition to the common attributes listed in Table 14 and Table 18:
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Table 24, Common Key Attributes

Attribute Data Type Meaning

CKA_KEY_TYPE™> | CK_KEY_TYPE | Typeof key

CKA_ID® Byte array Key identifier for key (default empty)

CKA_START DATE® | CK_DATE Start date for the key (default empty)

CKA_END DATE® CK_DATE End date for the key (default empty)

CKA_DERIVE® CK_BBOOL TRUE if key supports key derivation
(i.e., if other keys can be derived from
this one (default FALSE)

CKA_LOCAL**® CK_BBOOL TRUE only if key was either

» generated localy (i.e., on the token)
withaC_GenerateKey or
C_GenerateK eyPair call

» created withaC_CopyObject call
as acopy of akey which had its
CKA_LOCAL attribute set to
TRUE

The CKA_1D field isintended to distinguish among multiple keys. In the case of public
and private keys, this field assists in handling multiple keys held by the same subject; the
key identifier for a public key and its corresponding private key should be the same. The
key identifier should also be the same as for the corresponding certificate, if one exists.
Cryptoki does not enforce these associations, however. (See Section 10.6 for further
commentary.)

In the case of secret keys, the meaning of the CKA _1D attribute is up to the application.

Note that the CKA_START_DATE and CKA_END_DATE attributes are for reference
only; Cryptoki does not attach any special meaning to them. In particular, it does not
restrict usage of akey according to the dates; doing thisis up to the application.

The CKA_DERIVE attribute has the value TRUE if and only if it is possible to derive
other keys from the key.

The CKA_LOCAL attribute has the value TRUE if and only if the value of the key was
originally generated on the token by aC_GenerateKey or C_GenerateK eyPair call.
10.8 Public key objects

Public key objects (object class CKO_PUBLIC_KEY) hold public keys. This version of
Cryptoki recognizes five types of public keys. RSA, DSA, ECDSA, Diffie-Hellman, and

Copyright © 1994-1999 RSA Security Inc.



10. OBJECTS

83

KEA. The following table defines the attributes common to all public keys, in addition to
the common attributes listed in Table 14, Table 18 and Table 24:

Table 25, Common Public Key Attributes

Attribute Datatype Meaning

CKA_SUBJECT® Byte array DER-encoding of the key subject name
(default empty)

CKA_ENCRYPT® CK_BBOOL | TRUE if key supports encryption®

CKA_VERIFY® CK_BBOOL | TRUE if key supports verification
where the signature is an appendix to
the data’

CKA_VERIFY_RECOVER® | CK_BBOOL | TRUE if key supports verification
where the data is recovered from the
signature’

CKA_WRAP® CK_BBOOL | TRUE if key supports wrapping (i.e.,

can be used to wrap other keys)”

It is intended in the interests of interoperability that the subject name and key identifier
for a public key will be the same as those for the corresponding certificate and private
key. However, Cryptoki does not enforce this, and it is not required that the certificate
and private key aso be stored on the token.

To map between ISO/IEC 9594-8 (X.509) keyUsage flags for public keys and the PKCS

#11 attributes for public keys, use the following table.
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Table 26, Mapping of X.509 key usage flagsto cryptoki attributesfor public keys

Key usage flagsfor public keysin X.509 | Corresponding cryptoki attributesfor
public key certificates public keys.

dataEnci pherment CKA_ENCRYPT
digitalSignature, keyCertSign, cRLSign CKA_VERIFY
digitalSignature, keyCertSign, cRLSign CKA_VERIFY_RECOVER

keyAgreement CKA_DERIVE
keyEncipherment CKA_WRAP
nonRepudiation CKA_VERIFY
nonRepudiation CKA_VERIFY_RECOVER

10.8.1 RSA public key objects

RSA public key objects (object class CKO_PUBLIC_KEY, key type CKK_RSA) hold
RSA public keys. The following table defines the RSA public key object attributes, in
addition to the common attributes listed in Table 14, Table 18, Table 24, and Table 25:

Table 27, RSA Public Key Object Attributes

Attribute Datatype Meaning
CKA_MODULUS"*® Biginteger | Modulusn
CKA_MODULUS BITS*® CK_ULONG | Length in bits of modulus n
CKA_PUBLIC EXPONENT™® | Biginteger | Public exponent e

Depending on the token, there may be limits on the length of key components. See PKCS
#1 for more information on RSA keys.

Thefollowing is a sample template for creating an RSA public key object:

CK_OBJECT _CLASS cl ass = CKO _PUBLI C _KEY,;
CK_KEY_TYPE keyType = CKK_RSA;
CK_UTF8CHAR label[] = “An RSA public key object”;
CK_BYTE modulus[] ={...};
CK_BYTE exponent[] = {...};
CK_BBOOL true = TRUE;
CK_ATTRIBUTE template[] = {
{CKA _CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},
{CKA_LABEL, label, sizeof(label)-1},
{CKA_WRAP, &true, sizeof(true)},
{CKA_ENCRYPT, &true, sizeof(true)},
{CKA_MODULUS, modulus, sizeof(modulus)},
{CKA_PUBLIC_EXPONENT, exponent, sizeof(exponent)}
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3
10.8.2 9.6.2. DSA public key objects

DSA public key objects (object class CKO_PUBLIC_KEY, key type CKK_DSA) hold
DSA public keys. The following table defines the DSA public key object attributes, in
addition to the common attributes listed in Table 14, Table 18, Table 24, and Table 25:

Table 28, DSA Public Key Object Attributes

Attribute Datatype | Meaning

CKA_PRIME*® Biginteger | Prime p (512 to 1024 hits, in steps of 64 bits)
CKA_SUBPRIME™® | Biginteger | Subprime q (160 bits)

CKA_BASE-3° Biginteger | Baseg

CKA_VALUE"® Biginteger | Public vauey

The CKA_PRIME, CKA SUBPRIME and CKA_BASE attribute values are
collectively the “DSA parameters”. See FIPS PUB 186 for more information on DSA
keys.

The following is a sample template for creating a DSA public key object:

CK_OBJECT _CLASS cl ass = CKO _PUBLI C _KEY,;
CK_KEY_TYPE keyType = CKK_DSA;
CK_UTF8CHAR label[] = “A DSA public key object”;
CK_BYTE prime[] ={...};
CK_BYTE subprime[] ={...};
CK_BYTE base[] ={...};
CK_BYTE value[] ={...};
CK_BBOOL true = TRUE;
CK_ATTRIBUTE template[] = {
{CKA _CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},
{CKA_LABEL, label, sizeof(label)-1},
{CKA_PRIME, prime, sizeof(prime)},
{CKA_SUBPRIME, subprime, sizeof(subprime)},
{CKA_BASE, base, sizeof(base)},
{CKA_VALUE, value, sizeof(value)}

2
10.8.3 ECDSA public key objects

ECDSA public key objects (object class CKO_PUBLIC_KEY, key type
CKK_ECDSA) hold ECDSA public keys. See Section 12.3 for more information about
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ECDSA. Thefollowing table defines the ECDSA public key object attributes, in addition
to the common attributes listed in Table 14, Table 18, Table 24, and Table 25:

Table 29, ECDSA Public Key Object Attributes

Attribute Datatype | Meaning
CKA_ECDSA_PARAMS"*® | Bytearray | DER-encoding of an X9.62
ECPar anet er s vaue

CKA_EC _POINT*® Bytearray | DER-encoding of X9.62 ECPoi nt value
P

The CKA_ECDSA_PARAM S attribute value is known as the “ECDSA parameters”.

The following is a sample template for creating an ECDSA public key object:

CK_OBJECT_CLASS cl ass = CKO_PUBLI C_KEY;
CK_KEY_TYPE keyType = CKK_ECDSA,

CK_UTF8CHAR label[] = “An ECDSA public key object”;
CK_BYTE ecdsaParams[] ={...};

CK_BYTE ecPoint[] ={...};

CK_BBOOL true = TRUE;

CK_ATTRIBUTE template[] = {

{CKA_CLASS, &class, sizeof(class)},

{CKA_KEY_TYPE, &keyType, sizeof(keyType)},

{CKA_TOKEN, &true, sizeof(true)},

{CKA_LABEL, label, sizeof(label)-1},

{CKA_ECDSA_PARAMS, ecdsaParams, sizeof(ecdsaParams)},
{CKA_EC_POINT, ecPoint, sizeof(ecPoint)}

¥

10.8.4 Diffie-Hellman public key objects

DiffieeHellman public key objects (object class CKO _PUBLIC_KEY, key type
CKK_DH) hold Diffie-Hellman public keys. The following table defines the RSA public
key object attributes, in addition to the common attributes listed in Table 14, Table 18,
Table 24, and Table 25:

Table 30, DiffieeHellman Public Key Object Attributes

Attribute Datatype | Meaning
CKA_PRIME*® Biginteger | Primep
CKA_BASE">® Biginteger | Baseg
CKA_VALUE**® Biginteger | Public valuey
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The CKA_PRIME and CKA_BASE attribute values are collectively the “Diffie-
Hellman parameters”. Depending on the token, there may be limits on the length of the
key components. See PKCS #3 for more information on Diffie-Hellman keys.

The following is a sample template for creating a Diffie-Hellman public key object:

CK_OBJECT _CLASS cl ass = CKO _PUBLI C _KEY,;
CK_KEY_TYPE keyType = CKK_DH;
CK_UTF8CHAR label[] = “A Diffie-Hellman public key
object”;
CK_BYTE prime[] = {...};
CK_BYTE base[] ={...};
CK_BYTE value[] ={...};
CK_BBOOL true = TRUE;
CK_ATTRIBUTE template[] = {
{CKA _CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},
{CKA_LABEL, label, sizeof(label)-1},
{CKA_PRIME, prime, sizeof(prime)},
{CKA_BASE, base, sizeof(base)},
{CKA_VALUE, value, sizeof(value)}

%
10.8.5 KEA public key objects

KEA public key objects (object class CKO_PUBLIC_KEY, key type CKK_KEA) hold
KEA public keys. The following table defines the KEA public key object attributes, in
addition to the common attributes listed in Table 14, Table 18, Table 24, and Table 25:

Table 31, KEA Public Key Object Attributes

Attribute Datatype | Meaning

CKA_PRIME*® Biginteger | Prime p (512 to 1024 bits, in steps of 64 bits)
CKA_SUBPRIME™® | Biginteger | Subprime q (160 bits)

CKA_BASE-3° Biginteger | Baseg (512 to 1024 bits, in steps of 64 bits)
CKA_VALUE"® Biginteger | Publicvaluey

The CKA_PRIME, CKA_SUBPRIME and CKA BASE attribute values are
collectively the “KEA parameters”.

The following is a sample template for creating a KEA public key object:
CK_OBJECT_CLASS cl ass = CKO_PUBLI C_KEY;

CK_KEY_TYPE keyType = CKK_KEA;
CK_UTF8CHAR label[] = “A KEA public key object”;

Copyright © 1994-1999 RSA Security Inc.



88

PKCS#11 v2.10: CRYPTOGRAPHIC TOKEN INTERFACE STANDARD

CK_BYTE prine[] ={...};
CK_BYTE subprine[] ={...};
CK_BYTE base[] = {...};
CK BYTE value[] ={...};
CK BBOOL true = TRUE;
CK_ATTRI BUTE tenplate[] = {
{CKA CLASS, &cl ass, sizeof(class)},
{CKA KEY_TYPE, &keyType, sizeof (keyType)},
{CKA _TOKEN, &true, sizeof(true)},
{CKA LABEL, | abel, sizeof (I abel)-1},
{CKA PRI VE, prine, sizeof(prine)},
{ CKA _SUBPRI ME, subprine, sizeof(subprine)},
{CKA BASE, base, sizeof(base)},
{CKA VALUE, val ue, sizeof(value)}

H

10.9 Privatekey objects

Private key objects (object class CKO_PRIVATE_KEY) hold private keys. Thisversion
of Cryptoki recognizes five types of private key: RSA, DSA, ECDSA, Diffie-Hellman,
and KEA. The following table defines the attributes common to all private keys, in
addition to the common attributes listed in Table 14, Table 18 and Table 24:
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Table 32, Common Private Key Attributes

Attribute Datatype Meaning

CKA_SUBJECT® Byte array DER-encoding of certificate
subject name (default empty)

CKA_SENSITIVE?® (see below) CK_BBOOL | TRUE if key is sensitive’

CKA_SECONDARY_AUTH CK_BBOOL | TRUE isthekey requires a

secondary authentication to
take place beforeits use it
allowed. (default FALSE)

CKA_AUTH_PIN_FLAGS**° CK_FLAGS | Mask indicating the current
state of the secondary
authentication PIN. If
CKA_SECONDARY_AUTH
is FALSE, then this attribute is
zero.

CKA_DECRYPT® CK_BBOOL | TRUE if key supports
decryption®

CKA_SIGN® CK_BBOOL | TRUE if key supports
signatures where the signature
is an appendix to the data’
CKA_SIGN_RECOVER® CK_BBOOL | TRUE if key supports
signatures where the data can
be recovered from the
signature’

CKA_UNWRAP® CK_BBOOL | TRUE if key supports
unwrapping (i.e., can be used
to unwrap other keys)®
CKA_EXTRACTABLE® (seebelow) | CK_BBOOL | TRUE if key is extractable’
CKA_ALWAYS SENSITIVE**® CK_BBOOL | TRUE if key has always had
the CKA_SENSITIVE
attribute set to TRUE
CKA_NEVER_EXTRACTABLE**® | CK_BBOOL | TRUE if key has never had the
CKA_EXTRACTABLE
attribute set to TRUE

After an object is created, the CKA_SENSITIVE attribute may be changed, but only to
the value TRUE. Similarly, after an object is created, the CKA_EXTRACTABLE
attribute may be changed, but only to the value FALSE. Attempts to make other changes
to the vaues of these attributes should return the error code
CKR_ATTRIBUTE_READ_ONLY.
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If the CKA_SENSITIVE attribute is TRUE, or if the CKA_EXTRACTABLE attribute
Is FALSE, then certain attributes of the private key cannot be revealed in plaintext outside
the token. Which attributes these are is specified for each type of private key in the
attribute table in the section describing that type of key.

If the CKA_EXTRACTABLE attribute is FALSE, then the key cannot be wrapped.

It is intended in the interests of interoperability that the subject name and key identifier
for a private key will be the same as those for the corresponding certificate and public
key. However, thisis not enforced by Cryptoki, and it is not required that the certificate
and public key aso be stored on the token.

If the CKA_SECONDARY_AUTH attribute is TRUE, then the Cryptoki
implementation will associate the new private key object with a PIN that is gathered using
amechanism that is transparent to the Cryptoki client. The new PIN must be presented to
the token each time the key is used for a cryptographic operation. See section 6.7 for the
complete usage model. If CKA_SECONDARY_AUTH is TRUE, then
CKA_EXTRACTABLE must be FALSE and CKA_PRIVATE must be TRUE.
Attempts to copy private keys with CKA_SECONDARY_AUTH set to TRUE in a
manner that would violate the above conditions must fail. An application can determine
whether the setting the CKA_SECONDARY_AUTH attribute to TRUE is supported by
checking to see if the CKF_SECONDARY_AUTHENTICATION flag is set in the
CK_TOKEN_INFO flags.

The CKA_AUTH_PIN_FLAGS attribute indicates the current state of the secondary
authentication PIN. Thisvalueisonly valid if the CKA_SECONDARY_AUTH attribute
iIs TRUE. The valid flags for this attribute are CKF_USER_PIN_COUNT_LOW,
CKF_USER_PIN_FINAL_TRY, CKF_USER_PIN_LOCKED, and
CKF_USER _PIN_TO BE_CHANGED defined in Table 10 for the
CK_TOKEN_INFO  flags fiedld. @ CKF_USER_PIN_ COUNT LOW  and
CKF_USER_PIN_FINAL_TRY may always be set to FALSE if the token does not
support the functionality or will not reveal the information because of its security policy.
The CKF_USER_PIN_TO_BE_CHANGED flag may aways be FALSE if the token
does not support the functionality.

To map between ISO/IEC 9594-8 (X.509) keyUsage flags for public keys and the PKCS
#11 attributes for public keys, use the following table.
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Table 33, Mapping of X.509 key usage flags to cryptoki attributesfor private keys

Key usage flagsfor public keysin X.509 | Corresponding cryptoki attributesfor
public key certificates private keys.

dataEnci pherment CKA_DECRYPT
digitalSignature, keyCertSign, cRLSign CKA_SIGN
digitalSignature, keyCertSign, cRLSign CKA_SIGN_RECOVER

keyAgreement CKA_DERIVE
keyEncipherment CKA_UNWRAP
nonRepudiation CKA_SIGN
nonRepudiation CKA_SIGN_RECOVER

10.9.1 RSA privatekey objects

RSA private key objects (object class CKO_PRIVATE_KEY, key type CKK_RSA)
hold RSA private keys. The following table defines the RSA private key object
attributes, in addition to the common attributes listed in Table 14, Table 18, Table 24, and
Table 32:

Table 34, RSA Private Key Object Attributes

Attribute Datatype | Meaning
CKA_MODULUS"*® Biginteger | Modulusn
CKA_PUBLIC_EXPONENT*® Big integer | Public exponent e
CKA_PRIVATE_EXPONENT™**’ | Biginteger | Private exponent d

CKA_PRIME_1*®' Biginteger | Primep

CKA_PRIME_2*°’ Biginteger | Primeq
CKA_EXPONENT_1*%/ Biginteger | Private exponent d modulo p-1
CKA_EXPONENT_2*%7 Biginteger | Private exponent d modulo g-1
CKA_COEFFICIENT*®/ Biginteger | CRT coefficient g mod p

Depending on the token, there may be limits on the length of the key components. See
PKCS #1 for more information on RSA keys.

Tokens vary in what they actually store for RSA private keys. Some tokens store all of
the above attributes, which can assist in performing rapid RSA computations. Other
tokens might store only the CKA_MODULUS and CKA_PRIVATE_EXPONENT
values.

Because of this, Cryptoki is flexible in dealing with RSA private key objects. When a
token generates an RSA private key, it stores whichever of the fieldsin Table 34 it keeps
track of. Later, if an application asks for the values of the key's various attributes,
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Cryptoki supplies values only for attributes whose values it can obtain (i.e., if Cryptoki is
asked for the value of an attribute it cannot obtain, the request fails). Note that a Cryptoki
implementation may or may not be able and/or willing to supply various attributes of
RSA private keys which are not actually stored on the token. E.g., if a particular token
stores values only for the CKA_PRIVATE_EXPONENT, CKA_PRIME_1, and
CKA_PRIME_2 attributes, then Cryptoki is certainly able to report values for al the
attributes above (since they can al be computed efficiently from these three values).
However, a Cryptoki implementation may or may not actually do this extra computation.
The only attributes from Table 34 for which a Cryptoki implementation is required to be
ableto return vauesare CKA_MODULUS and CKA_PRIVATE_EXPONENT.

If an RSA private key object is created on a token, and more attributes from Table 34 are
supplied to the object creation call than are supported by the token, the extra attributes are
likely to be thrown away. If an attempt is made to create an RSA private key object on a
token with insufficient attributes for that particular token, then the object creation call
failsand returns CKR_TEMPLATE_INCOMPLETE.

Note that when generating an RSA private key, there is no CKA_MODULUS BITS
attribute specified. This is because RSA private keys are only generated as part of an
RSA key pair, and the CKA_MODULUS_BI TS attribute for the pair is specified in the
template for the RSA public key.

Thefollowing is a sample template for creating an RSA private key object:

CK_OBJECT_CLASS cl ass = CKO PRI VATE KEY;

CK_KEY_TYPE keyType = CKK_RSA;

CK_UTF8CHAR label[] = “An RSA private key object”;

CK_BYTE subject[] ={...};

CK_BYTE id[] = {123};

CK_BYTE modulus[] ={...};

CK_BYTE publicExponent[] = {...};

CK_BYTE privateExponent[] ={...};

CK_BYTE primel[] = {...};;

CK_BYTE prime2[] ={...};

CK_BYTE exponentl[] = {...};

CK_BYTE exponent2[] ={...};

CK_BYTE coefficient[] = {...};

CK_BBOOL true = TRUE;

CK_ATTRIBUTE template[] = {
{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},
{CKA_LABEL, label, sizeof(label)-1},
{CKA_SUBJECT, subject, sizeof(subject)},
{CKA_ID, id, sizeof(id)},
{CKA_SENSITIVE, &true, sizeof(true)},
{CKA_DECRYPT, &true, sizeof(true)},
{CKA_SIGN, &true, sizeof(true)},
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{CKA_MODULUS, nodul us, sizeof (nodul us)},
{ CKA_PUBLI C_EXPONENT, publicExponent,
si zeof (publ i cExponent )},
{ CKA_ PRI VATE_EXPONENT, privat eExponent,
si zeof (pri vat eExponent) },
{CKA PRIME 1, prinel, sizeof(prinel)},
{CKA_PRIMVE_2, prine2, sizeof(prinme2)},
{CKA_EXPONENT 1, exponentl, sizeof(exponentl)},
{ CKA_EXPONENT_2, exponent2, sizeof (exponent2)},
{ CKA_COEFFI Cl ENT, coefficient, sizeof(coefficient)}

3
10.9.2 DSA private key objects

DSA private key objects (object class CKO_PRIVATE_KEY, key type CKK_DSA)
hold DSA private keys. The following table defines the DSA private key object
attributes, in addition to the common attributes listed in Table 14, Table 18, Table 24, and
Table 32:

Table 35, DSA Private Key Object Attributes

Attribute Datatype | Meaning

CKA_PRIME**® Biginteger | Primep (512 to 1024 bits, in steps of 64 bits)
CKA_SUBPRIME"*® | Biginteger | Subprime q (160 bits)

CKA_BASE™*° Biginteger | Baseg

CKA_VALUE"*®/ Biginteger | Private value x

The CKA _PRIME, CKA SUBPRIME and CKA_BASE attribute values are
collectively the “DSA parameters”. See FIPS PUB 186 for more information on DSA
keys.

Note that when generating a DSA private key, the DSA parametenstaspecified in

the key's template. This is because DSA private keys are only generated as part of a DSA

key pair, and the DSA parameters for the pair are specified in the template for the DSA
public key.

The following is a sample template for creating a DSA private key object:

CK_OBJECT _CLASS cl ass = CKO PRI VATE KEY;
CK_KEY_TYPE keyType = CKK_DSA;
CK_UTF8CHAR label[] = “A DSA private key object”;
CK_BYTE subject[] ={...};

CK_BYTE id[] = {123};

CK_BYTE prime[] ={...};

CK_BYTE subprime[] ={...};

CK_BYTE base[] ={...};
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CK_BYTE value[] ={...};

CK_BBOOL true = TRUE;

CK_ATTRI BUTE terrpl ate[] = {

CKA CLASS, &cl ass, sizeof(class)},
CKA_KEY_TYPE, &keyType, sizeof (keyType)},
CKA TOKEN, &true, sizeof(true)},
CKA_LABEL, |abel, sizeof(label)-1},

CKA SUBJECT, subj ect, sizeof (subject)},
CKA ID, id, sizeof(id)},

CKA SENSI Tl VE, &true, sizeof(true)},

{CKA _SIGN, &true, sizeof(true)},

{CKA PRI VE, prine, sizeof(prinme)},
{CKA_SUBPRI ME, subprine, sizeof(subprine)},
{CKA BASE, base, sizeof(base)},
{CKA_VALUE, val ue, sizeof(value)}

1
10.9.3 ECDSA private key objects

el lan te e e Py |

ECDSA private key objects (object class CKO_PRIVATE_KEY, key type
CKK_ECDSA) hold ECDSA private keys. See Section 12.3 for more information about
ECDSA. The following table defines the ECDSA private key object attributes, in
addition to the common attributes listed in Table 14, Table 18, Table 24, and Table 32:

Table 36, ECDSA Private Key Object Attributes

Attribute Datatype | Meaning
CKA_ECDSA_PARAMS"*® | Bytearray | DER-encoding of an X9.62
ECPar anet er s vaue

CKA_VALUE"*®' Biginteger | X9.62 private value d

The CKA_ECDSA_PARAM S attribute value is known as the “ECDSA parameters”.

Note that when generating an ECDSA private key, the ECDSA parameterstare
specified in the key's template. This is because ECDSA private keys are only generated
as part of an ECDSA keyair, and the ECDSA parameters for the pair are specified in
the template for the ECDSA public key.

The following is a sample template for creating an ECDSA private key object:

CK_OBJECT_CLASS cl ass = CKO PRI VATE KEY;
CK_KEY_TYPE keyType = CKK_ECDSA,
CK_UTF8CHAR label[] = “An ECDSA private key object”;
CK_BYTE subject[] ={...};

CK_BYTE id[] = {123};

CK_BYTE ecdsaParams[] ={...};

CK_BYTE value[] ={...};
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CK BBOOL true = TRUE;

CK_ATTRI BUTE tenplate[] = {

CKA CLASS, &cl ass, sizeof(class)},

CKA KEY_TYPE, &keyType, sizeof (keyType)},
CKA TOKEN, &true, sizeof(true)},

CKA LABEL, | abel, sizeof (I abel)-1},

CKA SUBJECT, subject, sizeof(subject)},
{CKA ID, id, sizeof(id)},

{CKA_SENSI Tl VE, &true, sizeof(true)},

{CKA DERI VE, &true, sizeof(true)},

{ CKA_ECDSA PARAMS, ecdsaParans, sizeof (ecdsaParans)},
{CKA VALUE, val ue, sizeof(value)}

3
10.9.4 Diffie-Hellman private key objects

et e Tt Vo

DiffieeHellman private key objects (object class CKO_PRIVATE_KEY, key type
CKK_DH) hold Diffie-Hellman private keys. The following table defines the Diffie-
Hellman private key object attributes, in addition to the common attributes listed in Table
14, Table 18, Table 24, and Table 32:

Table 37, Diffie-Hellman Private Key Object Attributes

Attribute Data type Meaning
CKA_PRIME**® Biginteger | Primep
CKA_BASE"*® Biginteger | Baseg

CKA_VALUE*®7 Biginteger | Private value x
CKA_VALUE_BITS*® | CK_ULONG | Length in bits of private value x

The CKA_PRIME and CKA_BASE attribute values are collectively the “Diffie-

Hellman parameters”. Depending on the token, there may be limits on the length of the

key components. See PKCS #3 for more information on Diffie-Hellman keys.

Note that when generating an Diffie-Hellman private key, the Diffie-Hellman parameters
arenot specified in the key’'s template. This is because Diffie-Hellman private keys are

only generated as part of a Diffie-Hellman k®yr, and the Diffie-Hellman parameters
for the pair are specified in the template for the Diffie-Hellman public key.

The following is a sample template for creating a Diffie-Hellman private key object:

CK_OBJECT_CLASS cl ass = CKO PRI VATE KEY;

CK_KEY_TYPE keyType = CKK_DH;

CK_UTF8CHAR label[] = “A Diffie-Hellman private key
object”;

CK_BYTE subject]] = {...};

CK_BYTE id[] = {123};
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CK_BYTE prine[] ={...};

CK _BYTE base[] ={...};

CK_BYTE value[] = {...};

CK _BBOOL true = TRUE;

CK_ATTRI BUTE tenpl ate[] = {

CKA CLASS, &cl ass, sizeof(class)},

CKA KEY_TYPE, &keyType, sizeof (keyType)},
CKA TOKEN, &true, sizeof(true)},

CKA LABEL, | abel, sizeof (I abel)-1},

CKA SUBJECT, subject, sizeof(subject)},
CKA ID, id, sizeof(id)},

{CKA SENSI Tl VE, &true, sizeof(true)},
{CKA DERI VE, &true, sizeof(true)},

{CKA PRI VE, prine, sizeof(prinme)},

{CKA BASE, base, sizeof(base)},

{CKA VALUE, val ue, sizeof(value)}

3
10.9.5 KEA privatekey objects

el tan ter e

KEA private key objects (object class CKO_PRIVATE_KEY, key type CKK_KEA)
hold KEA private keys. The following table defines the KEA private key object
attributes, in addition to the common attributes listed in Table 14, Table 18, Table 24, and
Table 32:

Table 38, KEA Private Key Object Attributes

Attribute Datatype | Meaning

CKA_PRIME**® Biginteger | Primep (512 to 1024 bits, in steps of
64 bits)

CKA_SUBPRIME"*® | Biginteger | Subprime q (160 bits)

CKA_BASE™*° Biginteger | Base g (512 to 1024 hits, in steps of
64 bits)

CKA_VALUE"*®/ Biginteger | Private valuex

The CKA_PRIME, CKA_SUBPRIME and CKA _BASE attribute values are
collectively the “KEA parameters”.

Note that when generating a KEA private key, the KEA parametersoaspecified in

the key's template. This is because KEA private keys are only generated as part of a
KEA key pair, and the KEA parameters for the pair are specified in the template for the
KEA public key.

The following is a sample template for creating a KEA private key object:

CK_OBJECT_CLASS cl ass = CKO_PRI VATE_KEY;
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CK_KEY_TYPE keyType = CKK_KEA;

CK_UTF8CHAR label[] = “A KEA private key object”;

CK_BYTE subject]] = {...};

CK_BYTE id[] = {123},

CK_BYTE prime[] = {...};

CK_BYTE subprime[] ={...};

CK_BYTE base[] ={...};

CK_BYTE value[] ={...};

CK_BBOOL true = TRUE;

CK_ATTRIBUTE template[] = {
{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},
{CKA_LABEL, label, sizeof(label)-1},
{CKA_SUBJECT, subject, sizeof(subject)},
{CKA _ID, id, sizeof(id)},
{CKA_SENSITIVE, &true, sizeof(true)},
{CKA_DERIVE, &true, sizeof(true)},
{CKA_PRIME, prime, sizeof(prime)},
{CKA_SUBPRIME, subprime, sizeof(subprime)},
{CKA_BASE, base, sizeof(base)},
{CKA_VALUE, value, sizeof(value)}

¥
10.10 Secret key objects

Secret key objects (object class CKO_SECRET_KEY) hold secret keys. This version of
Cryptoki recognizes the following types of secret key: generic, RC2, RC4, RC5, DES,
DES2, DES3, CAST, CAST3, CAST128 (aso known as CAST5), IDEA, CDMF,
SKIPJACK, BATON, and JUNIPER. The following table defines the attributes common
to all secret keys, in addition to the common attributes listed in Table 14, Table 18 and
Table 24.
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Table 39, Common Secret Key Attributes

Attribute Datatype Meaning

CKA_SENSITIVE® (see below) CK_BBOOL | TRUE if object is sensitive
(default FALSE)

CKA_ENCRYPT® CK_BBOOL | TRUE if key supports
encryption®

CKA_DECRYPT® CK_BBOOL | TRUE if key supports
decryption®

CKA_SIGN® CK_BBOOL | TRUE if key supports

signatures (i.e., authentication
codes) where the signatureis an
appendix to the data’

CKA_VERIFY® CK_BBOOL | TRUE if key supports
verification (i.e., of
authentication codes) where the
signature is an appendix to the
data’

CKA_WRAP® CK_BBOOL | TRUE if key supports wrapping
(i.e., can be used to wrap other

keys)®

CKA_UNWRAP® CK_BBOOL | TRUE if key supports
unwrapping (i.e., can be used to
unwrap other keys)®

CKA_EXTRACTABLE® (seebelow) | CK_BBOOL | TRUE if key is extractable’

CKA_ALWAYS SENSITIVE**® CK_BBOOL | TRUE if key has always had the
CKA_SENSITIVE attribute set
to TRUE

CKA_NEVER_EXTRACTABLEz""6 CK_BBOOL | TRUE if key has never had the
CKA_EXTRACTABLE
attribute set to TRUE

After an object is created, the CKA_SENSITIVE attribute may be changed, but only to
the value TRUE. Similarly, after an object is created, the CKA_EXTRACTABLE
attribute may be changed, but only to the value FALSE. Attempts to make other changes
to the vaues of these attributes should return the error code
CKR_ATTRIBUTE_READ_ONLY.

If the CKA_SENSITIVE attribute is TRUE, or if the CKA_EXTRACTABLE attribute
is FALSE, then certain attributes of the secret key cannot be revealed in plaintext outside
the token. Which attributes these are is specified for each type of secret key in the
attribute table in the section describing that type of key.
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If the CKA_EXTRACTABLE attribute is FALSE, then the key cannot be wrapped.

10.10.1 Generic secret key objects

Generic secret key objects (object class CKO_SECRET_KEY, key type
CKK_GENERIC_SECRET) hold generic secret keys. These keys do not support
encryption, decryption, signatures or verification; however, other keys can be derived
from them. The following table defines the generic secret key object attributes, in
addition to the common attributes listed in Table 14, Table 18, Table 24, and Table 39:

Table 40, Generic Secret Key Object Attributes

Attribute Data type Meaning

CKA_VALUE"*®/ Byte array Key value (arbitrary
length)

CKA_VALUE_LEN®*® | CK_ULONG | Length in bytes of key
value

The following is a sample template for creating a generic secret key object:

CK_OBJECT_CLASS cl ass = CKO_SECRET_KEY;
CK_KEY_TYPE keyType = CKK_GENERI C_SECRET;
CK_UTF8CHAR label[] = “A generic secret key object”;
CK_BYTE value[] ={...};

CK_BBOOL true = TRUE;

CK_ATTRIBUTE template[] = {

{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},

{CKA_LABEL, label, sizeof(label)-1},

{CKA_DERIVE, &true, sizeof(true)},

{CKA_VALUE, value, sizeof(value)}

¥
10.10.2 RC2 secret key objects
RC2 secret key objects (object class CKO_SECRET_KEY, key type CKK_RC2) hold

RC2 keys. The following table defines the RC2 secret key object attributes, in addition to
the common attributes listed in Table 14, Table 18, Table 24, and Table 39:

Copyright © 1994-1999 RSA Security Inc.



100 PKCS#11 v2.10: CRYPTOGRAPHIC TOKEN INTERFACE STANDARD

Table41, RC2 Secret Key Object Attributes

Attribute Datatype Meaning

CKA_VALUE"*®’ Byte array Key value (1to 128
bytes)

CKA_VALUE_LEN*** | CK_ULONG | Length in bytes of key

value

The following is a sample template for creating an RC2 secret key object:

CK_OBJECT_CLASS cl ass = CKO_SECRET_KEY;
CK_KEY_TYPE keyType = CKK_RCZ;
CK_UTF8CHAR label[] = “An RC2 secret key object”;
CK_BYTE value[] ={...};
CK_BBOOL true = TRUE;
CK_ATTRIBUTE template[] = {
{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},
{CKA_LABEL, label, sizeof(label)-1},
{CKA_ENCRYPT, &true, sizeof(true)},

I

10.10.3 RC4 secret key objects

RC4 secret key objects (object class CKO_SECRET_KEY, key type CKK_RC4) hold
RC4 keys. The following table defines the RC4 secret key object attributes, in addition to
the common attributes listed in Table 14, Table 18, Table 24, and Table 39:

Table42, RC4 Secret Key Object

{CKA_VALUE, value, sizeof(value)}

Attribute Data type Meaning

CKA_VALUE"*®/ Byte array Key value (1 to 256
bytes)

CKA_VALUE_LEN®**® | CK_ULONG | Length in bytes of key

value

The following is a sample template for creating an RC4 secret key object:

CK_OBJECT_CLASS class = CKO_SECRET_KEY;
CK_KEY_TYPE keyType = CKK_RC4;
CK_UTF8CHAR label[] = “An RC4 secret key object”;
CK_BYTE value[] ={...};
CK_BBOOL true = TRUE;
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CK_ATTRI BUTE tenpl ate[] = {
{CKA CLASS, &cl ass, sizeof(class)},
{CKA _KEY_TYPE, &keyType, sizeof (keyType)},
{CKA TOKEN, &true, sizeof(true)},
{CKA_LABEL, | abel, sizeof (Il abel)-1},
{ CKA_ENCRYPT, &true, sizeof(true)},
{CKA_VALUE, val ue, sizeof(value)}

3
10.10.4 RCS5 secret key objects

RCS5 secret key objects (object class CKO_SECRET_KEY, key type CKK_RC5) hold
RCS5 keys. The following table defines the RC5 secret key object attributes, in addition to
the common attributes listed in Table 14, Table 18, Table 24, and Table 39:

Table 43, RC4 Secret Key Object

Attribute Data type Meaning

CKA_VALUE"*®/ Byte array Key value (0 to 255
bytes)

CKA_VALUE_LEN®*® | CK_ULONG | Length in bytes of key
value

The following is a sample template for creating an RC5 secret key object:

CK_OBJECT_CLASS cl ass = CKO_SECRET_KEY;
CK_KEY_TYPE keyType = CKK_RCS5;
CK_UTF8CHAR label[] = “An RC5 secret key object”;
CK_BYTE value[] ={...};

CK_BBOOL true = TRUE;

CK_ATTRIBUTE template[] = {

{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},

{CKA_LABEL, label, sizeof(label)-1},
{CKA_ENCRYPT, &true, sizeof(true)},
{CKA_VALUE, value, sizeof(value)}

¥
10.10.5 DES secret key objects
DES secret key objects (object class CKO_SECRET_KEY, key type CKK_DEYS) hold

single-length DES keys. The following table defines the DES secret key object attributes,
in addition to the common attributes listed in Table 14, Table 18, Table 24, and Table 39:

Table 44, DES Secret Key Object
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Attribute Datatype | Meaning
CKA_VALUE"®" | Bytearray | Key value (always 8 bytes
long)

DES keys must always have their parity bits properly set as described in FIPS PUB 46-2.
Attempting to create or unwrap a DES key with incorrect parity will return an error.

The following is a sample template for creating a DES secret key object:

CK_OBJECT _CLASS cl ass = CKO _SECRET_KEY;
CK_KEY_TYPE keyType = CKK_DES;
CK_UTF8CHAR label[] = “A DES secret key object”;
CK_BYTE value[8] ={...};

CK_BBOOL true = TRUE;

CK_ATTRIBUTE template[] = {

{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},

{CKA_LABEL, label, sizeof(label)-1},
{CKA_ENCRYPT, &true, sizeof(true)},

{CKA _VALUE, value, sizeof(value)}

I

10.10.6 DES2 secret key objects

DES2 secret key objects (object class CKO_SECRET_KEY, key type CKK_DES2)
hold double-length DES keys. The following table defines the DES2 secret key object
attributes, in addition to the common attributes listed in Table 14, Table 18, Table 24, and
Table 39:

Table 45, DES2 Secret Key Object Attributes

Attribute Datatype | Meaning
CKA_VALUE"®" | Bytearray | Key value (aways 16 bytes
long)

DES2 keys must always have their parity bits properly set as described in FIPS PUB 46-2
(i.e., each of the DES keys comprising a DES2 key must have its parity bits properly set).
Attempting to create or unwrap a DES2 key with incorrect parity will return an error.

The following is a sample template for creating a double-length DES secret key object:

CK_OBJECT_CLASS class = CKO_SECRET_KEY;
CK_KEY_TYPE keyType = CKK_DES2;
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CK_UTF8CHAR label[] = “A DESZ2 secret key object”;

CK_BYTE value[16] ={...};
CK_BBOOL true = TRUE;

CK_ATTRIBUTE template[] = {

{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},
{CKA_LABEL, label, sizeof(label)-1},
{CKA_ENCRYPT, &true, sizeof(true)},

h
10.10.7 DES3 secret key objects

{CKA_VALUE, value, sizeof(value)}

DES3 secret key objects (object class CKO_SECRET_KEY, key type CKK_DES3)
hold triple-length DES keys. The following table defines the DES3 secret key object
attributes, in addition to the common attributes listed in Table 14, Table 18, Table 24, and

Table 39:

Table 46, DES3 Secret Key Object Attributes

Attribute Datatype | Meaning
CKA_VALUE™®" | Bytearray | Key value (aways 24 bytes
long)

DES3 keys must always have their parity bits properly set as described in FIPS PUB 46-2
(i.e., each of the DES keys comprising a DES3 key must have its parity bits properly set).
Attempting to create or unwrap a DES3 key with incorrect parity will return an error.

The following is a sample template for creating a triple-length DES secret key object:

CK_OBJECT_CLASS class = CKO_SECRET_KEY;
CK_KEY_TYPE keyType = CKK_DESS3;
CK_UTF8CHAR label[] = “A DES3 secret key object”;

CK_BYTE value[24] ={...};
CK_BBOOL true = TRUE;

CK_ATTRIBUTE template[] = {

{CKA _CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},
{CKA_LABEL, label, sizeof(label)-1},
{CKA_ENCRYPT, &true, sizeof(true)},

I

{CKA_VALUE, value, sizeof(value)}
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10.10.8 CAST secret key objects

CAST secret key objects (object class CKO_SECRET_KEY, key type CKK_CAST)
hold CAST keys. The following table defines the CAST secret key object attributes, in
addition to the common attributes listed in Table 14, Table 18, Table 24, and Table 39:

Table47, CAST Secret Key Object Attributes

Attribute Data type Meaning

CKA_VALUE"*®/ Byte array Key value (1 to 8 bytes)

CKA_VALUE_LEN®*® | CK_ULONG | Length in bytes of key
value

Thefollowing is a sample template for creating a CAST secret key object:

CK_OBJECT_CLASS cl ass = CKO_SECRET_KEY;
CK_KEY_TYPE keyType = CKK_CAST;
CK_UTF8CHAR label[] = “A CAST secret key object”;
CK_BYTE value[] ={...};

CK_BBOOL true = TRUE;

CK_ATTRIBUTE template[] = {

{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},

{CKA_LABEL, label, sizeof(label)-1},
{CKA_ENCRYPT, &true, sizeof(true)},
{CKA_VALUE, value, sizeof(value)}

¥
10.10.9 CAST 3 secret key objects

CAST3 secret key objects (object class CKO_SECRET_KEY, key type CKK_CAST3)
hold CAST3 keys. The following table defines the CAST 3 secret key object attributes, in
addition to the common attributes listed in Table 14, Table 18, Table 24, and Table 39:

Table 48, CAST3 Secret Key Object Attributes

Attribute Datatype Meaning

CKA_VALUE"*®/ Byte array Key value (1 to 8 bytes)

CKA_VALUE_LEN®*® | CK_ULONG | Length in bytes of key
value

Thefollowing is a sample template for creating a CAST 3 secret key object:
CK_OBJECT_CLASS class = CKO_SECRET_KEY;

Copyright © 1994-1999 RSA Security Inc.



10. OBJECTS 105

CK_KEY_TYPE keyType = CKK_CAST3;
CK_UTF8CHAR label[] = “A CAST3 secret key object”;
CK_BYTE value[] ={...};

CK_BBOOL true = TRUE;

CK_ATTRIBUTE template[] = {

{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},
{CKA_LABEL, label, sizeof(label)-1},
{CKA_ENCRYPT, &true, sizeof(true)},
{CKA_VALUE, value, sizeof(value)}

%
10.10.10 CAST 128 (CAST5) secret key objects

CAST128 (also known as CAST5) secret key objects (object class
CKO_SECRET_KEY, key type CKK_CAST128 or CKK_CAST5) hold CAST128
keys. The following table defines the CAST128 secret key object attributes, in addition
to the common attributes listed in Table 14, Table 18, Table 24, and Table 39:

Table49, CAST 128 (CASTS5) Secret Key Object Attributes

Attribute Data type Meaning

CKA_VALUE"*®’ Byte array Key value (1to 16
bytes)

CKA_VALUE_LEN®*® | CK_ULONG | Length in bytes of key
value

The following is a sample template for creating a CAST128 (CAST5) secret key object:

CK_OBJECT_CLASS class = CKO_SECRET_KEY;
CK_KEY_TYPE keyType = CKK_CAST128;
CK_UTF8CHAR label[] = “A CAST128 secret key object”;
CK_BYTE value[] ={...};
CK_BBOOL true = TRUE;
CK_ATTRIBUTE template[] = {
{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},

Copyright © 1994-1999 RSA Security Inc.



106 PKCS#11 v2.10: CRYPTOGRAPHIC TOKEN INTERFACE STANDARD

{CKA _TOKEN, &true, sizeof(true)},
{CKA LABEL, | abel, sizeof (I abel)-1},
{ CKA_ENCRYPT, &true, sizeof(true)},
{CKA VALUE, val ue, sizeof(value)}

};

10.10.11 IDEA secret key objects
IDEA secret key objects (object class CKO_SECRET_KEY, key type CKK_IDEA)

hold IDEA keys. The following table defines the IDEA secret key object attributes, in
addition to the common attributes listed in Table 14, Table 18, Table 24, and Table 39:

Table 50, IDEA Secret Key Object

Attribute Datatype | Meaning
CKA_VALUE™®" | Bytearray | Key value (adways 16 bytes
long)

The following is a sample template for creating an IDEA secret key object:

CK_OBJECT_CLASS cl ass = CKO_SECRET_KEY;
CK_KEY_TYPE keyType = CKK_| DEA;
CK_UTF8CHAR label[] = “An IDEA secret key object”;
CK_BYTE value[16] ={...};

CK_BBOOL true = TRUE;

CK_ATTRIBUTE template[] = {

{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},

{CKA_LABEL, label, sizeof(label)-1},
{CKA_ENCRYPT, &true, sizeof(true)},
{CKA_VALUE, value, sizeof(value)}

¥
10.10.12 CDMF secret key objects

CDMF secret key objects (object class CKO_SECRET_KEY, key type CKK_CDMF)
hold single-length CDMF keys. The following table defines the CDMF secret key object
attributes, in addition to the common attributes listed in Table 14, Table 18, Table 24, and
Table 39:
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Table51, CDMF Secret Key Object

Attribute Datatype | Meaning
CKA_VALUE"®" | Bytearray | Key value (always 8 bytes
long)

CDMF keys must always have their parity bits properly set in exactly the same fashion
described for DES keysin FIPS PUB 46-2. Attempting to create or unwrap a CDMF key
with incorrect parity will return an error.

Thefollowing is a sample template for creating a CDMF secret key object:

CK_OBJECT _CLASS cl ass = CKO _SECRET_KEY,;
CK_KEY_TYPE keyType = CKK_CDMF;
CK_UTF8CHAR label[] = “A CDMF secret key object”;
CK_BYTE value[8] ={...};

CK_BBOOL true = TRUE;

CK_ATTRIBUTE template[] = {

{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof(keyType)},
{CKA_TOKEN, &true, sizeof(true)},

{CKA_LABEL, label, sizeof(label)-1},
{CKA_ENCRYPT, &true, sizeof(true)},

{CKA _VALUE, value, sizeof(value)}

h
10.10.13 SKIPJACK secret key objects

SKIPJACK secret key objects (object class CKO_SECRET_KEY, key type
CKK_SKIPJACK) holds a single-length MEK or a TEK. The following table defines
the SKIPJACK secret key object attributes, in addition to the common attributes listed in
Table 14, Table 18, Table 24, and Table 39:

Table 52, SKIPJACK Secret Key Object

Attribute Datatype | Meaning
CKA_VALUE™®" | Bytearray | Key value (aways 12 bytes
long)

SKIPJACK keys have 16 checksum bits, and these bits must be properly set. Attempting
to create or unwrap a SKIPJACK key with incorrect checksum bits will return an error.

It is not clear 