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FRONT- END PROTOCOL

PREFACE

Thi s docunent describes the protocol to be used for connecting a general -
pur pose conputer system (host) to an ARPANET-1i ke network via a "front-end"
conmputer. The main body of the docunment is ained at a reader who is not
conversant with all the details of network protocols. However, a paragraph
marked with [n], refers a reader famliar with network protocols to the
n-th item of Appendix A which will anplify that particul ar paragraph

Furt her information on the network protocols referred to in this docunent
can be obtained fromthe Network Information Center

Appendi x B contai ns di agranms showi ng the transitions between the different
connection states. Appendices C and D give the inplenentation details of
this protocol in the Front-End and the Hosts.

This protocol is predicated upon the assunption that for each host, a line
protocol, at a lower level, will be established between the device-driver
nodul es in the Host and the Front-End, and that this |line protocol provides
Front-End Protocol with error-free transm ssions.

I NTRODUCT! ON 2

A host conputer may be connected to a network for a variety of reasons.

Net wor k connection may be an attenpt to expand the useful ness of the

Host to the community of users which it serves by naking network resources
available to them Conversely, the services which the Host provides may

be made available to a larger community of users, with the network providing
the met hod of access to those services.

In order for nenbers of a network comunity to comunicate in an intelligent
way, there nust exist a set of protocols. The inplenentation of these
protocols in a host conmputer is typically called the Network Control Program
(NCP). The size and conplexity of the NCP is proportional to the nunber and
complexity of protocols which it inplenments. For an ARPANET |i ke network,
both the nunber and conplexity are substanti al
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A host which directly connects into the network nust assunme the responsibility
for inplenmenting this set of protocols. That is the "price of adm ssion"

to beconme a network host. It is not necessary to inplenent every protoco

and every option in every host, but even in the sinplest case -- inplenentation
of an NCP is not a snall task. The intrusion into the normal operating

envi ronnent of the host is also not small.

An alternative nmethod for network connection is to connect the host to sone

i ntermedi ate processor, and in turn, directly connect that processor to the
network. This approach is called "Front-Ending." There are nmany argunents
whi ch may be posed to justify a host connection to a network through a front-
end processor. The nost obvious being that the responsibility for

i mpl enentation of the network protocols (the NCP) can be del egated to the
front-end (FE), thereby reducing the inpact on the host.

The purpose of this docunent is not to justify Front-Ending as a phil osophy,
but rather, to introduce a protocol for conmmunications between a host and

a front-end processor which is providing it network access. The Front End
Protocol (FEP) is intended to permit the host to nake use of the network

t hrough existing protocols, without requiring that it be cognizant of the
conpl exities and inplenentation detail inherent in their execution

The FEP is sufficiently general to permt its inplenmentation in the host
to be in terns of the function the host is perfornming, or the services
which it is providing. O primary consideration in specification of FEP
was that it nust provide the host with a sufficiently robust comand
repertoire to performits network tasks, while buffering it fromthe
details of network protocols.

CONCEPTS 3
I nt roduction 3a
Before a detail ed description of the command structures is undertaken it
seenms appropriate to introduce several of the concepts upon which the FEP

i s predicated.

The follow ng section serves to briefly describe the FEP commands, and to
el aborate on the concepts of addressing and types of connections provided.
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Commands (Ceneral) 3b
1. BEG N Comand

This command is sent fromthe host to the front-end processor. Its function
is to direct the establishnment of one or nore network connections. The type
and nunber of connections is specified in the BEA N conmand string

2. LI STEN Conmmand

Through this command the host indicates its willingness to accept requests
for connection arriving fromother hosts. It directs the front-end processor
to LISTEN for any such connection requests. The nunber and type of
connections are specified in the conmmand string.

3. RESPONSE Conmmand

The front-end processor uses the RESPONSE command to indicate to the host that
a particular path specified in a BEAN or LISTEN conmand i s now open or that
the open attenpt fail ed.

4. MESSAGE Conmmand

Message text passing between the host and its front-end processor is sent in
this command string. The MESSACGE conmmand is bi-directional, and is the sane
for host or front-end.

5. I NTERRUPT Conmand

The | NTERRUPT command is sent by either the host of FE. Its nbst comon use is
to convey that the user wishes to termnate what he is doing - i.e., he has
depressed the Control -C, ATTN, or |NT key.

6. END Command

One or nore connections may be closed by either the FE or the host issuing
this command. The connection(s) which are affected by the action of the END
are specified in the command string.

7. REPLY Conmand

This command is required to be sent by both the host and FE to acknow edge

recei pt of all command types (except REPLY). The success or failure of the
command bei ng acknowl edged i s conveyed in the REPLY command string.
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Connecti ons 3c

In order to engage in a neani ngful conversation, the parties involved nust

be connected. A network connection is defined by the ARPA Host-Host Protoco
docunent (N c #8246) as follows : "A connection couples two processes so

that output fromone process is input to the other. Connections are defined
to be unidirectional, so two connections are necessary if a pair of processes
are to converse in both directions.” The conmponents of a connection, the
sockets, are defined: " a socket fornms the reference for one end of a
connection, and a connection is fully specified by a pair of sockets. A
socket is identified by a Host nunber and a 32-bit socket nunber. The sanme
nunber in different Hosts represents different sockets."

The existing network protocols incorporate prescribed strategies for
sel ecting socket assignnments, pairing sockets to form connections, and in
t he nunber of connections required to inplement the protocol

Conversations, in nost cases, are bi-directional. Thus to sinplify the
Host’'s procedures in these cases, FEP permts duplex connections on which
the Host can both send and receive. Send only and Receive only connections
are also available for those situati ons where conmuni cation i s one-way.

Thus, FEP provides the flexibility to reduce conplexity in the Host, in
addition to accomvdating existing protocols and allowi ng for the
devel opnent of new protocol s.

Addr essi ng 3d

Conversations in FEP are uniquely identified at initiation by sone conbination
of Host address, Index nunber, Path nunber and Socket assignnment. The Host
address and Socket assignment are required to formthe connection(s); there-
after the Index and Path are sufficient to identify the conversation.

Host Address

If, through the BEG N conmand, the | ocal Host explicitly directs the creation
of network connection(s), it nmust specify the address of the foreign host to

which it desires comrunication. |f the |Iocal host indicates a willingness to
communi cate, through the LI STEN command, the Front-End processor wll supply

the address of the connecting foreign host(s) in its RESPONSE conmand(s).
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Socket

A socket is either a send socket or a receive socket. This property is
called the socket’s gender. The sockets at either end of a network
connection nmust be of opposite gender. As previously defined a socket
forms the reference for one end of a network connection. To the extent
possi bl e, the FEP shields the Host fromthe responsibility of assigning
sockets for individual conversations. However, because the

socket is a fundanental part of the addressing nmechani sm of the network,
the Host may need to be aware of socket assignnments when establishing
connecti ons.

It is through a "well-advertised" socket that a host provides services

to other nenbers of the network community. The Initial Connection
Protocol (ICP) [1] is used to first connect to the well-advertised socket
in order to exchange the nunber of a presently unused socket which is then
used for the connections required so that the well-adverti sed socket can
be freed for others attenpting to connect.

When establishing a conversation (with a BEG N or LISTEN command) the
Host indicates in the value of the CONN-TYPE field whether the socket
specified is to be enployed directly, or to be used as an initia
connecti on socket.

I ndex/ Pat h Addr essi ng 3e

I ndexes are val ues assigned by the local Host to identify network con-
versations. \When conversations are established (with the BEA N or LI STEN
commands) the Host nust specify an index value. This value will be
associated with the resultant conversations for their duration.

It is often necessary to affiliate conversations [2]. To accomopdate this,
data paths are defined such that each index has one or nore path(s)
associated with it (a path can not exist except as a subordinate to an

i ndex) and all network comrunication is transmtted on sone path.

The maxi mum nunber of indexes which nmay be in use at any one tine, and the
maxi mum nunmber of paths within one index are installation paraneters.

Index O is reserved for controlling other indexes, and logically represent the
"pi pe" through which all other indexes "flow"
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Addresses in FEP command strings are conveyed by the pair of fields "I NDEX"
and "PATH." | n commands whi ch cause new i ndexes to be opened, or new data
paths to be added to an existing index (BEG N or LISTEN), the PATH field
indicates the first path to be acted upon by this command. For those
commands which do not create new paths or indexes, if PATHis 0, then all
pat hs associated with this | NDEX are addressed; if PATH is non-zero, only the
specific path within the specified | NDEX i s addressed.

Pat h Types 3f
A path can be one of three types:

a. DUPLEX - both the Host and the FE can i ssue MESSAGE conmands
on the path.

b. SEND - only the Host can issue MESSAGE commands on the path.
c. RECEIVE - only the FE can issue MESSAGE conmands on the path.

The paths within an index may be a mixture of path types but one BEG N
LI STEN rmust be used for each contiguous set of the same type.

An FEP path is anal ogous to a network connection with the followi ng exception.
Net wor k connections are always sinplex. This is true for paths of type SEND
or RECEIVE. However, a DUPLEX path is formed by the FE connecting two | oca
sockets to two foreign sockets. This is a "duplex connection" which is
conmposed of two network (sinplex) connections.

Modes of Establishing a Path 39

One or nore paths are established by the action of a single BEG N or LISTEN
command, with the node specified in the CONN-TYPE field of the command.

Each of the path types is established in one of two nodes - directly or via
| CP. The gender of the path (its ability to receive or send or both) is not
af fected by the node.

Wien any of the path types is specified with the I CP node, the socket val ue

in the SOCKET field is used as the "well-advertised" socket and an actua

wor ki ng socket will be exchanged according to the Initial Connection Protocol
When the direct node is indicated, the specified socket is used as the working
socket .
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In either node, when nultiple paths are indicated, the next higher socket
nunber val ues of the appropriate gender are selected for each path. [3]

Transl ati on 3h

When the Host sets up a path(s) (with a BEAN or LISTEN command) it identifies
what type of translation or data-mapping it requires the FE to performon all
data transmitted on this path(s). This is specified by two values - one
giving the format of the data transnmitted between the FE and the network,

the other giving the format of the data between the Host and the FE. [4]

Fl ow Contr ol 3i

Al'l conmands (except REPLYsS) nust be REPLYED to by the receiver. The sender

i s blocked from sendi ng nore conmands on the sane path until a REPLY has been
recei ved. The REPLY conmand serves two functions: it indicates the
success/failure of the last transm ssion on the path, and it al so indicates

a wllingness of the receiver to accept nore data on that path. Receipt of
any valid REPLY on an open path is sufficient to unblock it for END or

| NTERRUPT commands. Thus a receiver who will not (or can not) accept nore
data (MESSAGE commands) on a given path need not bl ock the sender from

ENDi ng the path if he desires. An indication of "READY" in the reply serves
to unblock the path for MESSAGE commands al so.

In the normal case, the REPLY perforns both functions concurrently. However,
when the receiver is not ready to accept nore data, he can REPLY indicating
only success/failure of the last conmand which should be sufficient to

all ow the sender to free the transm ssion buffer, requeue the conmand for
retransm ssion if necessary, etc. and wait for another REPLY command
announcing the receiver’'s ability to accept nore data.

Excepti onal Conditions 3j
Wien a conmmand is recei ved and can not be executed, the REPLY command is used
to notify the sender of the command. To do this, the bits of CODE field of

the REPLY are set to show the CATEGORY of the error and its TYPE within that
category (see Section 3h).
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COMVANDS 4

I nt roducti on 4a

Al'l conmuni cati ons between the Host and the FE is perfornmed by neans of
comands. The commands are given nanmes for docunentation purposes but are
di stingui shed by the binary value of the first field of the command string.
Command strings will be padded with zeros up to the next multiple of an
installation defined paraneter. (This value will be dependent on the
capabilities of the hardware interface between the Host and the FE.)

Field lengths within a command string are specified as sone nunmber of bits.
These information bits will be right-justified within the [ east nunber of
bytes needed to hold them The size of a byte will be an installation
paraneter which will normally be 8 bits but other values will be accomvpdat ed
as necessary.

The val ues and neani ngs of the CODE field of the REPLY conmand are given for
each conmand within the foll owi ng descriptions:

1: BEGN 4b
For mat
BEG N | NDEX PATH HOST SOCKET TRANS- TYPE CONN- TYPE NPATHS
Use
This command is sent only fromthe Host to the FE. Its function is to direct
the FE to establish one or nore |ogical connections (paths) on the specified
i ndex between the Host and the FE
Its use has three different nodes (depending on the value of the PATH field)
node (a) - to set up a new index and to direct the FE to attenpt

to establish network connections for the one or nore paths
specified within this index.
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node (b) - to attenpt to establish network connections for an
exi sting (but at present closed) path within the already set-up
i ndex.

Mode (c) - to attenpt to establish network connections for
one or nore new paths within the already set-up index.

Par anet er s
a) BEANis an 8-bit field with the value 1.

b) INDEX is a 16-bit field, specifying the index. Note that
the value 0 is reserved for special use (see Section 4).

c) PATH is an 8-bit field, specifying the path(s) which are
to be established. Its value identifies the node of the
BEA N (see above)

nmode (a) - its value nust be 1.

nmode (b) - its value nmust be that of the path to be
"re-opened.”

nmode (c¢) - its value nust be exactly one greater than

the current nunber of paths defined within this index.

d) HOST is a 32-bit field specifying the foreign host with
whi ch connections are to be established.

e) SOCKET is a 32-bit field, specifying the first or only
socket at the foreign host to which connections are to
be nade.

f) TRANS-TYPE is a 16-bit field which directs the FE to
performthis type of translation on all data (i.e. TEXT
in the MESSAGE comand string) sent on every path being
established by this command. The first 8 bits specify
the format of the data on the network side; the second
8 bits specify the format of the data on the Host side.
The val ues assigned to the particular formats (eq. ASClI
EBCDIC etc.) are installation paraneters; however, the
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al ways nean "bit string" and thus if either

of the 8-bit sub-fields contains 0, then no mapping wll

be perforned.

CONN-TYPE is an 16-bit field, specifying the type and node
of connection(s) to be established for the specified path(s).
Its value informs the FE how to associate sockets with

i ndexes/ pat hs (see Sections 2f and 29).

Val

NWhrOOITOoON

ue

Type Mode
Dupl ex via I CP
Dupl ex direct
Recei ve via | CP
Recei ve di rect
Send via | CP
Send direct

NPATHS is an 8-bit field, specifying the nunber of paths which
this command directs the FE to attenpt to establish connections
If the BEGNis of node (b) then its value nust be 1.

its value and the value of the PATH field

is the new current nunber of paths plus one.

Error CODES in REPLY

Cat e

PR WWWWWWWWW

gory

Type

NFRPOO~NOOUITWNBE

Meani ng

PATH invalid for new index

PATH invalid for old index

PATH al ready open

HOST unknown

TRANSLATI ON- TYPE invalid
CONNECTI ON- TYPE i nvalid

NPATHS invalid for old path on old index
Speci fied socket inconsistent with CONN TYPE
I NDEX i nvalid, not ready for business

No new connections - FE ful

No new connections - closing down soon
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2: LI STEN 4c
For mat

LI STEN | NDEX PATH HOST SOCKET TRANS- TYPE CONN- TYPE NPATHS
Use
This command is sent only fromthe Host to the FE
Its function is to direct the FEto "listen,” i.e., to hold the specified paths
pending until such tinme as a request for connection (RFC) is received fromthe
network to the specified | ocal socket. then to set up connections and to
respond with a RESPONSE comuand for each path.

Its use has three different nodes (depending on the value of the PATH field)

node (a) - to set up a newindex and to listen on the specified | oca
socket in order to establish connections for the specified paths.

nmode (b) - to listen on the specified socket in order to establish
connections for the specified, existing (but at present closed)
path within the already set-up index.

node (c) - to listen on the specified socket in order to establish
connections for the specified new path(s) within the already set-up
i ndex.

By use of the HOST paraneter, the FE can be directed to accept RFCs from any
host or only fromthe specified host.

Par anet ers
a) LISTENis an 8-bit field with value 2.
b) INDEX is a 16-bit field specifying the index.
c) PATH is an 8-bit field specifying the first of the one or nore

pat hs which are to be held pending receipt of a RFC. Its
val ue identifies the node of the LISTEN (see above)
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node (a) - its value nust be 1.
node (b) - its value nmust be that of the existing path.
nmode (c) - its value nmust be exactly one greater than

the current nunber of paths within this index.

HOST is a 32-bit field specifying the host fromwhi ch RFCs
are to be accepted; a value of O inplies fromany host.

SOCKET is a 32-bit field specifying the |ocal socket on which
the FE is to listen for RFCs.

TRANS-TYPE is a 16-bit field specifying the type of translation
the FE is to performon all data sent on every path established
as a result of this conmand. Its values are the sane as in the
BEA N conmand.

CONN-TYPE is an 16-bit field specifying the type and node of the
connection(s) to be established for the specified path(s) when
an RFC is received. |Its values are the sane as in the BEG N
comand.

NPATHS is an 8-bit field specifying the nunber of paths which
this command associates with the specified i ndex and which are
to be established. |If the LISTEN is of node (b) then its val ue
must be 1. Oherwise the sumof its value and the value of the
PATH field is the new current nunber of paths plus one, within
this index. Thus its value is the nunber of extra RFCs for
which the FE is listening on this socket.

Error CODEs in REPLY

Cat egory Type Meani ng
3 1 PATH i nval id for new i ndex
3 2 PATH invalid for old index
3 3 PATH al ready open
3 4 HOST unknown
3 5 TRANSLATI ON- TYPE invalid

*** WORKI NG DOCUMENT™* * *
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3 7
3 8
3 9
3 10
4 1
4 2

3: RESPONSE

For mat

CONNECTI ON- TYPE | NVALI D

NPATHS invalid for old path on old index
Speci fi ed socket inconsistent with CONN TYPE
I NDEX invalid, not ready for business

Socket already in use

No new listens - FE ful

No new listens - closing down soon

4d

RESPONSE | NDEX PATH CODE HOST SOCKET

Use

This command is sent only fromthe FE to the Host - once per path specified in

a BEG N or

For paths
of the con

connection

a LI STEN conmand.

specified in a BEG N,

it

is sent to indicate the success or failure

nection attenpt. For paths specified in a LISTEN, it is sent at
the tine when the FE has received a matching RFC and has established the

The HOST and SOCKET paraneters are purely informational which the Host can
it so desires. Their contents are only guaranteed if the connection

ignore if
attenpt su

Par anet er s
a)
b)
c)
d)

cceeded.

RESPONSE is an 8-bit field with val ue 3.

INDEX is a 16-bit field specifying the index.

PATH is an 8-bit field specifying the particul ar path.

CODE is a 16-bit field indicating the outcone of the

connection attenpt:
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Val ue Meani ng

Pat h successfully established.
Local | MP dead.

Foreign | MP i naccessi bl e.
Forei gn Host dead.

Forei gn Host not responding.
Connection refused.

GabrhwWwNRFO

e) HOST is a 32-bit field specifying the foreign host to which the
connection has been nade.

f) SOCKET is a 32-bit field specifying the socket at the foreign
host. If the connection type is sinplex, then it is the only
foreign socket for this path; if duplex, then it is the |ower
of the two foreign sockets

Error CODES in REPLY

Cat egory Type Meani ng

3 11 | NDEX unknown

3 12 PATH unknown

3 13 CCDE invalid
4:  MESSAGE 4e
For mat

MESSAGE | NDEX PATH COUNT PAD TEXT

Use

This command is sent by either the Host or the FE to transnit data on the
speci fied path and i ndex.

Paraneters
a) MESSAGE is an 8-bit field with val ue 4.

b) INDEX is a 16-bit field specifying the index.
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c) PATH is an 8-bit field specifying the path. Note that the val ue
0 is used in the broadcast option (see Section 3j).

d) COUNT is a 16-bit field specifying the nunber of bits of data
in the TEXT field.

e) PADis an n-bit field, where nis an installation paraneter.
It contains only padding (in the present protocol specification)
and can be used to enable the host to have the TEXT field start
on a conveni ent boundary.

f) TEXT is a field containing COUNT bits of data being transnitted
on this path.

Error CODES in REPLY

Cat egory Type Meani ng
2 1 This option not inplenented
3 12 PATH unknown
3 14 No connection opened in this direction
3 15 PATH bl ocked at this tinme, resent |ater
3 16 PATH suspended at this tinme, resent |ater
3 17 PATH cl osed
3 17 COUNT too |large
4 3 Error in transmtting data, resend conmand
4 4 Data | ost, resent comand.
5: | NTERRUPT Af
For mat
| NTERRUPT | NDEX PATH CODE
Use

This command is sent by either the Host or the FE

Its nost conmon use is to pass the information that a term nal user has
pressed his INT (or ATTN or Control-C) key, thereby requesting his
applications programto quit what it is doing for him|[5]
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Paraneters

a) |INTERRUPT is a 8-bit field with value 5.

b) INDEX is a 16-bit field specifying the index.

c) PATH is an 8-bit field specifying the path on which the
I NTERRUPT is transmtted. Note that the value 0 is used in
t he broadcast option (see Section 3j).

d) CODE is a 16-bit field. It has no defined neanings as yet
and shoul d contain O.

Error CODES in REPLY

Cat egory Type

11
12
14
15
17

WWWwWwwNMN

6: END

For mat

END | NDEX PATH CODE

Use

Meani ng

This option not inplenented

I NDEX unknown

PATH unknown

No connection opened in this direction
PATH bl ocked at this tine, resend | ater
PATH cl osed.

49

This command is sent by either the Host or the FE, to ternminate a connection
If PATHis 0, then the index and all its paths are term nated, otherw se just
the specified path of the index is term nated.

Paraneters

a) ENDis an 8-bit field with value 6.

b) INDEX is a 16-bit field specifying the index.

***WORKI NG PARAMETER* * *
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c) PATH is an 8-bit field containing the path to be closed, or 0 if
the whole index is to be closed.

d) CODE is a 16-bit field indicating the reason for the closure:
Val ue Meani ng

Nor mal cl ose

Retri es exhausted
Foreign Host failure
Foreign I MP failure
Net work failure
Local I \MP failure.

gabrhwNRFLO

The "Retries exhausted" code indicates that the FE has been
retrying a transmission to the foreign host w thout success.

Error CODES in REPLY

Cat egory Type Meani ng
3 11 | NDEX unknown
3 12 PATH unknown
3 13 CCDE unknown
3 15 PATH bl ocked at this tine, resend | ater
3 17 PATH cl osed.
7 REPLY 4h
For mat
REPLY | NDEX PATH CODE
Use

This command is sent by both the Host and the FE to acknow edge recei pt of
every other type of command (including those on index 0, see Section 4) and/or
to unblock that particular direction of an opened path for the transm ssion

of anot her conmmand.

Note that the I NDEX and PATH fields contain exactly the same as those of the
command being replied to.
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Par aneters
a) REPLY is an 8-bit field with value 7.
b) INDEX is a 16-bit field specifying the index.
c) PATHis a 8-bit field specifying the path.
d CODE is a 16-bit field indicating the success/failure of the
command bei ng REPLYed to, and the sender’s readi ness for nore
commands on the same path. It is divided into four subfields -

STATUS, COWMAND, CATEGORY, and TYPE.

1) STATUS is 4 bits wide

bit 0 (right-nost) - READY

bit 1 - NOT- READY
bit 2 - ACK

bit 3 - NAK

ACK=1 indicates that the sender (of the REPLY) has accepted
the conmand (being REPLYed to). NAK=1 indicates that the
sender has discarded the command (with the reason given by
the settings of the other bits of the CODE field).

NOT- READY=1 i ndi cates that the sender (of the REPLY) is
willing to receive an END or | NTERRUPT on this path.
READY=1 i ndi cates that MESSAGE conmands will al so be received.

Normal Iy only one REPLY conmand will be sent for each

ot her command. However MESSAGE, | NTERRUPT, RESPONSE and
invalid END commands can be replied to by a REPLY with
ACK (or NAK)=1 and NOT- READY=1 and anot her REPLY, sone
tinme later, with READY=1. [6]

The ACK and NAK bits are mutually excl usive and shoul d
never both be on sinultaneously, and simlarly the READY
and NOT- READY bits.

Not e that the READY/ NOT- READY bit settings are only

rel evant when a path is open.
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2) COWAND is 4 bits wide. It indicates the conmand for
which this is a REPLY

Val ue Meani ng

any of the follow ng
BEA N

LI STEN

RESPONSE

MESSAGE

| NTERRUPT

END

OO, WNEFO

The value 0 is defined for cases where a Host does not
wi sh to incur any overhead required to fill in the
non-zer o val ue.

3) CATEGORY is 3 bits wide. It specifies the category of
the error indicated by the ACK bit being off

Val ue Meani ng
1 Command not recogni zed
2 Option not inplenented
3 Invalid
4 Action fail ed.

Its value is relevant only when NAK=1.

4) TYPE is 5 bits wide. It specifies which error occurred.
Its value is relevant only when NAK=1. The possible val ues
and meani ngs for the various errors and their correspondi ng
CATEGCORY subfield values are given under the description
of each command

Sequenci ng 4i
Once communi cation between the Host and the FE has been established and each

side is "Ready for Business" (see Section 4b) the Host may at any time send
BEA N or LI STEN commands for new i ndexes. The FE will acknowl edge a BEG N or

*** WORKI NG DOCUMENT™* * *
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LISTEN with a REPLY and the index is then set-up providing that the REPLY
i ndicates no errors. Qher BEA N or LISTEN commands for the new paths on the
sanme i ndex may be sent at any tinme after the index is set-up

The FE will send a RESPONSE command for each path on conpletion of its attenpts
to fulfill the Host’s instructions. |If an attenpt failed (indicated by the
CODE field) then the path remains closed and another BEGA N or LI STEN for that
path can be sent. |f the attenpt was successful, then MESSAGE or | NTERRUPT
commands can be sent after the Host has REPLYED to t he RESPONSE

An | NTERRUPT or END conmand may be sent on any opened path after receiving

a REPLY for the previous command on the sane path in the sane direction. A
MESSAGE command nay be sent if in addition the READY bit was on in the |ast
REPLY conmand.

New pat hs on the same i ndex may be opened at any tinme after the index has
been set-up, or particular paths may be ENDed and then have new BEG Ns or

LI STENs for themissued. An index renmains set-up, even if all its paths are
closed, until an END conmmand with PATH=0 is issued for the index.

Communi cati on between the Host and the FE is term nated by an END wi th | NDEX=0

and this will abort any renmining open paths and indexes.
Br oadcasti ng 4j
Broadcasting is an optional feature of the protocol. |If it has been enabl ed

by the installation paraneter, then the Host may send a MESSAGE or | NTERRUPT
command on a particular index with PATH=0. This instructs the FE to send the
data contained in the TEXT field of the MESSAGE comand (or an interrupt) on
every network connection corresponding to an open path of the specified index.

This feature will only occur on MESSAGEs fromthe Host to the FE (since no
utilization of it in the other direction is envisaged).

A broadcast MESSAGE is replied to with one or two REPLYs in the sane way
as any other MESSAGE conmand. Flow control within the index is naintained

as if broadcast MESSACEs were sent on a separate path, i.e., flow control
on other paths is not directly affected.
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Note that for a broadcast MESSAGE comand the FE will performtranslation
on the data for each path in accordance with the BEG N or LI STEN which
initiated that path. Thus, care nust be taken when all paths of the
particul ar i ndex do not have the same format on the Host side specified in
their TRANS- TYPE (see Section 6b).

I ndex O 5
I ntroduction 5a
Index O provides a control |ink between the Host and the FE, and thus has no

networ k connections directly associated with it. The comands on this index

are used to establish and ternmi nate the connecti on between Host and FE and to
control other indexes.

Path O 5b

Path O of Index 0 is used to pass gl obal commands - i.e., those which do not
refer to any particular index or path. The currently defined commands are

MESSAGE | NDEX=0 COUNT PAD TEXT
where TEXT = COMWAND [ PARML] [ PARMZ]
COMVAND is 8 hits |ong
PARML and PARM2 are 16 bits |ong

a) COWAND=1 , PARML=Hostid

This is the "Ready for Business" conmand whi ch nmust be sent by both
Host and FE to establish conmunicati on between them Count gives the

I ength of the TEXT field as usual. |f COUNT=8, then just the COWAND
field is present. |f COUNT=24, then both the COMAND and Hostid are
present.

The FE will never send a Hostid. The Host may send its Hostid in the
event that the FE is connected to nore than one IMP or if alternate
routes to the network exist (e.g., via patch panels).

Until both sides have sent this command no other command is valid.

b) COWAND=2 , PARML=M, PARW2=N
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This is the "CLOSING' conmand which is a purely infornmation indication
that the sender’s FEP nodul e has been told that comrunication will be
termnated in Mmnutes for a period of N mnutes (N=O inplies
unknown) .

No action is required of the receiver, however he nay be able to
distribute the information to his users.

c) COVMAND=3

This is the "CONTINUE" command whi ch indicates that any previous
CLCSI NG command is now no | onger true.

END | NDEX=0 PATH+0O CCDE

This command terni nates the connecti on between the HOST and FE. Al
ot her paths/indexes are automatically aborted and the FE will close
all network connections. The values of the CODE field are the sane
as in the general END comand.

5c

Path 1 is reserved for commuands specific to a particular path or index. No
commands are presently defined; they will be at a |later date when nore
experi ence has been gained on the need for them

Path 2 5d
Path 2 of Index O is used for Operator-to-Operator conmuni cati on between the
Host and the FE. It is an optional feature which is enabled by an installation
paraneter.

MESSAGE commands are formatted in the normal manner with the sender requesting
that the TEXT field be displayed to the receiver’s system operator.

Scenari os 6

The follow ng scenarios are included to provide the reader with a "feeling" for
FEP in a varied set of applications. The exanples selected relate to existing
ARPANET protocols or other networking applications, and do not represent an

exhaustive list of capabilities. 6a

* %% W\ORKI NG DOCUNENT* * *
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Fi el ds which are variable or not relevant are not shown (for purposes of
clarity) in the command strings in the foll owi ng exanpl es. 6b

Host | nplenentation of User TELNET 6¢c
BEG N ndxa, PATH=1, host, SKT=1, , CONN- TYPE=dupl ex+l CP, NPATHS=1

The User TELNET process in the Host causes the BEA N comrand to be issued
When a successful RESPONSE has been returned by the FE, a typical duplex
TELNET connection will have been made to the Host specified in the BEG N

Host is Providing Server TELNET 6d

LI STEN ndxa, PATH 1, HOST=0, SKT=1, , CONN- TYPE=dupl ex+l CP, NPATHS=32

Wth this one command the Server TELNET process in the Host has conditioned
the FE to LI STEN on Socket 1 (the well-advertised TELNET socket) and to
establish as many as 32 duplex data paths. The FE, through the RESPONSE
command, will report each connection as it occurs. Path 1 will represent
the first such duplex connection, etc. The Host may then nmanage the data
pat hs individually. Individual paths may be ended and pl aced back into a
LI STENi ng state by the Host. |If at any tine an END command specifying this
I NDEX with a PATH of O were to be sent by the Host, all connections would
be dissolved, and for all practical purposes, the Host is no longer wlling
to provide Server TELNET services

Host is Providing Server FTP 6e
LI STEN ndxa, PATH=1, HOST=0, SKT=3, , CONN- TYPE=dupl ex+| CP, NPATH=1
As soon as a RESPONSE for this LISTEN comes fromthe FE, the Host Server FTP
process should select a new I NDEX and i ssue a new LI STEN for ndxb on socket 3.
The dupl ex connection which has been nade is the control path for the file
transfer. Based upon control information passed between server and user on
ndxa (path 1) the server FTP will either
BEA N ndxa, PATH=2, (hostid etc. fromresponse), NPATHS=1

OR
LI STEN ndxa, PATH=2, (hostid etc. fromresponse), NPATHS=1
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When a RESPONSE command has been received to the previous comand, the data

connection (PATH 2) will have been nade and transfer of data may begin. The
val ues for TRANS- TYPE and CONN- TYPE for the LISTEN or BEG N will be derived

fromthe exchange of information on the control path.

Host |s User FTP 6f
BEA N NDXA, PATH=1, HOSTI D, SKT- 3, , CONN- TYPE- dupl ex+I CP, NPATH=1

when a RESPONSE to this command has been returned by the FE the control path
wi || have been connected. The Host, after exchanging information on the
control path, may then proceed by issuing a BEAN or LISTEN as in the Server
FTP exanpl e.

Tel econf er enci ng 69

An INDEX with n PATHs permits up to n otherw se di sassoci ated conversations
to be affiliated. Each path can be nmanipulated individually, or all paths as
a group. Wth the broadcast option -- a MESSAGE conmand speci fying | NDEX but
not specifying PATH will be broadcast to all open paths on that index. Thus
each host may direct its nessages to any or all parties.

A "conference" nmay be initiated by any host who issues a LISTEN with nmultiple
dupl ex paths on an agreed upon (but not necessarily well advertised) socket.
When sone foreign host connects, an ordinary TELNET connection exists. |If,
however, a third or forth or nore parties connect, the hosts already engaged
in the conversation may elect to informthe late coners of the nenbers already
i nvol ved. Each host may then elect to connect to as many other hosts as he
desires. (The parties could agree as to who would BEG N and who woul d LI STEN).
Following this scheme [it is not a protocol] all parties participate equally,
there is no noderator. Each host decides to whomhe will speak. Using the
initial LISTEN, a variation on this would pernit the LISTENer to be noderat or
and require that he relay nessages to other parties, as desired.

In sunmary, the data path nechanismpermts a group of users to select an
agreed upon socket, appoint a "noderator,"” and at a prescribed tine engage in

a conference w thout benefit of special protocol inplenentations in the FE
or in any of the hosts (except possibly the noderator).
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Exanpl e of the Use of Sinplex Connections 6h

The Si npl ex connection types pernits a host to LISTEN on a group of sinplex
sockets of a particular gender. |If the host supported a group of line
printers, for exanple, the Line Printer Applications Programcould performa
LI STEN on a socket advertised to be his "Printing Socket," specifying as nmany
recei ve paths as he had printers. Foreign hosts could then connect (via |ICP)
to his print socket. They would be given an appropriate working socket val ue
and then connect to an available printer. In this way up to n foreign hosts
may be connected to his n printers at all times. Al that any needs to know
to avail thenselves of printing services is the server host’s print socket.

[1]
Host | npl enentation 7
Concept s 7a

The Front-End Protocol permits a Host to nake use of the network through
existing lowlevel protocols, without requiring that it be cognizant of the
i mpl ement ation details of those protocols.

| mpl enentation of FEP in the Host is in terns of the function it is performnng
or the service it is providing. Information regarding sockets is available

to the sophisticated user, but can be ignored if not relevant to the problem
at hand.

The Host shoul d provide the equivalent of a BEGA N, LISTEN, MESSAGE, | NTERRUPT
and END command. In other words, the human user or applications |evel process
has at its disposal the full power of FEP.

The FEP nodule in the Host serves as a control nechanismto nultiplex/
denultiplex traffic between itself and the FE. |n appearance and function it
is nuch like any nmulti-line interface driver. It handles REPLYS, reports
errors, etc. The FEP nodul e nust al so assune the responsibility for assignnent
of indexes. This could easily be inplenmented as a " GETI NDEX" subroutine

which would allow a user to ask for an index to be assigned to him The

user could then proceed to do BEG Ns, LISTENs, etc. on that index.

A server process nakes itself available to the network at large by issuing an
appropriate LI STEN. The Host FEP nodul e woul d not have to be aware of what
servers were inplemented or in operation. The server process, when it was
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activated, could do a "GETINDEX," followed by a LISTEN on its well-advertised
socket, and then proceed fromthere. The Host FEP nodul e sinply associates

i ndexes to processes and passes the incoming traffic to the appropriate process
for analysis and response. It maintains flow between itself and the FE through
the generation and recei pt of REPLYSs.

The type of data structures, or fornmat of information enployed in the

i mpl ement ati on of the FEP conmands in the Host is, of course, up to the

i mpl ementor. BEG N could be a nacro call, with the various information
passed as paraneters to the Host FEP nodule -- which would then arrange it
into a command for delivery to the Front-End processor. The inportant
consideration is not how the commands are inplenented, but sinply that their
function is provided. It might be desirable, for instance, to inplenent the
Host such that the front-end processor |ooks |ike a special I/O device. 1In
this case, it nmay be appro