Net wor k Wor ki ng Group J. Flick
Request for Comments: 3635 Hewl ett - Packard Conpany
bsol etes: 2665 Sept ember 2003
Cat egory: Standards Track

Definitions of Managed Objects for
the Ethernet-like Interface Types

Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2003). Al Rights Reserved.
Abst ract
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In particular, it defines objects for managi ng Ethernet-1ike
interfaces. This nmenp obsol etes RFC 2665. It updates that
speci fication by including managenent infornmation useful for the
managenent of 10 G gabit per second (Gb/s) Ethernet interfaces.

Tabl e of Contents

1. Introduction . . 2
2. The Internet-St andard Managerrent Frarrevw.)rk . 3
3. Overview. . 3
3.1. Relatlonto MB— . . 4

3. 2. Relatlontothelnterfaces MB. 4
3.2.1. Layering Mdel 4

3.2.2. Virtual Crcuits . 4

3.2.3. ifRcvAddressTabl e. 5

3.2.4. ifType . 5

3.2.5. ifXxxCctets. . . 5

3.2.6. ifXxxXcastPkts . 6

3.2.7. ifmMu. . . . 8

3.2.8. ifSpeed and i f H| ghSpeed. 8

3.2.9. ifPhysAddress. . . 9

3.2.10. Specific Interf ace M B OOJ ect s 10

3.3. Relation to the 802.3 MAU M B. .o 13

Flick St andards Track [ Page 1]



RFC 3635 Et hernet-Li ke MB Sept ember 2003

3.4. dot3StatsEtherChipSet. . . . . . . . . . . . . . 13
3.5. Mapping of | EEE 802.3 Nhnaged ijects. .
4. Definitions. . . . T 4
5. Intellectual Property Statenent. e . . . . . . . . . . . .. 55
6. Acknow edgements . . . . e 1)
7. Normative References . . . . . . . . . . . . . . . . . . . .. b7
8. Informative References . . . . . . . . . . . . . . . . . . . . b8
9. Security Considerations. . . . . . . . . . . . . . . . . . . .59
10. I ANA Considerations. . . . . . . . . . . . . . . . . . . . . . 60
A. Change Log . . T ok
A.1. Changes S|nce RFC 2665 - e oy
A. 2. Changes between RFC 2358 and RFC 2665 N oV
A. 3. Changes between RFC 1650 and RFC 2358. . . . . . . . . . 62
Aut hor’s Address . . . e X
Ful I Copyri ght Statenent e o7

1. Introduction

This meno defines a portion of the Managenent |nfornation Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it defines objects for managi ng Ethernet-1ike

i nterfaces.

This meno also includes a MB nodule. This M B nodul e updates the
list of managed objects specified in the earlier version of this MB,
nodul e, RFC 2665 [ RFC2665] .

Et hernet technol ogy, as defined by the 802.3 Wrking Goup of the

| EEE, continues to evolve, with scal able increases in speed, new
types of cabling and interfaces, and new features. This evol ution
may require changes in the nmanaged objects in order to reflect this
new functionality. This docunent, as with other docunments issued by
this working group, reflects a certain stage in the evolution of

Et hernet technology. |In the future, this docunent might be revised,
or new docunments m ght be issued by the Ethernet Interfaces and Hub
M B Working Group, in order to reflect the evol ution of Ethernet

t echnol ogy.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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2.

The I nternet-Standard Managenent Framewor k

For a detailed overview of the documents that describe the current
I nt er net - St andard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent |Informati on Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew

I nstances of these object types represent attributes of an interface
to an ethernet-1like conmunications nedium At present, ethernet-like
media are identified by the val ue ethernetCsnacd(6) of the ifType
object in the Interfaces M B [ RFC2863]. Sone ol der inplenmentations
may return the val ues is088023Csrmacd(7) or starlLan(11l) for ifType for
ethernet-Ilike nedia.

The definitions presented here are based on Section 30, "10 Md/s, 100
Mb/s 1000 Mo/s and 10 Gb/s Managenent", and Annex 30A, " CGDMO

Speci fication for 802. 3 managed object classes" of |IEEE Std. 802. 3,
2002 Edition [| EEE802. 3], anmended by | EEE Std. 802. 3ae-2002

[ EEEBO2. 3ae], as originally interpreted by Frank Kastenhol z, then of
Interlan in [KASTEN]. Inplenentors of these M B objects should note
that |EEE Std. 802.3 [I EEE802. 3] explicitly describes (in the form of
Pascal pseudocode) when, where, and how various MAC attributes are
nmeasured. The | EEE docunent al so describes the effects of MAC
actions that may be invoked by mani pul ating i nstances of the MB

obj ects defined here.

To the extent that sone of the attributes defined in [| EEES802.3] are
represented by previously defined objects in MB-2 [ RFC1213] or in
the Interfaces M B [ RFC2863], such attributes are not redundantly
represented by objects defined in this nmenb. Anmpong the attributes
represented by objects defined in other nmenos are the nunber of
octets transnitted or received on a particular interface, the nunber
of franmes transmtted or received on a particular interface, the
prom scuous status of an interface, the MAC address of an interface,
and nmulticast information associated with an interface.
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.1. Relation to MB-2

This section applies only when this MB is used in conjunction with
the "ol d" [RFC1213] interface group.

The rel ati onship between an ethernet-like interface and an interface
in the context of MB-2 is one-to-one. As such, the value of an

i flndex object instance can be directly used to identify

correspondi ng i nstances of the objects defined herein.

For agents which inplement the (now deprecated) ifSpecific object, an
instance of that object that is associated with an ethernet-Ilike
i nterface has the OBJECT | DENTI FI ER val ue:

dot 3 OBJECT IDENTIFIER ::= { transmission 7 }
.2. Relation to the Interfaces MB

The Interface M B [ RFC2863] requires that any M B which is an adjunct
of the Interface MB clarify specific areas within the Interface MB.
These areas were intentionally left vague in the Interface MB to
avoi d over constraining the MB, thereby precludi ng managenent of
certain nmedi a-types.

Section 4 of [RFC2863] enunerates several areas which a

medi a-specific MB nust clarify. Each of these areas is addressed in
a follow ng subsection. The inplenentor is referred to [ RFC2863] in
order to understand the general intent of these areas.

.2.1. Layering Mdel

Odinarily, there are no sublayers for an ethernet-Ilike interface.
However there may be inplenentation-specific requirenents which
require the use of sublayers. One exanple is the use of 802.3 link
aggregation. In this case, Annex 30C of [I|EEE802.3] describes the
| ayering nodel and the use of the ifStackTable for representing
aggregated links. Another exanple is the use of the 802.3 WAN
Interface Sublayer. In this case, The 802.3 WS MB [ RFC3637]
describes the | ayering nodel and the use of the ifStackTable for
representing the WAN subl ayer.

.2.2. Virtual Crcuits

Thi s medi um does not support virtual circuits and this area is not
applicable to this MB.
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3.2.3. ifRcvAddressTabl e

This table contains all |EEE 802.3 addresses, unicast, mnulticast, and
broadcast, for which this interface will receive packets and forward
themup to a higher layer entity for |ocal consunption. The format
of the address, contained in ifRcvAddressAddress, is the sane as for

i f PhysAddress.

In the event that the interface is part of a MAC bridge, this table
does not include unicast addresses which are accepted for possible
forwardi ng out sonme other port. This table is explicitly not

i ntended to provide a bridge address filtering nmechani sm

3.2.4. ifType

This MB applies to interfaces which have the ifType val ue

ethernet Csmacd(6). It is REQURED that all ethernet-like interfaces
use an i fType of ethernetCsmacd(6) regardl ess of the speed that the
interface is running or the link-layer encapsulation in use. Use of
the ifType val ues is088023Csnmacd(7) and starlLan(11l) are deprecated,
however sone ol der inplenentations may return these val ues.
Managenent applications should be prepared to receive these
deprecated ifType val ues from ol der inpl enentations.

There are three other interface types defined in the | ANA f Type-M B
for Ethernet. They are fastEther(62), fastEtherFX(69), and

gi gabi t Et hernet (117). These interface types were registered by

i ndi vi dual vendors, not by any |ETF working group. A requirenment for
compliance with this docunent is that all ethernet-like interfaces
MUST return ethernet Csnacd(6) for ifType, and MJUST NOT return
fast Et her (62), fastEtherFX(69), or gigabitEthernet(117). However, as
there are fielded inplenmentations that do return these obsolete

i f Type val ues, nanagenent applicati ons SHOULD be prepared to receive
them from ol der i npl enent ati ons.

Information on the particular flavor of Ethernet that an interface is
running is available fromifSpeed in the Interfaces MB, and

i f MauType in the 802.3 MAU M B [ RFC3636]. Note that inplenentation
of the 802.3 MAU M B [RFC3636] is REQU RED for all ethernet-like

i nterfaces.

3.2.5. ifXxxCctets

The Interface M B octet counters, iflnCctets, ifQutCQctets,

i fHCI nCctets and i fHCQut Cctets, MUST include all octets in valid
franes sent or received on the interface, including the MAC header
and FCS, but not the preanble, start of frane delimter, or extension
octets. This corresponds to the definition of frameSize/8 in section
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4.2.7.1 of [IEEE802.3] (franeSize is defined in bits rather than
octets, and is defined as 2 x addressSize + | engthO TypeSi ze +

dataSi ze + crcSize). They do not include the nunber of octets in
collided or failed transmt attenpts, since the MAC |l ayer driver
typically does not have visibility to count these octets. They also
do not include octets in received invalid frames, since this
information is nornmally not passed to the MAC | ayer, and since

non- prom scuous MAC i npl enent ati ons cannot reliably deternine whether
an invalid frane was actually addressed to this station.

Note that these counters do include octets in valid MAC control
frames sent or received on the interface, as well as octets in
otherwi se valid received MAC franmes that are discarded by the MAC
| ayer for sonme reason (insufficient buffer space, unknown protocol,
etc.).

Note that the octet counters in IF-MB do not exactly match the
definition of the octet counters in | EEE 802.3. aCctetsTransnittedOK
and aCct et sRecei vedOK count only the octets in the clientData and Pad
fields, whereas iflnQctets and i fQutCctets include the entire MAC
frame, including MAC header and FCS. However, the |IF-MB counters
can be derived fromthe | EEE 802.3 counters as foll ows:

iflnCctets = aCct et sRecei vedOK + (18 * aFranmesRecei vedOK)
ifQutCOctets = aCctetsTransnittedOK + (18 * aFranesTransni ttedOK)

Anot her difference to keep in nmind between the |F-M B counters and

| EEE 802.3 counters is that in the | EEE 802. 3 docunent, the frane
counters and octet counters are always increnmented together.
aCctetsTransm ttedOK counts the nunber of octets in franes that were
counted by aFramesTransmttedOK. aCctetsRecei vedOK counts the nunber
of octets in frames that were counted by aFranesReceivedOK. This is
not the case with the IF-MB counters. The IF-MB octet counters
count the nunber of octets sent to or received fromthe | ayer bel ow
this interface, whereas the packet counters count the nunber of
packets sent to or received fromthe |ayer above. Therefore,
received MAC Control frames, iflnbDi scards, and iflnUnknownProtos are
counted by iflnCctets, but not iflnXcastPkts. Transnmitted MAC
Control frames are counted by ifQutCctets, but not ifCQutXcastPkts.
ifQutDiscards and ifQutErrors are counted by ifQut Xcast Pkts, but not
i fQut Cct et s.

3.2.6. ifXxxXcastPkts
The packet counters in the |F-MB do not exactly match the definition
of the frane counters in | EEE 802.3. aFranmesTransmttedOK counts the

nunber of frames successfully transmitted on the interface, whereas
i fQutUcast Pkts, ifQutMilticastPkts and ifQutBroadcastPkts count the
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nunber of transmt requests nade froma higher |ayer, whether or not
the transmt attenpt was successful. This nmeans that packets counted
by ifQutErrors or ifQutDiscards are also counted by ifCQut Xcast Pkt s,
but are not counted by aFranmesTransmittedOK. This al so neans that,
since MAC Control frames are generated by a sublayer internal to the
interface layer rather than by a higher layer, they are not counted
by ifQut Xcast Pkts, but are counted by aFramesTransnittedOK. Roughly:

aFranmesTransm ttedOK = i fQut Ucast Pkts + i fQut Multi cast Pkts +
i f Qut Br oadcast Pkt s + dot 3Qut PauseFr anes -
(ifQutErrors + ifCQutDiscards)

Simlarly, aFramesRecei vedOK counts the nunber of franmes received
successfully by the interface, whether or not they are passed to a

hi gher |ayer, whereas iflnUcastPkts, iflnMilticastPkts and

i fI nBroadcast Pkts count only the number of packets passed to a higher
| ayer. This nmeans that packets counted by iflnDi scards or

i fl nUnknownProtos are al so counted by aFranmesRecei vedOK, but are not
counted by iflnXcastPkts. This also nmeans that, since MAC Contro
franes are consuned by a sublayer internal to the interface |ayer and
not passed to a higher layer, they are not counted by iflnXcastPkts,
but are counted by aFranesRecei vedOK. Roughly:

aFr anesRecei vedOK = iflnUcastPkts + iflnMilticastPkts +
i f1 nBroadcast Pkts + dot 31 nPauseFranes +
i flnD scards + iflnUnknownPr ot os

This specification chooses to treat MAC control frames as being
originated and consuned within the interface and not counted by the
| --M B packet counters. MAC control franmes are nornmally sent as
mul ti cast packets. In nany network environments, MAC control franes
can greatly outnunber nulticast franes carrying actual data. |f MAC
control frames were included in the iflnMilticastPkts and
ifQutMulticastPkts, the count of data-carrying multicast packets
would tend to be drowned out by the count of MAC control franes,
rendering those counters considerably |ess useful.

To better understand the issues surrounding the mapping of the IF-MB
packet and octet counters to an Ethernet interface, it is useful to
refer to a Case Diagram [CASE] for the IF-MB counters, with

nmodi fications to show the proper interpretation for the Ethernet
interface | ayer.
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3.2.7.

Fli ck

i flnUcast Pkt s+ A | i f Qut Ucast Pkt s+
i fI nBroadcast Pkts+ ----|---- ----|---- ifQutBroadcast Pkt s+
i flnMilticastPkts | | i fQutMul ticastPkts
| |
dot 3l nPauseFranes <---| | <--- dot 3Qut PauseFr anes
| |
i flnDiscards <---| |
| |
i f1 nUnknownPr ot os <---| | ---> ifQutDiscards
| |
iflnCctets ----|---- ----|---- ifQutCctets
| |
iflnErrors <---| |---> ifQutErrors
|

| ayer bel ow
ifMu

The defined standard MIU for ethernet-like interfaces is 1500 octets.

However, many inplenmentations today support |arger packet sizes than
the | EEE 802. 3 standard. The value of this object MJST reflect the
actual MIU in use on the interface, whether it matches the standard
MIU or not.

This value should reflect the value seen by the MAC client interface.
When a higher layer protocol, like IP, is running over Ethernet

framng, this is the MIU that will be seen by that higher |ayer
protocol. However, npbst ethernet-like interfaces today run nmultiple
protocols that use a nix of different fram ng types. For exanple, an
| EEE 802.2 LLC type 1 client protocol will see an MIU of 1497 octets
on an interface using the | EEE standard nmaxi mum packet size, and a
protocol running over SNAP will see an MIU of 1492 octets on an
interface using the | EEE standard nmaxi mnum packet size. However,
since specification nandates using the MIU as seen at the MAC client
interface, the value of ifMu would be reported as 1500 octets in

t hese cases.

.2.8. ifSpeed and ifH ghSpeed

For ethernet-like interfaces operating at 1000 Megabits per second
(Md/s) or less, ifSpeed will represent the current operational speed
of the interface in bits per second. For current interface types,

this will be equal to 1,000,000 (1 mllion), 10,000,000 (10 mllion),
100, 000,000 (100 million), or 1,000,000,000 (1 billion). ifH ghSpeed
will represent the current operational speed in nmillions of bits per
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second. For current ethernet-like interfaces, this will be equal to
1, 10, 100, or 1,000. |If the interface inplenents auto-negotiation
aut o-negotiation is enabled for this interface, and the interface has
not yet negotiated to an operational speed, these objects SHOULD
reflect the maxi mum speed supported by the interface.

For ethernet-like interfaces operating at greater than 1000 M/ s,

i fHi ghSpeed will represent the current operational speed of the
interface in nmllions of bits per second. Note that for WAN

i npl ementations, this will be the payload data rate over the WAN
interface sublayer. For current inplenentations, this will be equal
to 10,000 for LAN inplenentations of 10 Gb/s, and 9,294 for WAN

i mpl enentations of the 10 Gb/s MAC over an OC-192 PHY. For these
speeds, ifSpeed should report a maxi mum unsi gned 32-bit val ue of
4,294,967, 295 as specified in [ RFC2863].

Note that these object MJST NOT indicate a doubl ed val ue when
operating in full-duplex node. It MJST indicate the correct line
speed regardl ess of the current duplex node. The duplex node of the
interface nay be determ ned by exam ning either the

dot 3St at sDupl exStatus object in this MB nodule, or the ifMuType
object in the 802.3 MAU M B [ RFC3636] .

3.2.9. ifPhysAddress

Thi s object contains the | EEE 802.3 address which is placed in the
source-address field of any Ethernet, Starlan, or |EEE 802.3 franes
that originate at this interface. Usually this will be kept in ROM
on the interface hardware. Sone systens may set this address via
sof tware

In a systemwhere there are several such addresses the designer has a
tougher choice. The address chosen should be the one nost likely to
be of use to network managenent (e.g. the address placed in ARP
responses for systens which are primarily I P systens).

If the designer truly can not chose, use of the factory-provided ROM
address is suggested.

If the address can not be determ ned, an octet string of zero length
shoul d be returned.

The address is stored in binary in this object. The address is
stored in "canonical" bit order, that is, the Goup Bit is positioned
as the loworder bit of the first octet. Thus, the first byte of a
mul ti cast address woul d have the bit 0x01 set.
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3.2.10. Specific Interface MB bjects

The followi ng table provides specific inplenmentation guidelines for
applying the interface group objects to ethernet-1ike nedia.

bj ect

i flndex

i f Descr

i f Type

ifMu

i f Speed

i f PhysAddr ess

i f Adm nSt at us

i f Oper St at us

i f Last Change

iflnCctets

i fl nUcast Pkts

Cui del i nes

Each ethernet-like interface is
represented by an ifEntry. The
dot3StatsTable in this MB nodule is

i ndexed by dot 3St at sl ndex. The interface
identified by a particular val ue of

dot 3Statslndex is the sane interface as
identified by the sane val ue of iflndex.

Refer to [ RFC2863].

Refer to section 3.2.4.
Refer to section 3.2.7.
Refer to section 3.2.8.
Refer to section 3.2.9.

Wite access is not required. Support
for "testing’ is not required.

The operational state of the interface.
Support for ’'testing' is not required.
The val ue 'dornmant’ has no neaning for
an ethernet-like interface.

Refer to [ RFC2863].

The nunber of octets in valid MAC franes
received on this interface, including

t he MAC header and FCS. This does

i ncl ude the nunber of octets in valid
MAC Control frames received on this
interface. See section 3.2.5.

Refer to [RFC2863]. Note that this does
not include MAC Control franes, since
MAC Control frames are consurmed by the
interface layer and are not passed to
any hi gher |ayer protocol. See

section 3.2.6.
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i flnD scards

iflnErrors

i 1 nUnknownPr ot os

i fQutCctets

i f Qut Ucast Pkts

i f Qut Di scards

ifQutErrors

i f Name

i flnMulticastPkts

Fli ck
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Refer to [ RFC2863].

The sumfor this interface of

dot 3St at sAl i gnnent Errors,

dot 3St at sFCSErr or s,

dot 3St at sFraneToolLongs,

and dot 3St at sl nt er nal MacRecei veErrors.

Refer to [ RFC2863] .

The nunber of octets transmtted in
valid MAC franmes on this interface,

i ncluding the MAC header and FCS. This
does include the nunber of octets in
valid MAC Control frames transmtted on
this interface. See section 3.2.5.

Refer to [RFC2863]. Note that this does
not include MAC Control frames, since
MAC Control frames are generated by the
interface layer, and are not passed from
any hi gher layer protocol. See section
3.2.6.

Refer to [ RFC2863].

The sumfor this interface of:

dot 3St at sSQETest Errors,

dot 3St at sLat eCol | i si ons,

dot 3St at sExcessi veCol | i si ons,

dot 3St at sl nt ernal MacTransnmi t Errors and
dot 3Stat sCarri er SenseErrors.

Local l y-significant textual nanme for the
interface (e.g. lan0).

Refer to [RFC2863]. Note that this does
not include MAC Control franes, since
MAC Control frames are consunmed by the
interface layer and are not passed to
any hi gher |ayer protocol. See section
3.2.6.
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i f1 nBroadcast Pkts

i fQut Mul ticastPkts

i f Qut Broadcast Pkts

i fHCI nCctets
i f HCQut Cct et s

i f HCl nUcast Pkt s

i f HCI nMul ti cast Pkts
i f HCl nBr oadcast Pkt s

i f HCQut Ucast Pkt s

i f HCQut Mul ti cast Pkts
i f HCQut Br oadcast Pkt s

i fLi nkUpDownTr apEnabl e

i f Hi ghSpeed
i f Prom scuoushMbde

i f Connect or Present

i fAlias

Fli ck
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Refer to [RFC2863]. Note that this does
not include MAC Control franes, since
MAC Control frames are consunmed by the
interface layer, and are not passed to
any hi gher layer protocol. See section
3.2.6.

Refer to [RFC2863]. Note that this does
not include MAC Control franes, since
MAC Control franes are generated by the
interface layer, and are not passed from
any hi gher layer protocol. See section
3.2.6.

Refer to [RFC2863]. Note that this does
not include MAC Control franes, since
MAC Control franes are generated by the
interface layer, and are not passed from
any hi gher |ayer protocol. See section
3.2.6.

64-bit versions of counters. Required
for ethernet-like interfaces that are
capabl e of operating at 20 M/ s or
faster, even if the interface is
currently operating at | ess than

20 Mo/ s.

64-bit versions of packet counters.
Required for ethernet-like interfaces
that are capabl e of operating at

640 Mo/s or faster, even if the
interface is currently operating at

| ess than 640 M/ s.

Refer to [RFC2863]. Default is
" enabl ed’

Refer to section 3.2.8.

Refer to [ RFC2863].

This will normally be "true'. It wll
be '"false’ in the case where this
interface uses the WAN I nterface
Subl ayer. See [RFC3637] for details.

Refer to [ RFC2863].
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3.

3.

3.

4.

i fCounterDiscontinuityTinme Refer to [ RFC2863]. Note that a
discontinuity in the Interface MB
counters may al so indicate a
di scontinuity in sone or all of the
counters in this MB that are associ ated
with that interface

i f StackHi gher Layer Refer to section 3.2.1.
i f StackLower Layer
i fStackSt at us

i f RevAddr essAddr ess Refer to section 3.2.3.
i f RevAddr essSt at us
i f RevAddr essType

Rel ation to the 802.3 MAU M B

Support for the mauhMbdl f Conpl 3 conpliance statenent of the MAU-M B

[ RFC3636] is REQUI RED for Ethernet-like interfaces. This MBis
needed in order to allow applications to deternm ne the current MAU
type in use by the interface, and to control autonegotiation and
dupl ex node for the interface. |Inplenmenting this MB nodul e w thout
i npl ementing the MAU-M B woul d | eave applications with no standard
way to determne the nedia type in use, and no standard way to
control the dupl ex node of the interface.

dot 3St at sEt her Chi pSet

Thi s docunment defines an object called dot3StatsEt her Chi pSet, which
is used to identify the MAC hardware used to conmuni cate on an
interface. Previous versions of this document contained a nunber of
O D assignnents for sone existing Ethernet chipsets. Mintaining
that list as part of this docunent has proven to be problenmatic, so
the O D assignnents contained in previous versions of this docunent
have now been noved to a separate docunent [RFC2666] .

The dot 3St at skt her Chi pSet obj ect has now been deprecat ed.

I mpl enent ati on feedback indicates that this object is much nore
useful in theory than in practice. The object’s utility in debugging
network problens in the field appears to be limted. In those cases
where it may be useful, it is not sufficient, since it identifies
only the MAC chip, and not the PHY, PMD, or driver. The

adm ni strative overhead involved in maintaining a central registry of
chi pset O Ds cannot be justified for an object whose usefulness is
guesti onabl e at best.
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| mpl enent ati ons which continue to support this object for the purpose
of backwards conmpatibility may continue to use the values defined in
[ RFC2666]. For chipsets not listed in [ RFC2666], inplenentors that
wi sh to support this object and return a valid OBJECT | DENTI FI ER

val ue may assign OBJECT | DENTIFIERS within that part of the
registration tree del egated to individual enterprises.

3.5. Mapping of | EEE 802.3 Managed bjects

| EEE 802. 3 Managed bj ect Cor respondi ng SNMP (bj ect

oMacEntity
.aMACI D dot 3St at sl ndex or
IF-MB - iflndex
.aFramesTransm tt edOK IF-M B - ifQutUCast Pkts +

i fQutMul ticastPkts +
i f Qut Br oadcast Pkt s*
dot 3St at sSi ngl eCol | i si onFr anes
dot 3Stat sMul ti pl eCol I i si onFr anes
IF-M B - iflnUcastPkts +
iflnMulticastPkts +
i f1 nBroadcast Pkt s*
dot 3St at sFCSError s
dot 3Stat sAl i gnnentErrors
IF-M B - ifQutCctets*
dot 3St at sDef err edTr ansm ssi ons

. aSi ngl eCol | i si onFr anes
.aMul tipl eCol |'i si onFranes
. aFranesRecei vedX

. aFr aneCheckSequenceErrors
.aAlignmentErrors
.aCctetsTransm ttedOK

. aFramesW t hDef err edXni ssi ons
.alLateCol | i sions dot 3St at sLat eCol | i si ons

. aFramesAbor t edDueToXSCol | s dot 3St at sExcessi veCol | i si ons

. aFranmesLost DueTol nt MACXni t Error dot 3Stat sl nternal MacTransmitErrors
.aCarrierSenseErrors dot 3StatsCarri er SenseErrors

. aCct et sRecei vedOXK IF-M B - iflnCctets*

. aFranesLost DueTol nt MACRcvError dot 3St at sl nt er nal MacRecei veErrors

. aProm scuousSt at us IF-M B - ifProm scuoushWbde

. aReadMul ti cast Addr essLi st IF-M B - ifRcvAddressTabl e
.aMul ti cast FramesXm tt edOK IF-MB - ifQutMilticastPkts*
. aBr oadcast FramesXni tt edOK IF-M B - ifCQutBroadcast Pkt s*
.aMul ti cast FranesRecei vedOK IF-M B - iflnMilticastPkts*

. aBr oadcast Fr anesRecei vedOK IF-M B - iflnBroadcast Pkt s*

. aFraneTooLongErrors dot 3St at sFranmeToolLongs

. aReadW it eMACAddr ess IF-M B - ifPhysAddress

.aCol | i si onFranes

. abupl exSt at us
.aRateControl Ability
. aRat eCont r ol St at us

. acAddG oupAddr ess

. acbDel et eGr oupAddr ess
. acExecut eSel f Test

Fli ck
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dot 3Col | Frequenci es

dot 3St at sDupl exSt at us

dot 3St at sRat eControl Ability
dot 3St at sRat eCont r ol St at us
IF-M B - ifRcvAddressTabl e
IF-MB - ifRcvAddressTabl e
dot 3Test LoopBack

[ Page 14]



RFC 3635
OPHYEntity
.aPHYI D

.aSQETestErrors
.aSynbol ErrorDuringCarrier

oMACControl Entity
. aMACControl I D

. aMACCont r ol Funct i onsSupport ed
. aUnsupport edOpcodesRecei ved
OPAUSEENtity

. aPAUSEMACCt r | FranesTransm tted
. aPAUSEMACCt r | Fr anesRecei ved

* Note that the octet counters

definition of the octet counters in | EEE 802. 3.

for details.

Al so note that the packet counters in the IF-M B do not exactly match
the definition of the frane counters in | EEE 802. 3.

3.2.6 for details.

The follow ng | EEE 802. 3 managed objects have been renoved fromthis
i mpl enent ati on feedback:

M B nodul e as a result of

oMacEntity
. aFramesW t hExcessi veDef erral
. al nRangeLengt hErrors
. aCut O RangelLengt hFi el d
. aMACEnabl eSt at us
.aTransm t Enabl eSt at us
.aMul ti cast Recei veSt at us
.aclnitializeMAC

Pl ease see [RFC1369] for the detail ed reasoni ng on why these objects

wer e renoved.

In addition,

Et hernet-Li ke M B

dot 3St at sl ndex or
IF-MB - iflndex

dot 3St at sSQETest Errors
dot 3St at sSynbol Errors

dot 3St at sl ndex or

IF-MB - iflndex

dot 3Cont r ol Functi onsSupported and
dot 3Cont r ol Functi onsEnabl ed

dot 3Cont r ol | nUnknownQpcodes

dot 3Qut PauseFr anes
dot 3l nPauseFr anes

in IF-MB do not exactly match the

See section

the follow ng | EEE 802. 3 managed objects have not been

included in this MB for the foll ow ng reasons.

Fli ck
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See section 3.2.5
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| EEE 802. 3 Managed nject
OMACENtity

.aMACCapabilities

.aStretchRatio
OPHYEntity

. aPhyType

. aPhyTypeli st

.aM | Det ect

. aPhyAdmi nSt at e

. acPhyAdni nCont r ol

oMACControl Entity
. aMACControl FranesTransmi tted

. aMACCont r ol Fr anesRecei ved

OPAUSEENt ity
. aPAUSELi nkDel ayAl | owance

Fli ck
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Sept ember 2003

Di sposition

Can be derived from
MAU-M B - ifMauTypeListBits

| mpl enent ati on constant.

Can be derived from
MAU-M B - ifMauType

Can be derived from
MAU-M B - ifMauTypelListBits

Not consi dered useful .

Can already obtain interface
state fromIF-MB - ifAdm nStat us
and MAU state from MAU-M B -

i f MauStatus. Providing an
additional state for the PHY

was not consi dered useful.

Can already control interface
state fromIF-MB - ifAdm nStatus
and MAU state from MAU-M B -

i f MauSt atus. Providing separate
adm n control of the PHY was not
consi dered useful.

Can be determ ned by sunm ng the
Qut Franes counters for the
i ndi vi dual control functions

Can be deternined by summ ng the
I nFrames counters for the
i ndi vidual control functions

Not consi dered useful .
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4., Definitions
Et herLi ke-M B DEFINITIONS ::= BEA N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, OBJECT-| DENTI TY,

I nteger 32, Counter32, Counter64, mb-2, transm ssion
FROM SNVPv2- SM

MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF

Tr ut hval ue
FROM SNWPv2- TC

i flndex, Interfacel ndex
FROM | F- M B;

et her M B MODULE- | DENTI TY
LAST- UPDATED "200309190000Z" -- Septenber 19, 2003
ORGANI ZATI ON "I ETF Et hernet Interfaces and Hub M B
Wor ki ng G oup”
CONTACT- | NFO
"WG E-nmail: hubnmib@etf.org
To subscribe: hubm b-request @etf.org

Chai r: Dan Romascanu

Postal : Avaya | nc.
Atidum Technol ogy Park, Bldg. 3
Tel Aviv 61131

| srael
Tel : +972 3 645 8414
E-mai |l : dromasca@vaya. com

Editor: John Flick
Postal : Hew ett-Packard Conpany
8000 Foothills Blvd. MS 5557
Rosevill e, CA 95747-5557
USA
Tel: +1 916 785 4018
Fax: +1 916 785 1199
E-mail: johnf @ose. hp. conf

DESCRI PTION "The M B nodul e to descri be generic objects for
ethernet-1like network interfaces.

The followi ng reference is used throughout this
M B nodul e:

[ EEE 802.3 Std] refers to:
| EEE Std 802.3, 2002 Edition: ’'I|EEE Standard

Flick St andards Track [ Page 17]
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for Information technol ogy -

Tel econmuni cati ons and informati on exchange
bet ween systens - Local and netropolitan
area networks - Specific requirenments -
Part 3: Carrier sense multiple access with
col lision detection (CSMA CD) access net hod
and physical |ayer specifications’, as
anended by | EEE Std 802. 3ae- 2002:

" Arendrent : Media Access Control (MAC

Par anet ers, Physical Layer, and Managenent
Paraneters for 10 Gb/s Operation’, August,
2002.

O particular interest is Cause 30, '10 M/ s,
100 Mo/s, 1000 Mdo/s, and 10 Gb/s Managenent'.

Copyright (C) The Internet Society (2003). This
version of this MB nodule is part of RFC 3635;
see the RFC itself for full legal notices."

REVI SI ON "200309190000Z" -- Septenber 19, 2003

DESCRI PTI ON "Updated to include support for 10 Gb/sec
interfaces. This resulted in the foll ow ng
revisions:

- Updat ed dot 3Stat sAlignment Errors and
dot 3St at sSynbol Errors DESCRI PTIONs to
refl ect behaviour at 10 G/s

- Added dot 3St at sRateControl Ability and
dot 3Rat eControl Status for nanagenent
of the Rate Control function in 10 Gb/s
WAN appl i cations

- Added 64-bit versions of all counters
that are used on hi gh-speed ethernet
i nterfaces

- Added object groups to contain the new
obj ects

- Deprecated etherStatsBaseG oup and
split into etherStatsBaseG oup2 and
et her St at sHal f Dupl exG oup, so that
i nterfaces which can only operate at
full -dupl ex do not need to inpl enent
hal f - dupl ex-only statistics

- Deprecated dot 3Conpliance and repl aced
it with dot3Conpliance2, which includes
the conpliance information for the new
obj ect groups
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In addition, the dot3Tests and dot3Errors
object identities have been deprecated,
since there is no longer a standard net hod
for using them

This version published as RFC 3635."

REVI SI ON "199908240400Z" -- August 24, 1999

DESCRI PTI ON "Updated to include support for 1000 M/ sec
interfaces and full-duplex interfaces.
This version published as RFC 2665. "

REVI SI ON "199806032150Z" -- June 3, 1998
DESCRI PTI ON "Updated to include support for 100 Mo/ sec
i nterfaces.

This version published as RFC 2358."
REVI SI ON "199402030400Z" -- February 3, 1994
DESCRI PTION "Initial version, published as RFC 1650."
c:={ mb-2 35}
et her M BObj ects OBJECT IDENTIFIER ::= { etherMB 1 }
dot 3 OBJECT IDENTIFIER ::= { transm ssion 7 }
-- the Ethernet-like Statistics group

dot 3St at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 3StatsEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "Statistics for a collection of ethernet-Ilike
interfaces attached to a particular system

There will be one rowin this table for each
ethernet-like interface in the system"”
;= { dot3 2}
dot 3St at sEntry OBJECT- TYPE
SYNTAX Dot 3St at sEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTION "Statistics for a particular interface to an
et hernet-1ike nedium"

| NDEX { dot 3Stat sl ndex }

::={ dot3StatsTable 1 }

Dot 3StatsEntry :: =
SEQUENCE {

Flick St andards Track [ Page 19]
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}

Et hernet-Li ke M B

dot 3St at sl ndex

dot 3Stat sAl i gnnent Errors

dot 3St at sFCSErrors

dot 3St at sSi ngl eCol | i si onFr anes
dot 3St at sMul ti pl eCol I i si onFr anes
dot 3St at sSQETest Errors

dot 3St at sDef err edTr ansm ssi ons
dot 3St at sLat eCol | i si ons

dot 3St at sExcessi veCol | i si ons

dot 3St at sl nternal MacTransnm t Errors
dot 3StatsCarri er SenseErrors

dot 3St at sFraneToolLongs

dot 3St at sl nt er nal MacRecei veErrors
dot 3St at sEt her Chi pSet

dot 3St at sSynbol Errors

dot 3St at sDupl exSt at us

dot 3St at sRat eControl Ability

dot 3St at sRat eCont r ol St at us

dot 3St at sl ndex OBJECT- TYPE

Sept ember 2003

I nt er facel ndex,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
OBJECT | DENTI FI ER,
Count er 32,

| NTEGER,

Tr ut hval ue,

| NTEGER

read-only since originally an

SYNTAX I nt er facel ndex
MAX- ACCESS read-only --
-- SMvl index

STATUS current

DESCRI PTI ON "An i ndex val ue that uniquely identifies an
interface to an ethernet-like nmedium The
interface identified by a particul ar val ue of
this index is the sane interface as identified
by the sanme val ue of iflndex."

REFERENCE "RFC 2863, iflndex"

{ dot3StatsEntry 1 }

dot 3St at sAl i gnnent Errors OBJECT- TYPE

Fli ck

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of frames received on a particular
interface that are not an integral

nunber of

octets in length and do not pass the FCS check

The count
obj ect

represented by an instance of this
is incremented when the alignnmentError

status is returned by the MAC service to the

LLC (or other MAC user).

Recei ved franes for

which multiple error conditions pertain are,

according to the conventions of
count ed excl usi vely according

Layer Managenent,

St andards Track
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REFERENCE
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to the error status presented to the LLC.

This counter does not increnent for group
encodi ng schenmes greater than 4 bits per group

For interfaces operating at 10 Gb/s, this
counter can roll over in less than 5 minutes if
it isincrenenting at its maximumrate. Since
that amount of tine could be less than a
managenent station’s poll cycle time, in order
to avoid a loss of information, a managenent
station is advised to poll the

dot 3HCSt at sAl i gnnent Errors object for 10 Gb/s
or faster interfaces.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent
system and at other times as indicated by the
val ue of ifCounterDiscontinuityTine."

"[I EEE 802.3 Std.], 30.3.1.1.7,

aAl i gnnent Errors”

::={ dot3StatsEntry 2 }

dot 3St at SFCSErrors OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

Count er 32

read-only

current

"A count of frames received on a particul ar
interface that are an integral nunber of octets
in length but do not pass the FCS check. This
count does not include franes received with
frane-too-1long or frane-too-short error

The count represented by an instance of this
object is increnmented when the franmeCheckError
status is returned by the MAC service to the
LLC (or other MAC user). Received franes for
which nultiple error conditions pertain are,
according to the conventions of | EEE 802.3
Layer Managenent, counted excl usively according
to the error status presented to the LLC.

Note: Coding errors detected by the physica
| ayer for speeds above 10 Md/s will cause the
frame to fail the FCS check

For interfaces operating at 10 Gb/s, this
counter can roll over in less than 5 nmnutes if
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REFERENCE
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it is increnenting at its nmaximumrate. Since
that amount of tine could be less than a
managenent station’'s poll cycle tinme, in order
to avoid a loss of information, a managenent
station is advised to poll the

dot 3HCSt at sFCSErrors object for 10 Gb/s or
faster interfaces.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent
system and at other times as indicated by the
val ue of ifCounterDiscontinuityTine."

"[I EEE 802.3 Std.], 30.3.1.1.6,

aFr aneCheckSequenceErrors. "

::={ dot3StatskEntry 3 }

dot 3St at sSi ngl eCol |'i si onFranes OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

REFERENCE

Count er 32

read-only

current

"A count of frames that are involved in a single
collision, and are subsequently transmtted
successful ly.

A frame that is counted by an instance of this
object is also counted by the correspondi ng

i nstance of either the ifQutUcast Pkts,

i fQutMul ticastPkts, or ifQutBroadcastPkts,

and is not counted by the corresponding

i nstance of the dot3StatsMiltipleCollisionFranes
obj ect.

Thi s counter does not increment when the
interface is operating in full-dupl ex node.

Discontinuities in the value of this counter can
occur at re-initialization of the nmanagenent
system and at other times as indicated by the
val ue of ifCounterDiscontinuityTine."

"[I EEE 802.3 Std.], 30.3.1.1.3,

aSi ngl eCol i si onFranes. "

.= { dot3StatsEntry 4 }

dot 3Stat sMul ti pl eCol I i si onFrames OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

Count er 32
read-only
current

DESCRI PTION "A count of frames that are involved in nore
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REFERENCE
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than one collision and are subsequently
transmitted successfully.

A frame that is counted by an instance of this
object is also counted by the correspondi ng

i nstance of either the ifQutUcast Pkts,
ifQutMulticastPkts, or ifQutBroadcastPkts,

and is not counted by the correspondi ng

i nstance of the dot 3StatsSingl eCollisionFranes
obj ect.

This counter does not increnent when the
interface is operating in full-dupl ex node.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent
system and at other times as indicated by the
val ue of ifCounterDiscontinuityTine."

"[I EEE 802.3 Std.], 30.3.1.1.4,

aMul ti pl eCol I i si onFranes. "

::={ dot3StatskEntry 5 }

dot 3St at sSQETest Errors OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

REFERENCE

Count er 32

read-only

current

"A count of tines that the SQE TEST ERROR

is received on a particular interface. The
SQE TEST ERROR i s set in accordance with the
rules for verification of the SQE detection
nmechani smin the PLS Carrier Sense Function as
described in | EEE Std. 802.3, 2000 Edition
section 7.2.4.6.

This counter does not increnent on interfaces
operating at speeds greater than 10 Md/s, or on
interfaces operating in full-duplex node.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent
system and at other times as indicated by the
val ue of ifCounterDiscontinuityTine."

"[I EEE 802.3 Std.], 7.2.4.6, also 30.3.2. 1.4,
aSQETestErrors. "

::={ dot3StatskEntry 6 }

dot 3St at sDef erredTransm ssi ons OBJECT- TYPE

SYNTAX

Fli ck

Count er 32
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read-only

current

"A count of frames for which the first

transm ssion attenpt on a particular interface
i s del ayed because the nediumis busy.

The count represented by an instance of this
obj ect does not include franes involved in
col l'i sions.

Thi s counter does not increnent when the
interface is operating in full-dupl ex node.

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent
system and at other times as indicated by the
val ue of ifCounterDiscontinuityTinme."

"[l EEE 802.3 sStd.], 30.3.1.1.9,

aFr anesW t hDef er r edXni ssi ons. "

::={ dot3StatsEntry 7 }

dot 3St at sLat eCol | i si ons OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

REFERENCE

Count er 32

read-only

current

"The nunber of times that a collisionis
detected on a particular interface later than
one slotTime into the transm ssion of a packet.

A (late) collision included in a count
represented by an instance of this object is
al so considered as a (generic) collision for
pur poses of other collision-related
statistics.

This counter does not increnent when the
interface is operating in full-dupl ex node.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent
system and at other times as indicated by the
val ue of ifCounterDiscontinuityTine."

"[I EEE 802.3 Std.], 30.3.1.1.10,

aLat eCol I'i sions."

::={ dot3StatsEntry 8 }

dot 3St at sExcessi veCol | i si ons OBJECT- TYPE

SYNTAX

Fli ck
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read-only

current

"A count of frames for which transm ssion on a
particular interface fails due to excessive
col l'i si ons.

This counter does not increment when the
interface is operating in full-dupl ex node.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent
system and at other times as indicated by the
val ue of ifCounterDiscontinuityTine."

"[I EEE 802.3 Std.], 30.3.1.1.11

aFr anesAbort edDueToXSCol | s. "

::={ dot3StatsEntry 9 }

dot 3St at sl nt ernal MacTransm t Errors OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

Count er 32

read-only

current

"A count of frames for which transm ssion on a
particular interface fails due to an interna
MAC subl ayer transmt error. Afranme is only
counted by an instance of this object if it is
not counted by the correspondi ng i nstance of

ei ther the dot3StatslLateCollisions object, the
dot 3St at sExcessi veCol |'i si ons object, or the
dot 3St at sCarri er SenseErrors object.

The preci se neani ng of the count represented by
an instance of this object is inplenentation-
specific. In particular, an instance of this
obj ect may represent a count of transm ssion
errors on a particular interface that are not
ot herw se count ed.

For interfaces operating at 10 Gb/s, this
counter can roll over in less than 5 mnutes if
it is incrementing at its maximumrate. Since
that anmount of time could be |l ess than a
managenent station’s poll cycle time, in order
to avoid a loss of information, a managenent
station is advised to poll the

dot 3HCSt at sl nt er nal MacTransni t Errors object for
10 Go/s or faster interfaces.

Di scontinuities in the value of this counter can
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occur at re-initialization of the nmanagenent
system and at other times as indicated by the
val ue of ifCounterDiscontinuityTine."

"[ I EEE 802.3 Std.], 30.3.1.1.12,

aFr anesLost DueTol nt MACXm t Error . "

.= { dot3StatsEntry 10 }

dot 3St at sCarri er SenseErrors OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

REFERENCE

Count er 32

read-only

current

"The nunber of tines that the carrier sense
condition was | ost or never asserted when
attenpting to transmit a frame on a particul ar
interface.

The count represented by an instance of this
object is increnmented at nost once per

transm ssion attenpt, even if the carrier sense
condition fluctuates during a transm ssion
attenpt.

Thi s counter does not increnent when the
interface is operating in full-dupl ex node.

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent
system and at other times as indicated by the
val ue of ifCounterDiscontinuityTinme."

"[l EEE 802.3 Std.], 30.3.1.1.13,
aCarrierSenseErrors.”

.= { dot3StatsEntry 11 }

-- { dot3StatsEntry 12 } is not assigned

dot 3St at sFraneTooLongs OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

Count er 32

read-only

current

"A count of frames received on a particul ar
interface that exceed the maxi mumpermtted
frane size.

The count represented by an instance of this
obj ect is incremented when the franeToolLong

status is returned by the MAC service to the
LLC (or other MAC user). Received franes for
which nmultiple error conditions pertain are,
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according to the conventions of | EEE 802.3
Layer Managenent, counted excl usively according
to the error status presented to the LLC.

For interfaces operating at 10 Gb/s, this
counter can roll over in less than 80 mnutes if
it is increnenting at its nmaximumrate. Since
that amount of tine could be less than a
managenent station’'s poll cycle tinme, in order
to avoid a loss of information, a managenent
station is advised to poll the

dot 3HCSt at sFraneToolLongs object for 10 Gb/s

or faster interfaces.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent
system and at other times as indicated by the
val ue of ifCounterDiscontinuityTine."

"[I EEE 802.3 Std.], 30.3.1.1.25
aFranmeToolLongErrors. "

::={ dot3StatsEntry 13 }

-- { dot3StatsEntry 14 } is not assigned

-- { dot3StatsEntry 15 } is not assigned

dot 3St at sl nt er nal MacRecei veErrors OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

Count er 32

read-only

current

"A count of frames for which reception on a
particular interface fails due to an interna
MAC subl ayer receive error. Afrane is only
counted by an instance of this object if it is
not counted by the correspondi ng i nstance of
ei ther the dot3StatsFrameToolLongs object, the
dot 3Stat sAl i gnnent Errors object, or the

dot 3St at sSFCSErrors obj ect.

The preci se nmeani ng of the count represented by
an instance of this object is inplenentation-
specific. In particular, an instance of this
obj ect may represent a count of receive errors
on a particular interface that are not

ot herw se count ed.

For interfaces operating at 10 Gb/s, this
counter can roll over in less than 5 nmnutes if
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it is increnenting at its nmaximumrate. Since
that amount of tine could be less than a
managenent station’'s poll cycle tinme, in order
to avoid a loss of information, a managenent
station is advised to poll the

dot 3HCSt at sl nt er nal MacRecei veErrors object for
10 Gb/s or faster interfaces.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent
system and at other times as indicated by the
val ue of ifCounterDiscontinuityTine."

"[I EEE 802.3 Std.], 30.3.1.1.15,

aFr anesLost DueTol nt MACRcvError. "

::={ dot3StatsEntry 16 }

dot 3St at sEt her Chi pSet  OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

OBJECT | DENTI FI ER

read-only

deprecat ed

"rxkxkxks TH S OBJECT | S DEPRECATED ********

Thi s object contains an OBJECT | DENTI FI ER
which identifies the chipset used to
realize the interface. Ethernet-like
interfaces are typically built out of
several different chips. The M B inpl enentor
is presented with a decision of which chip
to identify via this object. The inpl enentor
shoul d identify the chip which is usually
call ed the Medium Access Control chip.

If no such chip is easily identifiable,

the inplenentor should identify the chip

whi ch actually gathers the transnit

and receive statistics and error

i ndications. This would allow a

manager station to correlate the

statistics and the chip generating

them giving it the ability to take

i nto account any known anomalies

in the chip.

Thi s obj ect has been deprecated. |nplenentation
feedback indicates that it is of linited use for
debuggi ng network problenms in the field, and

the administrative overhead i nvolved in

mai ntaining a registry of chipset ODs is not
justified."
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::={ dot3StatsEntry 17 }

dot 3St at sSynbol Errors OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

Count er 32

read-only

current

"For an interface operating at 100 Md/s, the
nunber of tines there was an invalid data synbol
when a valid carrier was present.

For an interface operating in half-dupl ex node
at 1000 Mo/s, the nunber of tines the receiving
media is non-idle (a carrier event) for a period
of time equal to or greater than slotTine, and
during which there was at |east one occurrence
of an event that causes the PHY to indicate
"Data reception error’ or ’'carrier extend error’
on the GMI|.

For an interface operating in full-duplex node
at 1000 Mo/s, the nunber of tines the receiving
media is non-idle (a carrier event) for a period
of time equal to or greater than m nFranmeSi ze
and during which there was at | east one
occurrence of an event that causes the PHY to
indicate 'Data reception error’ on the GM 1.

For an interface operating at 10 Gb/s, the
nunber of tines the receiving nedia is non-idle
(a carrier event) for a period of tinme equal to
or greater than mnFraneSize, and during which
there was at | east one occurrence of an event
that causes the PHY to indicate 'Receive Error’
on the XGM .

The count represented by an instance of this
object is incremented at nost once per carrier
event, even if nultiple synbol errors occur
during the carrier event. This count does

not increment if a collision is present.

Thi s counter does not increnment when the
interface is operating at 10 Md/s.

For interfaces operating at 10 Gb/s, this
counter can roll over in less than 5 mnutes if
it is incrementing at its maximumrate. Since
that anount of time could be |l ess than a
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managenent station's poll cycle time, in order
to avoid a loss of information, a managenent
station is advised to poll the

dot 3HCSt at sSynbol Errors object for 10 Gb/s

or faster interfaces.

Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenent
system and at other times as indicated by the
val ue of ifCounterDi scontinuityTinme."

"[l EEE 802.3 Std.], 30.3.2.1.5,

aSynbol ErrorDuringCarrier."

::={ dot3StatsEntry 18 }

dot 3St at sDupl exSt at us OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

REFERENCE

| NTEGER {
unknown( 1),
hal f Dupl ex(2),
ful | Dupl ex(3)

read-only

current

"The current node of operation of the MAC
entity. ’unknown’ indicates that the current

dupl ex node coul d not be deterni ned.

Management control of the duplex node is
acconpl i shed through the MAU M B. \When

an interface does not support autonegoti ation,
or when autonegotiation is not enabled, the
dupl ex node is controlled using

i f MauDef aul t Type. Wien aut onegotiation is
supported and enabl ed, duplex node is controlled
usi ng i f MauAut oNegAdvertisedBits. In either
case, the currently operating duplex node is
reflected both in this object and in ifMuType.

Note that this object provides redundant
information with i fMauType. Nornmally, redundant
obj ects are di scouraged. However, in this
instance, it allows a managenent application to
determ ne the duplex status of an interface

wi t hout having to know every possi bl e val ue of

i fMauType. This was felt to be sufficiently

val uable to justify the redundancy."

"[ I EEE 802.3 Std.], 30.3.1.1.32,

abDupl exSt atus. "

.= { dot3StatsEntry 19 }

Fli ck
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dot 3St at sRat eControl Abil ity OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current

DESCRI PTION ""true’ for interfaces operating at speeds above
1000 Mo/s that support Rate Control through
| owering the average data rate of the MAC
subl ayer, with franme granularity, and 'false’
ot herwi se. "
REFERENCE  "[| EEE 802.3 Std.], 30.3.1.1.33,
aRateControl Ability."
.= { dot3StatsEntry 20 }

dot 3St at sRat eControl St at us OBJECT- TYPE

SYNTAX | NTEGER {
rateControl O f (1),
rateControl On(2),
unknown( 3)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "The current Rate Control node of operation of
the MAC subl ayer of this interface.”

REFERENCE  "[I| EEE 802.3 Std.], 30.3.1.1.34,
aRateControl Status. "

.= { dot3StatsEntry 21 }

-- the Ethernet-like Collision Statistics group

| npl enentation of this group is optional; it is appropriate
for all systens which have the necessary netering

dot 3Col | Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dot 3Col | Entry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTION "A col l ection of collision histograns for a
particul ar set of interfaces."

REFERENCE  "[| EEE 802.3 Std.], 30.3.1.1.30,
aCol l'i si onFranes. "

::={ dot3 5}

dot 3Col | Entry OBJECT- TYPE

Fli ck

SYNTAX Dot 3Col | Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTION "A cell in the histogram of per-frane
collisions for a particular interface. An
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i nstance of this object represents the
frequency of individual MAC frames for which
the transm ssion (successful or otherwise) on a
particular interface is acconpanied by a
particul ar nunber of nedia collisions.”

{ iflndex, dot3Coll Count }

::={ dot3Col |l Table 1 }

Dot 3Col | Entry :

SEQUENCE {

dot 3Col | Count I nt eger 32,
dot 3Col | Frequenci es Count er 32

}

-- { dot3CollEntry 1 } is no longer in use

dot 3Col | Count OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

Integer32 (1..16)

not - accessi bl e

current

"The nunber of per-frane media collisions for
which a particular collision histogram cel
represents the frequency on a particul ar
interface."”

::={ dot3Coll Entry 2}

dot 3Col | Frequenci es OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

Count er 32

read-only

current

"A count of individual MAC franes for which the
transm ssion (successful or otherw se) on a
particular interface occurs after the

franme has experienced exactly the nunber

of collisions in the associated

dot 3Col | Count obj ect .

For exanple, a frame which is transmitted

on interface 77 after experiencing

exactly 4 collisions would be indicated

by incrementing only dot 3Col | Frequenci es. 77. 4.
No ot