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Status of This Meno
Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state

and status of this protocol. Distribution of this neno is unlimted.
Abst r act

This docunent is a specification of the basic protocol for Internet

electronic mail transport. It consolidates, updates, and clarifies

several previous docunents, nmaking all or parts of nbst of them

obsolete. It covers the SMIP extensi on nechani sns and best practices

for the contenporary Internet, but does not provide details about
particul ar extensions. Although SMIP was designed as a mai

transport and delivery protocol, this specification also contains
information that is inmportant to its use as a "mail subm ssion”
protocol for "split-UA" (User Agent) nmil reading systens and nobile
envi ronnments.
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1. Introduction
1.1. Transport of Electronic Mi

The objective of the Sinple Mail Transfer Protocol (SMIP) is to
transfer mail reliably and efficiently.

SMIP i s independent of the particular transm ssion subsystem and
requires only a reliable ordered data stream channel. Wile this
docunent specifically discusses transport over TCP, other transports
are possible. Appendices to RFC 821 [1] describe sonme of them

An inmportant feature of SMIP is its capability to transport mail
across nultiple networks, usually referred to as "SMIP nmail rel ayi ng"
(see Section 3.6). A network consists of the nutually-TCP-accessible
hosts on the public Internet, the nmutually-TCP-accessible hosts on a
firewall-isolated TCP/IP Intranet, or hosts in sonme other LAN or WAN
environnent utilizing a non-TCP transport-level protocol. Using
SMIP, a process can transfer mail to another process on the same
network or to some other network via a relay or gateway process
accessi bl e to both networks.

In this way, a mail nmessage may pass through a nunmber of internediate
relay or gateway hosts on its path fromsender to ultimte recipient.
The Mail eXchanger nechani sns of the domain nane system (RFC 1035
[2], RFC 974 [12], and Section 5 of this document) are used to
identify the appropriate next-hop destination for a nessage being
transported.

1.2. History and Context for This Docunent
This docunent is a specification of the basic protocol for the
Internet electronic mail transport. It consolidates, updates and
clarifies, but does not add new or change existing functionality of
the foll ow ng:

o the original SMIP (Sinple Ml Transfer Protocol) specification of
RFC 821 [1],

0 dommin nane systemrequirements and inplications for nail
transport from RFC 1035 [2] and RFC 974 [12],

o the clarifications and applicability statenents in RFC 1123 [ 3],
and

o material drawn fromthe SMIP Extensi on nechani sns in RFC 1869
[13].
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o Editorial and clarification changes to RFC 2821 [14] to bring that
specification to Draft Standard.

It obsoletes RFC 821, RFC 974, RFC 1869, and RFC 2821 and updates RFC
1123 (replacing the mail transport materials of RFC 1123). However,
RFC 821 specifies sonme features that were not in significant use in
the Internet by the mid-1990s and (i n appendi ces) sonme additiona
transport nodels. Those sections are omitted here in the interest of
clarity and brevity; readers needing themshould refer to RFC 821

It also includes sone additional material fromRFC 1123 that required
anplification. This material has been identified in nultiple ways,
nostly by tracking flamng on various |ists and newsgroups and

probl ens of unusual readings or interpretations that have appeared as
the SMIP extensions have been depl oyed. Were this specification
nmoves beyond consolidation and actually differs fromearlier
docunents, it supersedes themtechnically as well as textually.

Al t hough SMIP was designed as a nail transport and delivery protocol
this specification also contains information that is inportant to its
use as a "mail submnission" protocol, as recommended for Post Ofice
Protocol (POP) (RFC 937 [15], RFC 1939 [16]) and | MAP (RFC 3501
[17]). In general, the separate mail subm ssion protocol specified
in RFC 4409 [18] is now preferred to direct use of SMIP; nore

di scussi on of that subject appears in that docunent.

Section 2.3 provides definitions of ternms specific to this docunent.
Except when the historical termnology is necessary for clarity, this
docunent uses the current 'client’ and 'server’ terminology to
identify the sending and receiving SMIP processes, respectively.

A conpani on docunent, RFC 5322 [4], discusses nessage header sections
and bodi es and specifies formats and structures for them

1. 3. Docunment Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [5]. As each
of these terns was intentionally and carefully chosen to inprove the
interoperability of email, each use of these ternms is to be treated
as a conformance requiremnent.

Because this docunent has a long history and to avoid the risk of
various errors and of confusing readers and docunents that point to
this one, nost exanples and the domain names they contain are
preserved from RFC 2821. Readers are cautioned that these are
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illustrative exanples that should not actually be used in either code
or configuration files.

2. The SMIP Mbdel

2.1. Basic Structure

The SMIP design can be pictured as:

S + S +

Fom - + | | | |

| User |<-->| | SMIP | |

e + | dient- | Conmands/ Replies| Server-

e + | SMIP | <------mmemmo- >| SMIP | e +
| File | <--> | and Mail | | <-->] File |
| Systen | | | | | Systen
Hom - - + Fom e e - + Fom e e - + Hom - - +

SMIP cli ent SMTP server

When an SMIP client has a nessage to transnmit, it establishes a two-
way transnission channel to an SMIP server. The responsibility of an
SMIP client is to transfer mail nessages to one or nore SMIP servers,
or report its failure to do so

The nmeans by which a mail nessage is presented to an SMIP client, and
how that client determnes the identifier(s) ("nanes") of the
domai n(s) to which mail nessages are to be transferred, is a loca

matter, and is not addressed by this docunent. |n sonme cases, the
desi gnated domai n(s), or those determ ned by an SMIP client, will
identify the final destination(s) of the mail nessage. I|n other

cases, comon with SMIP clients associated with inplenmentations of
the POP (RFC 937 [15], RFC 1939 [16]) or | MAP (RFC 3501 [17])
protocols, or when the SMIP client is inside an isolated transport
service environnent, the domain determined will identify an

i nternedi ate destination through which all mail nmessages are to be
relayed. SMIP clients that transfer all traffic regardless of the
target domains associated with the individual nessages, or that do
not mai ntain queues for retrying nessage transmi ssions that initially
cannot be conpl eted, may otherwi se conformto this specification but
are not considered fully-capable. Fully-capable SMIP

i npl ement ati ons, including the relays used by these | ess capable
ones, and their destinations, are expected to support all of the
queui ng, retrying, and alternate address functions discussed in this
specification. |In many situations and configurations, the |ess-
capabl e clients discussed above SHOULD be using the nessage

submi ssi on protocol (RFC 4409 [18]) rather than SMIP
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The nmeans by which an SMIP client, once it has determined a target
domain, determines the identity of an SMIP server to which a copy of
a nmessage is to be transferred, and then perfornms that transfer, is
covered by this docunent. To effect a mail transfer to an SMIP
server, an SMIP client establishes a two-way transm ssion channel to
that SMIP server. An SMIP client deternines the address of an
appropriate host running an SMIP server by resolving a destination
domain name to either an internediate Mail eXchanger host or a fina
target host.

An SMIP server may be either the ultimte destination or an
internediate "relay" (that is, it may assunme the role of an SMIP
client after receiving the nessage) or "gateway" (that is, it may
transport the nessage further using some protocol other than SMIP)
SMIP conmands are generated by the SMIP client and sent to the SMIP
server. SMIP replies are sent fromthe SMIP server to the SMIP
client in response to the commands.

In other words, nessage transfer can occur in a single connection

bet ween the original SMIP-sender and the final SMIP-recipient, or can
occur in a series of hops through internmediary systens. In either
case, once the server has issued a success response at the end of the
mai | data, a formal handoff of responsibility for the nessage occurs:
the protocol requires that a server MJST accept responsibility for
either delivering the nessage or properly reporting the failure to do
S0 (see Sections 6.1, 6.2, and 7.8, below).

Once the transm ssion channel is established and initial handshaking
is conpleted, the SMIP client normally initiates a mail transaction
Such a transaction consists of a series of comands to specify the
originator and destination of the mail and transmi ssion of the
message content (including any lines in the header section or other
structure) itself. Wen the same nessage is sent to multiple

reci pients, this protocol encourages the transm ssion of only one
copy of the data for all recipients at the sane destination (or

i nternmedi ate relay) host.

The server responds to each conmand with a reply; replies may

i ndi cate that the conmmand was accepted, that additional comuands are
expected, or that a tenporary or permanent error condition exists.
Commands specifying the sender or recipients may include server-
permtted SMIP service extension requests, as discussed in

Section 2.2. The dialog is purposely |ock-step, one-at-a-tineg,

al t hough this can be nodified by nutually agreed upon extension
requests such as conmand pipelining (RFC 2920 [19]).

Once a given mail message has been transmitted, the client nmay either
request that the connection be shut down or nay initiate other nmi
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transactions. |n addition, an SMIP client nmay use a connection to an
SMIP server for ancillary services such as verification of emil
addresses or retrieval of mailing list subscriber addresses.

As suggested above, this protocol provides nechanisns for the
transmission of mail. Historically, this transm ssion nornally
occurred directly fromthe sending user’'s host to the receiving
user’s host when the two hosts are connected to the sane transport
service. \hen they are not connected to the same transport service,
transm ssion occurs via one or nore relay SMIP servers. A very
common case in the Internet today involves subni ssion of the origina
nmessage to an internedi ate, "nessage subm ssion" server, which is
simlar to a relay but has sonme additional properties; such servers
are discussed in Section 2.3.10 and at sonme length in RFC 4409 [18].
An internediate host that acts as either an SMIP relay or as a
gateway into some other transm ssion environment is usually selected
t hrough the use of the domain nane service (DNS) Ml eXchanger
nmechani sm

Usual ly, intermedi ate hosts are deternined via the DNS MX record, not
by explicit "source" routing (see Section 5 and Appendi x C and
Appendi x F. 2).

2.2. The Extension Mdel
2.2.1. Background

In an effort that started in 1990, approxinately a decade after RFC
821 was compl eted, the protocol was nodified with a "service

ext ensi ons" nodel that pernits the client and server to agree to
utilize shared functionality beyond the original SMIP requirenents.
The SMTP extensi on nechani sm defines a nmeans whereby an extended SMIP
client and server may recogni ze each other, and the server can inform
the client as to the service extensions that it supports.

Cont enporary SMIP i npl enentati ons MJST support the basic extension
mechani snms. For instance, servers MJST support the EHLO comand even
if they do not inplenent any specific extensions and clients SHOULD
preferentially utilize EHLO rather than HELO. (However, for
conmpatibility with ol der conform ng inplenmentations, SMIP clients and
servers MJST support the original HELO mechani snms as a fall back.)

Unl ess the different characteristics of HELO nust be identified for

i nteroperability purposes, this docunent discusses only EHLO

SMIP is wi dely deployed and high-quality inplenentations have proven
to be very robust. However, the Internet comunity now considers
some services to be inportant that were not anticipated when the
protocol was first designed. |f support for those services is to be
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added, it nust be done in a way that permts older inplenentations to
continue working acceptably. The extension framework consists of:

o The SMIP command EHLO superseding the earlier HELQ
0 a registry of SMIP service extensions,
0 additional paraneters to the SMIP MAIL and RCPT comands, and

o optional replacenents for commands defined in this protocol, such
as for DATA in non-ASCI |l transmi ssions (RFC 3030 [20]).

SMIP's strength cones prinarily fromits sinplicity. Experience with
many protocols has shown that protocols with few options tend towards
ubi qui ty, whereas protocols with many options tend towards obscurity.

Each and every extension, regardless of its benefits, nust be
carefully scrutinized with respect to its inplenentation, deploynent,
and interoperability costs. |In nmany cases, the cost of extending the
SMIP service will |ikely outweigh the benefit.

2.2.2. Definition and Registration of Extensions
The 1 ANA nmaintains a registry of SMIP service extensions. A
correspondi ng EHLO keyword val ue is associated with each extension
Each service extension registered with the | ANA nust be defined in a
formal Standards-Track or | ESG approved Experinmental protoco
docurment. The definition nust include:
o the textual nanme of the SMIP service extension
o the EHLO keyword val ue associated with the extension

o the syntax and possible values of paraneters associated with the
EHLO keyword val ue;

0 any additional SMIP verbs associated with the extension
(additional verbs will usually be, but are not required to be, the
sanme as the EHLO keyword val ue);

0 any new paraneters the extension associates with the MAIL or RCPT
ver bs;

0 a description of how support for the extension affects the
behavi or of a server and client SMIP;, and
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2.

2.

2.

o the increnent by which the extension is increasing the maxi num
I engt h of the conmands MAIL and/or RCPT, over that specified in
thi s Standard.

In addition, any EHLO keyword val ue starting with an upper or | ower
case "X" refers to a local SMIP service extension used exclusively
through bilateral agreenent. Keywords beginning with "X' MJST NOT be
used in a registered service extension. Conversely, keyword val ues
presented in the EHLO response that do not begin with "X' MJST
correspond to a Standard, Standards-Track, or |ESG approved
Experimental SMIP service extension registered with ANA. A
conform ng server MJST NOT offer non-"X'-prefixed keyword val ues t hat
are not described in a registered extension.

Addi tional verbs and paraneter nanes are bound by the same rules as
EHLO keywords; specifically, verbs beginning with "X' are |oca

ext ensi ons that may not be registered or standardi zed. Conversely,
verbs not beginning with "X" nust always be registered.

2.3. Special Issues with Extensions

Extensi ons that change fairly basic properties of SMIP operation are
permtted. The text in other sections of this docunent nust be
understood in that context. |In particular, extensions can change the
mnimumlints specified in Section 4.5.3, can change the ASCl
character set requirement as mentioned above, or can introduce sone
optional nodes of nessage handling.

In particular, if an extension inplies that the delivery path
normal |y supports special features of that extension, and an

i nternmedi ate SMIP system finds a next hop that does not support the
requi red extension, it MAY choose, based on the specific extension
and circunstances, to requeue the nessage and try later and/or try an

alternate MX host. If this strategy is enployed, the tineout to fal
back to an unextended format (if one is available) SHOULD be | ess
than the nornmal timeout for bouncing as undeliverable (e.g., if

normal timeout is three days, the requeue tineout before attenpting
to transmit the mail without the extension mght be one day).

3.  SMIP Ter ni nol ogy
3.1. Ml bjects

SMIP transports a nmail object. A nmil object contains an envel ope
and content.

The SMIP envel ope is sent as a series of SMIP protocol units
(described in Section 3). It consists of an originator address (to
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whi ch error reports should be directed), one or nore recipient
addresses, and optional protocol extension naterial. H storically,
variations on the reverse-path (originator) address specification
command (MAIL) could be used to specify alternate delivery nodes,
such as inmedi ate display; those variations have now been deprecated
(see Appendi x F and Appendi x F.6).

The SMIP content is sent in the SMIP DATA protocol unit and has two
parts: the header section and the body. |If the content conforms to
ot her contenporary standards, the header section consists of a
collection of header fields, each consisting of a header nane, a
colon, and data, structured as in the nessage format specification
(RFC 5322 [4]); the body, if structured, is defined according to M ME
(RFC 2045 [21]). The content is textual in nature, expressed using
the US-ASCI| repertoire [6]. Although SMIP extensions (such as

"8BI TM ME", RFC 1652 [22]) may relax this restriction for the content
body, the content header fields are always encoded using the US-ASCI
repertoire. Two M ME extensions (RFC 2047 [23] and RFC 2231 [24])
define an algorithmfor representing header val ues outside the US-
ASCI | repertoire, while still encoding them using the US-ASCl
repertoire.

2.3.2. Senders and Receivers

In RFC 821, the two hosts participating in an SMIP transacti on were
descri bed as the "SMIP-sender" and "SMIP-receiver". This docunent
has been changed to reflect current industry termninology and hence
refers to themas the "SMIP client" (or sometines just "the client")
and "SMIP server"” (or just "the server"), respectively. Since a

gi ven host may act both as server and client in a relay situation
"receiver" and "sender" termnology is still used where needed for
clarity.

2.3.3. Ml Agents and Message Stores

Additional mail systemterm nol ogy becanme common after RFC 821 was
publ i shed and, where convenient, is used in this specification. 1In
particular, SMIP servers and clients provide a mail transport service
and therefore act as "Ml Transfer Agents" (MIAs). "Mil User
Agents" (MJAs or UAs) are nornally thought of as the sources and
targets of mail. At the source, an MJA might collect nmail to be
transmtted froma user and hand it off to an MIA; the fina
("delivery") MIA woul d be thought of as handing the mail off to an
MJUA (or at least transferring responsibility toit, e.g., by
depositing the nessage in a "nessage store"). However, while these
terns are used with at |east the appearance of great precision in
other environnments, the inplied boundari es between MJAs and MIAs
often do not accurately match comon, and conform ng, practices wth
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Internet nmail. Hence, the reader should be cautious about inferring
the strong rel ationships and responsibilities that might be inplied
if these terns were used el sewhere.

2.3.4. Host

For the purposes of this specification, a host is a conmputer system
attached to the Internet (or, in sone cases, to a private TCP/IP

networ k) and supporting the SMIP protocol. Hosts are known by nanes
(see the next section); they SHOULD NOT be identified by nunerica
addresses, i.e., by address literals as described in Section 4.1.2.

2.3.5. Donmi n Nanes

A domain nane (or often just a "domain") consists of one or nore
conmponents, separated by dots if nore than one appears. |In the case
of a top-level domain used by itself in an email address, a single
string is used without any dots. This nakes the requirenent,
described in nore detail below, that only fully-qualified donain
names appear in SMIP transactions on the public Internet,
particularly inmportant where top-1level domains are involved. These
components ("labels" in DNS term nol ogy, RFC 1035 [2]) are restricted
for SMIP purposes to consist of a sequence of letters, digits, and
hyphens drawn fromthe ASCI| character set [6]. Domain nanes are
used as names of hosts and of other entities in the donain name

hi erarchy. For exanple, a domain may refer to an alias (label of a
CNAME RR) or the |abel of Mil eXchanger records to be used to
deliver mail instead of representing a host nane. See RFC 1035 [ 2]
and Section 5 of this specification.

The donai n nane, as described in this docunent and in RFC 1035 [ 2],
is the entire, fully-qualified nane (often referred to as an "FQDN').
A domain nane that is not in FQDN formis no nore than a local alias.
Local aliases MJST NOT appear in any SMIP transaction

Only resolvable, fully-qualified donmain names (FQDNs) are pernitted
when domain nanmes are used in SMIP. In other words, nanmes that can
be resolved to MX RRs or address (i.e., A or AAAA) RRs (as discussed
in Section 5) are pernmitted, as are CNAME RRs whose targets can be
resolved, in turn, to MX or address RRs. Local nicknanmes or
unqual i fi ed names MJUST NOT be used. There are two exceptions to the

rule requiring FQDNs:

0 The domain name given in the EHLO conmand MJST be either a primary
host nane (a donain nanme that resolves to an address RR) or, if
the host has no name, an address literal, as described in
Section 4.1.3 and di scussed further in the EHLO di scussi on of
Section 4.1.4.
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0 The reserved muil box nane "postnaster" nmay be used in a RCPT
conmand w t hout domain qualification (see Section 4.1.1.3) and
MUST be accepted if so used.

2.3.6. Buf fer and State Table

SMIP sessions are stateful, with both parties carefully nmaintaining a
common view of the current state. In this docunent, we nodel this
state by a virtual "buffer" and a "state table" on the server that
may be used by the client to, for exanple, "clear the buffer" or
"reset the state table”, causing the information in the buffer to be
di scarded and the state to be returned to sone previous state.

2.3.7. Commands and Replies

SMIP conmands and, unless altered by a service extension, nmessage
data, are transmtted fromthe sender to the receiver via the
transm ssi on channel in "lines"

An SMIP reply is an acknow edgnent (positive or negative) sent in
"l'ines" fromreceiver to sender via the transm ssion channel in
response to a command. The general formof a reply is a nuneric
conmpl etion code (indicating failure or success) usually followed by a
text string. The codes are for use by prograns and the text is
usual Iy intended for hunman users. RFC 3463 [25], specifies further
structuring of the reply strings, including the use of suppl enental
and nore specific conpletion codes (see al so RFC 5248 [26]).

2.3.8. Li nes

Li nes consist of zero or nore data characters term nated by the
sequence ASCI| character "CR' (hex value 0D) followed i mediately by
ASCI | character "LF" (hex value 0A). This term nation sequence is
denoted as <CRLF> in this docunent. Conformnm ng inplenentations MJST
NOT recogni ze or generate any other character or character sequence
as a line termnator. Lints MAY be inposed on line | engths by
servers (see Section 4).

In addition, the appearance of "bare" "CR' or "LF" characters in text
(i.e., either without the other) has a long history of causing
problens in mail inplenmentations and applications that use the mai
systemas a tool. SMIP client inplenmentations MJST NOT transmt
these characters except when they are intended as line term nators
and then MJUST, as indicated above, transnit themonly as a <CRLF>
sequence.
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2.3.9. Message Content and Miil Data

The ternms "nessage content” and "mmil data" are used interchangeably
in this docunent to describe the material transnmitted after the DATA
command is accepted and before the end of data indication is
transmtted. Message content includes the nessage header section and
the possibly structured nessage body. The M ME specification (RFC
2045 [21]) provides the standard mechani sms for structured nmessage
bodi es.

2.3.10. Oiginator, Delivery, Relay, and Gateway Systens

This specification nakes a distinction anong four types of SMIP
systens, based on the role those systens play in transmtting
electronic mail. An "originating" system (sonetines called an SMIP
originator) introduces mail into the Internet or, nore generally,
into a transport service environnment. A "delivery" SMIP systemis
one that receives mail froma transport service environnment and
passes it to a nail user agent or deposits it in a nessage store that
a mail user agent is expected to subsequently access. A "relay" SMIP
system (usually referred to just as a "relay") receives nail froman
SMIP client and transmits it, without nodification to the nmessage
data other than adding trace information, to another SMIP server for
further relaying or for delivery.

A "gateway" SMIP system (usually referred to just as a "gateway")
receives mail froma client systemin one transport environnent and
transmits it to a server systemin another transport environment.
Differences in protocols or nessage semantics between the transport
environnents on either side of a gateway may require that the gateway
system performtransformations to the nessage that are not pernitted
to SMIP relay systens. For the purposes of this specification
firewalls that rewite addresses shoul d be consi dered as gateways,
even if SMIP is used on both sides of them (see RFC 2979 [27]).

2.3.11. Mil box and Address

As used in this specification, an "address" is a character string
that identifies a user to whommail will be sent or a location into

which mail will be deposited. The term "mail box" refers to that
depository. The two ternms are typically used interchangeably unless
the distinction between the location in which nmail is placed (the

mai | box) and a reference to it (the address) is inportant. An
address normal ly consists of user and domain specifications. The
standard nail box nam ng convention is defined to be

"l ocal - part @omai n"; contenporary usage permts a nmuch broader set of
applications than sinple "user names". Consequently, and due to a

I ong history of problens when internedi ate hosts have attenpted to
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optim ze transport by nodifying them the local-part MJST be
interpreted and assigned semantics only by the host specified in the
domai n part of the address.

2.4. Ceneral Syntax Principles and Transacti on Mdel

SMIP conmands and replies have a rigid syntax. Al conmands begin
with a command verb. All replies begin with a three digit nuneric
code. In some comuands and replies, argunments are required follow ng
the verb or reply code. Sone conmands do not accept argunents (after
the verb), and some reply codes are foll owed, sonetines optionally,
by free formtext. In both cases, where text appears, it is
separated fromthe verb or reply code by a space character. Conplete
definitions of comuands and replies appear in Section 4.

Verbs and argunent values (e.g., "TQ" or "to:" in the RCPT command
and extension nane keywords) are not case sensitive, with the sole
exception in this specification of a nmil box |ocal-part (SMIP
Extensions nmay explicitly specify case-sensitive elenents). That is,
a command verb, an argunent val ue other than a nmail box | ocal-part,
and free formtext MAY be encoded in upper case, |ower case, or any
m xture of upper and | ower case with no inpact on its neaning. The
| ocal -part of a mmilbox MJST BE treated as case sensitive.

Therefore, SMIP i npl enentations MUST take care to preserve the case
of mailbox local-parts. |In particular, for sonme hosts, the user
"smth" is different fromthe user "Smith". However, exploiting the
case sensitivity of mailbox |ocal-parts inpedes interoperability and
i s discouraged. Mailbox domains follow normal DNS rules and are
hence not case sensitive.

A few SMIP servers, in violation of this specification (and RFC 821)
require that conmmand verbs be encoded by clients in upper case.

| mpl enent ati ons MAY wi sh to enploy this encoding to accommpdat e those
servers.

The argunent clause consists of a variable-length character string

ending with the end of the line, i.e., with the character sequence
<CRLF>. The receiver will take no action until this sequence is
recei ved.

The syntax for each command is shown with the di scussion of that
conmmand. Conmon el enents and paraneters are shown in Section 4.1.2.

Commands and replies are conposed of characters fromthe ASC
character set [6]. Wen the transport service provides an 8-bit byte
(octet) transm ssion channel, each 7-bit character is transmtted,
right justified, in an octet with the high-order bit cleared to zero.
More specifically, the unextended SMIP service provides 7-bit
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transport only. An originating SMIP client that has not successfully
negoti ated an appropriate extension with a particular server (see the
next paragraph) MJST NOT transmit nessages with information in the

hi gh-order bit of octets. |f such messages are transmitted in
violation of this rule, receiving SMIP servers MAY cl ear the high-
order bit or reject the nessage as invalid. |In general, a relay SMIP
SHOULD assune that the nessage content it has received is valid and,
assuning that the envel ope pernits doing so, relay it wthout

i nspecting that content. O course, if the content is m slabeled and
the data path cannot accept the actual content, this may result in
the ultimte delivery of a severely garbled nmessage to the recipient.
Del i very SMIP systens MAY reject such nessages, or return them as
undel i verabl e, rather than deliver them |In the absence of a server-
of fered extension explicitly permitting it, a sending SMIP systemis
not permtted to send envel ope commands in any character set other
than US-ASCI 1. Receiving systems SHOULD reject such conmands,
normal Iy using "500 syntax error - invalid character" replies.

8-bit nessage content transm ssion MAY be requested of the server by
a client using extended SMIP facilities, notably the "8BI TM M"
extension, RFC 1652 [22]. 8BI TM ME SHOULD be supported by SMIP
servers. However, it MJST NOT be construed as authorization to
transmit unrestricted 8-bit material, nor does 8Bl TM ME aut hori ze
transm ssion of any envelope material in other than ASCII. 8BI TM ME
MUST NOT be requested by senders for nmaterial with the high bit on
that is not in MME format with an appropriate content-transfer
encodi ng; servers MAY reject such nessages.

The metalinguistic notation used in this docunent corresponds to the
"Augnented BNF" used in other Internet nmamil system docunents. The
reader who is not famliar with that syntax should consult the ABNF
specification in RFC 5234 [7]. Metal anguage terms used in running
text are surrounded by pointed brackets (e.g., <CRLF>) for clarity.
The reader is cautioned that the grammar expressed in the

met al anguage i s not conprehensive. There are many instances in which
provisions in the text constrain or otherwi se nodify the syntax or
semantics inplied by the granmar.

3. The SMIP Procedures: An Overvi ew

This section contains descriptions of the procedures used in SMIP
session initiation, mail transaction, forwarding mail, verifying
mai | box nanes and expanding nailing lists, and opening and cl osing
exchanges. Comments on relaying, a note on mail donains, and a

di scussi on of changing roles are included at the end of this section.
Several conplete scenarios are presented in Appendi x D
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3.1. Session Initiation

An SMIP session is initiated when a client opens a connection to a
server and the server responds with an openi ng nessage.

SMTIP server inplenentations MAY include identification of their
software and version information in the connection greeting reply
after the 220 code, a practice that pernits nore efficient isolation
and repair of any problenms. |nplenentations MAY nmake provision for
SMIP servers to disable the software and versi on announcenent where
it causes security concerns. \While sone systens also identify their
contact point for mamil problens, this is not a substitute for

mai ntai ning the required "postmaster" address (see Section 4).

The SMIP protocol allows a server to fornmally reject a mail session
while still allowing the initial connection as follows: a 554
response MAY be given in the initial connection opening nmessage

i nstead of the 220. A server taking this approach MJST still wait
for the client to send a QU T (see Section 4.1.1.10) before closing
t he connecti on and SHOULD respond to any intervening comrmands wth
"503 bad sequence of commands". Since an attenpt to nmake an SMIP
connection to such a systemis probably in error, a server returning
a 554 response on connection openi ng SHOULD provi de enough
information in the reply text to facilitate debuggi ng of the sending
system

3.2. dient Initiation

Once the server has sent the greeting (wel com ng) nmessage and the
client has received it, the client nornmally sends the EHLO conmand to
the server, indicating the client’s identity. In addition to opening
the session, use of EHLO indicates that the client is able to process
service extensions and requests that the server provide a list of the
extensions it supports. O der SMIP systens that are unable to
support service extensions, and contenporary clients that do not
require service extensions in the mail session being initiated, MAY
use HELO instead of EHLO  Servers MJST NOT return the extended EHLO
style response to a HELO conmmand. For a particul ar connection
attenpt, if the server returns a "command not recogni zed" response to
EHLO, the client SHOULD be able to fall back and send HELO

In the EHLO conmand, the host sending the command identifies itself;

the conmand nmay be interpreted as saying "Hello, | am <domai n>" (and,
in the case of EHLO, "and | support service extension requests").
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3.3. Mil Transactions

There are three steps to SMIP mail transactions. The transaction
starts with a MAIL command that gives the sender identification. (In
general, the MAIL command nay be sent only when no mail transaction
is in progress; see Section 4.1.4.) A series of one or nore RCPT
commands follows, giving the receiver information. Then, a DATA
command initiates transfer of the mail data and is ternminated by the
"end of mail" data indicator, which also confirns the transaction

The first step in the procedure is the MAIL comrand.
MAI L FROM <rever se-pat h> [ SP <nmi | - paraneters> ] <CRLF>

This comrand tells the SMIP-receiver that a new mail transaction is
starting and to reset all its state tables and buffers, including any
recipients or mail data. The <reverse-path> portion of the first or
only argunent contains the source nmil box (between "<" and ">"
brackets), which can be used to report errors (see Section 4.2 for a
di scussion of error reporting). |If accepted, the SMIP server returns
a "250 OK" reply. If the mailbox specification is not acceptable for
some reason, the server MJIST return a reply indicating whether the
failure is permanent (i.e., will occur again if the client tries to
send the sane address again) or tenporary (i.e., the address m ght be
accepted if the client tries again later). Despite the apparent
scope of this requirenent, there are circunmstances in which the
acceptability of the reverse-path may not be determnmined until one or
nmore forward-paths (in RCPT commands) can be examined. |In those
cases, the server MAY reasonably accept the reverse-path (with a 250
reply) and then report problens after the forward-paths are received
and exanm ned. Nornmally, failures produce 550 or 553 replies.

Hi storically, the <reverse-path> was pernmitted to contain nore than
just a mail box; however, contenporary systens SHOULD NOT use source
routing (see Appendi x C)

The optional <nail-paraneters> are associated with negotiated SMIP
servi ce extensions (see Section 2.2).

The second step in the procedure is the RCPT command. This step of
the procedure can be repeated any nunber of tines.

RCPT TO <forward-path> [ SP <rcpt-paraneters> ] <CRLF>
The first or only argunent to this conmand includes a forward-path
(normally a mail box and domai n, al ways surrounded by "<" and ">"

brackets) identifying one recipient. |If accepted, the SMIP server
returns a "250 OK" reply and stores the forward-path. |f the
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reci pient is known not to be a deliverable address, the SMIP server
returns a 550 reply, typically with a string such as "no such user -
" and the nail box nanme (other circunstances and reply codes are
possi bl e).

The <forward-path> can contain nore than just a nail box.

Hi storically, the <forward-path> was pernitted to contain a source
routing list of hosts and the destination mail box; however,
contenporary SMIP clients SHOULD NOT utilize source routes (see
Appendi x C). Servers MJST be prepared to encounter a list of source
routes in the forward-path, but they SHOULD i gnore the routes or MAY
decline to support the relaying they inply. Sinmlarly, servers MAY
decline to accept nmil that is destined for other hosts or systens.
These restrictions make a server useless as a relay for clients that
do not support full SMIP functionality. Consequently, restricted-
capability clients MIST NOT assune that any SMIP server on the
Internet can be used as their mail processing (relaying) site. If a
RCPT command appears without a previous MAIL command, the server MJST
return a 503 "Bad sequence of commands" response. The optiona
<rcpt-paraneters> are associated with negotiated SMIP service
extensions (see Section 2.2).

Since it has been a conmon source of errors, it is worth noting that
spaces are not pernitted on either side of the colon followi ng FROM
in the MAIL command or TOin the RCPT command. The syntax is exactly
as given above.

The third step in the procedure is the DATA command (or sone
alternative specified in a service extension).

DATA <CRLF>

| f accepted, the SMIP server returns a 354 Internediate reply and
considers all succeeding lines up to but not including the end of
mai | data indicator to be the message text. Wen the end of text is
successfully received and stored, the SMIP-receiver sends a "250 K"

reply.

Since the nmail data is sent on the transmi ssion channel, the end of
mai | data nust be indicated so that the command and reply dial og can
be resuned. SMIP indicates the end of the mail data by sending a
line containing only a "." (period or full stop). A transparency
procedure is used to prevent this frominterfering with the user’s
text (see Section 4.5.2).

The end of mail data indicator also confirns the mail transaction and
tells the SMIP server to now process the stored recipients and mai
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data. |If accepted, the SMIP server returns a "250 OK' reply. The
DATA comand can fail at only two points in the protocol exchange:

If there was no MAIL, or no RCPT, command, or all such commands were
rejected, the server MAY return a "command out of sequence" (503) or
"no valid recipients" (554) reply in response to the DATA conmand.

If one of those replies (or any other 5yz reply) is received, the
client MUST NOT send the nessage data; nore generally, nessage data
MJUST NOT be sent unless a 354 reply is received.

If the verb is initially accepted and the 354 reply issued, the DATA
command should fail only if the mail transaction was inconplete (for
exanpl e, no recipients), if resources were unavail able (including, of
course, the server unexpectedly becom ng unavailable), or if the
server determnines that the message should be rejected for policy or
ot her reasons.

However, in practice, sone servers do not performrecipient
verification until after the nessage text is received. These servers
SHOULD treat a failure for one or nore recipients as a "subsequent
failure" and return a nmail nessage as discussed in Section 6 and, in
particular, in Section 6.1. Using a "550 mail box not found" (or
equi val ent) reply code after the data are accepted nakes it difficult
or inpossible for the client to determine which recipients fail ed.

When the RFC 822 format ([28], [4]) is being used, the nmail data

i nclude the header fields such as those named Date, Subject, To, Cc,
and From Server SMIP systens SHOULD NOT reject nessages based on
percei ved defects in the RFC 822 or M ME (RFC 2045 [21]) nessage
header section or nessage body. In particular, they MJST NOT reject
messages i n which the nunbers of Resent-header fields do not match or
Resent-to appears w thout Resent-from and/or Resent-date.

Mai | transacti on commands MJST be used in the order di scussed above.
3.4. Forwarding for Address Correction or Updating

Forwar di ng support is nost often required to consolidate and sinplify
addresses within, or relative to, sonme enterprise and | ess frequently
to establish addresses to link a person’s prior address with a
current one. Silent forwarding of nessages (w thout server
notification to the sender), for security or non-di scl osure purposes,
is common in the contenporary Internet.

In both the enterprise and the "new address" cases, information

hi di ng (and soneti mes security) considerations argue agai nst exposure
of the "final" address through the SMIP protocol as a side effect of
the forwarding activity. This may be especially inportant when the
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final address nay not even be reachable by the sender. Consequently,
the "forwardi ng" mechani sns described in Section 3.2 of RFC 821, and
especially the 251 (corrected destination) and 551 reply codes from
RCPT nust be evaluated carefully by inplenmenters and, when they are
avai l abl e, by those configuring systenms (see also Section 7.4).

In particular:

0 Servers MAY forward nessages when they are aware of an address
change. Wen they do so, they MAY either provide address-updating
information with a 251 code, or may forward "silently"” and return
a 250 code. However, if a 251 code is used, they MJUST NOT assune
that the client will actually update address infornmation or even
return that information to the user

Al ternately,

0 Servers MAY reject nessages or return them as non-deliverabl e when
they cannot be delivered precisely as addressed. Wen they do so,
they MAY either provide address-updating information with a 551
code, or nmay reject the nmessage as undeliverable with a 550 code
and no address-specific information. However, if a 551 code is
used, they MJST NOT assune that the client will actually update
address information or even return that information to the user.

SMIP server inplenentations that support the 251 and/or 551 reply
codes SHOULD provide configurati on nechanisns so that sites that

concl ude that they would undesirably disclose informati on can di sable
or restrict their use.

3.5. Commands for Debuggi ng Addresses

3.5.1. Overview
SMIP provides commands to verify a user nane or obtain the content of
amiling list. This is done with the VRFY and EXPN comands, which
have character string argunents. |nplenentations SHOULD support VRFY
and EXPN (however, see Section 3.5.2 and Section 7.3).

For the VRFY command, the string is a user nanme or a user nane and

domain (see below). |If a normal (i.e., 250) response is returned,
the response MAY include the full nane of the user and MJUST i ncl ude
the mail box of the user. It MJST be in either of the follow ng
forns:

User Nanme <l ocal - part @omai n>
| ocal - part @omai n
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When a nane that is the argunent to VRFY could identify nore than one
mai | box, the server MAY either note the ambiguity or identify the
alternatives. |In other words, any of the following are legitimte
responses to VRFY:

553 User anbi guous
or

553- Anbi guous; Possibilities are
553-Joe Snmith <jsnmth@ oo. conr
553-Harry Smith <hsmi th@ oo. conr
553 Melvin Snith <dweep@ oo. conk

or

553- Ambi guous; Possibilities
553- <jsmth@ oo. conr

553- <hsni t h@ oo. conw

553 <dweep@ o0o0. conp

Under normal circunstances, a client receiving a 553 reply woul d be
expected to expose the result to the user. Use of exactly the forns
gi ven, and the "user anbi guous" or "anbi guous" keywords, possibly
suppl enent ed by extended reply codes, such as those described in RFC
3463 [25], will facilitate automated translation into other |anguages
as needed. O course, a client that was highly automated or that was
operating in another |anguage than English m ght choose to try to
transl ate the response to return sone other indication to the user
than the literal text of the reply, or to take sone autonated action
such as consulting a directory service for additional infornation
before reporting to the user.

For the EXPN command, the string identifies a mailing list, and the
successful (i.e., 250) multiline response MAY include the full name
of the users and MUST give the nmil boxes on the mailing |ist.

In sone hosts, the distinction between a mailing list and an alias
for a single nailbox is a bit fuzzy, since a commpn data structure
may hold both types of entries, and it is possible to have nmailing
lists containing only one mailbox. |If a request is nade to apply
VRFY to a nmailing list, a positive response MAY be given if a nessage
so addressed woul d be delivered to everyone on the list, otherw se an
error SHOULD be reported (e.g., "550 That is a mailing list, not a
user" or "252 Unable to verify nenbers of mailing list"). |If a
request is made to expand a user nane, the server MAY return a

Kl ensin St andards Track [ Page 23]



RFC 5321 SMIP Cct ober 2008

positive response consisting of a |list containing one nane, or an
error MAY be reported (e.g., "550 That is a user nane, not a nailing
list").

In the case of a successful multiline reply (normal for EXPN)
exactly one nailbox is to be specified on each line of the reply.
The case of an anbi guous request is discussed above.

"User name" is a fuzzy termand has been used deliberately. An

i mpl enment ati on of the VRFY or EXPN commands MUST i ncl ude at | east
recognition of |ocal mailboxes as "user names"”. However, since
current Internet practice often results in a single host handling
mai |l for multiple domains, hosts, especially hosts that provide this
functionality, SHOULD accept the "local -part @omai n" formas a "user
nane"; hosts MAY al so choose to recogni ze other strings as "user
names".

The case of expanding a nailbox list requires a nultiline reply, such
as:

EXPN Exanpl e- Peopl e

250-Jon Postel <Postel @si.edu>

250- Fred Fonebone <Fonebone@hysi cs. f oo-u. edu>
250 Sam Q Snith <SQSm th@pecific.generic.conr

CRORONe!

or

EXPN Executi ve- Washr oom Li st
550 Access Denied to You

o

The character string argunments of the VRFY and EXPN conmands cannot
be further restricted due to the variety of inplenentations of the
user nane and mail box list concepts. On sonme systens, it nmay be
appropriate for the argument of the EXPN conmmand to be a file nane
for afile containing a mailing list, but again there are a variety
of file nam ng conventions in the Internet. Simlarly, historica
variations in what is returned by these commands are such that the
response SHOULD be interpreted very carefully, if at all, and SHOULD
generally only be used for diagnostic purposes.

3.5.2. VRFY Nornmal Response
When normal (2yz or 551) responses are returned froma VRFY or EXPN

request, the reply MJIST include the <Mil box> name using a
"<l ocal - part @omai n>" construction, where "domain" is a fully-

qualified domain nane. In circunstances exceptional enough to
justify violating the intent of this specificat