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Abst r act

Thi s docunent specifies an Extensible Authentication Protocol (EAP)
mechani sm for aut hentication and session key distribution that uses
the Aut hentication and Key Agreenent (AKA) nmechanism AKA is used in
the 3rd generation nobile networks Universal Mbile

Tel econmruni cati ons System (UMIS) and CDMA2000. AKA is based on
symretric keys, and typically runs in a Subscriber ldentity Mdul e,
which is a UMIS Subscriber ldentity Mddule, USIM or a (Renovable)
User Identity Module, (RUM simlar to a smart card.

EAP- AKA i ncl udes optional identity privacy support, optional result
i ndi cations, and an optional fast re-authentication procedure.
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1. Introduction and Mdtivation

Thi s docunent specifies an Extensible Authentication Protocol (EAP)
mechani sm for aut hentication and session key distribution that uses
the 3rd generation Authentication and Key Agreenent mechani sm
specified for Universal Mbobile Tel ecommunications System (UMIS) in

[ TS33.102] and for CDMA2000 in [S.S0055-A]. UMIS and CDMA2000 are
gl obal 3rd generation nobile network standards that use the sane AKA
mechani sm

2nd generation nmobile networks and 3rd generation nobil e networks use
di fferent authentication and key agreenent nechani sns. The d oba
System for Mobile conmunications (GSM is a 2nd generation nobile
networ k standard, and EAP-SI M [ EAP-SIM specifies an EAP nechani sm
that is based on the GSM aut henticati on and key agreenent prinmitives.

AKA i s based on chal |l enge-response nechani sns and symetric
cryptography. AKA typically runs in a UMIS Subscriber ldentity

Modul e (USIM or a CDVA2000 (Renobvable) User ldentity Mdul e
((RUM. In this docunent, both nmodules are referred to as identity
nmodul es. Conpared to the 2nd generati on nechani sns such as GSM AKA,
the 3rd generation AKA provides substantially | onger key |engths and
mut ual aut henti cati on.

The introduction of AKA inside EAP allows several new applications.
These include the follow ng:

0 The use of the AKA also as a secure PPP authentication nethod in
devices that already contain an identity nodul e.

0 The use of the 3rd generation nobile network authentication
infrastructure in the context of wreless LANs

0 Relying on AKA and the existing infrastructure in a seanl ess way
with any other technol ogy that can use EAP

AKA works in the foll ow ng manner

0 The identity nodul e and the hone environnent have agreed on a
secret key beforehand. (The "honme environnment" refers to the hone
operator’s authentication network infrastructure.)

0 The actual authentication process starts by having the hone
envi ronnent produce an authentication vector, based on the secret
key and a sequence nunber. The authentication vector contains a
random part RAND, an authenticator part AUTN used for
aut henticating the network to the identity nodule, an expected
result part XRES, a 128-bit session key for integrity check IK
and a 128-bit session key for encryption CK
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0 The RAND and the AUTN are delivered to the identity nodul e.

o0 The identity nmodule verifies the AUTN, again based on the secret
key and the sequence nunber. |If this process is successful (the
AUTN is valid and the sequence nunber used to generate AUIN i s
within the correct range), the identity nodul e produces an
aut hentication result RES and sends it to the home environnent.

o The hone environnent verifies the correct result fromthe identity
nodule. If the result is correct, IK and CK can be used to
protect further comunications between the identity nodule and the
hone envi ronnent .

When verifying AUTN, the identity nodul e may detect that the sequence
nunber the network uses is not within the correct range. |In this
case, the identity nodul e cal cul ates a sequence nunber
synchroni zati on paraneter AUTS and sends it to the network. AKA

aut hentication may then be retried with a new authentication vector
gener ated using the synchroni zed sequence number.

For a specification of the AKA nechanisns and how t he cryptographic
val ues AUTN, RES, IK, CK and AUTS are cal cul ated, see [TS33.102] for
UMTS and [S. SO0055-A] for CDMA2000.

I n EAP- AKA, the EAP server node obtains the authentication vectors,
conpares RES and XRES, and uses CK and IK in key derivation

In the 3rd generation nobile networks, AKA is used for both radio
network authentication and I P multinedia service authentication
purposes. Different user identities and formats are used for these;
the radi o network uses the International Mbile Subscriber Identifier
(I'vMBl), whereas the IP nultinedia service uses the Network Access
Identifier (NAl) [RFC4282].

2. Ternms and Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The terms and abbreviations "authenticator", "backend authentication
server", "EAP server", "peer", "Silently Discard", "Master Session
Key (MSK)", and "Extended Master Session Key (EMSK)" in this docunent
are to be interpreted as described in [ RFC3748].

Thi s docunent frequently uses the followi ng terns and abbreviations.

The AKA paraneters are specified in detail in [TS33.102] for UMIS and
[ S. S0055- A] for CDWMA2000
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AAA pr ot ocol

Aut henti cati on, Authorization and Accounting protoco

AKA
Aut henti cati on and Key Agreenent

AuC
Aut hentication Centre. The nobile network el ement that can
aut henti cate subscribers in the nobile networks.

AUTN
AKA paraneter. AUIN is an authentication value generated by
the AuC, which, together with the RAND, authenticates the
server to the peer, 128 bits.

AUTS
AKA paraneter. A value generated by the peer upon
experiencing a synchroni zation failure, 112 bits.

EAP

Ext ensi bl e Authenticati on Protocol [RFC3748]

Fast Re- Aut hentication
An EAP- AKA aut hentication exchange that is based on keys
derived upon a preceding full authentication exchange. The
3rd Generation AKA is not used in the fast re-authentication
procedure.

Fast Re-Authentication Identity
A fast re-authentication identity of the peer, including an
NAI realmportion in environnents where a real mis used.
Used on re-authentication only.

Fast Re- Aut henticati on User name

The username portion of fast re-authentication identity,
i.e., not including any real mportions.
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Ful | Authentication

An EAP- AKA aut hentication exchange that is based on the
3rd Generation AKA procedure

d obal System for Mobile conmuni cati ons.
NAI

Net wor k Access ldentifier [RFC4282]
Identity Modul e

Identity nodule is used in this docunment to refer to the

part of the nobile device that contains authentication and

key agreenment primtives. The identity nodule nmay be an
integral part of the nobile device or it nay be an application
on a smart card distributed by a nobile operator. USIM and
(RUMare identity nodul es.

Nonce

A value that is used at npst once or that is never repeated
within the sane cryptographic context. In general, a nonce can
be predictable (e.g., a counter) or unpredictable (e.g., a
random val ue). Because sone cryptographic properties may
depend on the randomess of the nonce, attention should be paid
to whether a nonce is required to be randomor not. In this
docunent, the termnonce is only used to denote random nonces,
and it is not used to denote counters.

Per manent Identity
The pernmanent identity of the peer, including an NAl realm
portion in environnents where a realmis used. The pernanent
identity is usually based on the IMSI. Used on ful
aut henti cation only.

Per manent User nane

The usernane portion of pernmanent identity, i.e., not including
any real mportions.

Arkko & Haveri nen I nf or mat i onal [ Page 7]



RFC 4187 EAP- AKA Aut henti cati on January 2006

Pseudonym I dentity
A pseudonymidentity of the peer, including an NAl realm
portion in environnents where a realmis used. Used on ful
aut henti cation only.

Pseudonym User nane

The usernanme portion of pseudonymidentity, i.e., not including
any real mportions.

RAND
An AKA paraneter. Random nunber generated by the AuC,
128 bits.

RES
Aut hentication result fromthe peer, which, together wth
the RAND, authenticates the peer to the server
128 bits.

(RUM
CDMA2000 (Renobvable) User ldentity Module. (RUMis an
application that is resident on devices such as smart cards,
which may be fixed in the ternminal or distributed by CDVMA2000
operators (when renovable).

SN
An AKA paranmeter. Sequence nunber used in the authentication
process, 48 bits.

SIM
Subscriber Identity Module. The SIMis traditionally a smart
card distributed by a GSM oper at or

SRES

The aut hentication result parameter in GSM corresponds to
the RES paraneter in 3G AKA, 32 bits.
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UAK
U M Aut henti cati on Key, used in CDMA2000 AKA. Both the
identity nmodul e and the network can optionally generate the UAK
during the AKA conputation in CDVMA2000. UAK is not used in
this version of EAP- AKA

umMm
Pl ease see (R UM

usli M

UMIS Subscriber Identity Module. USIMis an application that
is resident on devices such as smart cards distributed by UMIS
oper at or s.

3. Protocol Overview

Figure 1 shows the basic, successful full authentication exchange in
EAP- AKA, when optional result indications are not used. The

aut henticator typically comunicates with an EAP server that is

| ocated on a backend aut hentication server using an AAA protocol

The aut henticator shown in the figure is often sinply relayi ng EAP
messages to and fromthe EAP server, but these backend AAA

communi cations are not shown. At the m ni num EAP-AKA uses two
roundtrips to authenticate and authorize the peer and generate
session keys. As in other EAP schenes, an identity request/response
message pair is usually exchanged first. On full authentication, the
peer’s identity response includes either the user’s Internationa
Mobi | e Subscriber Identity (IMSI), or a tenporary identity
(pseudonym if identity privacy is in effect, as specified in
Section 4.1. (As specified in [RFC3748], the initial identity
request is not required, and MAY be bypassed in cases where the
network can presune the identity, such as when using | eased |ines,
dedi cated dial -ups, etc. Please see Section 4.1.2 for specification
of how to obtain the identity via EAP AKA nessages.)

After obtaining the subscriber identity, the EAP server obtains an
aut hentication vector (RAND, AUTN, RES, CK, IK) for use in

aut henticating the subscriber. Fromthe vector, the EAP server
derives the keying material, as specified in Section 6.4. The vector
may be obtai ned by contacting an Authentication Centre (AuC) on the
nobi | e network; for exanple, per UMIS specifications, several vectors
may be obtained at a tine. Vectors nay be stored in the EAP server
for use at a later tine, but they may not be reused.
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I n CDMA2000, the vector may include a sixth value called the User
Identity Modul e Authentication Key (UAK). This key is not used in
EAP- AKA,

Next, the EAP server starts the actual AKA protocol by sending an
EAP- Request / AKA- Chal | enge nessage. EAP- AKA packets encapsul ate
paraneters in attributes, encoded in a Type, Length, Value fornat.
The packet format and the use of attributes are specified in
Section 8. The EAP-Request/ AKA- Chal | enge nmessage contai ns a RAND
random nunmber (AT_RAND), a network authentication token (AT_AUTN)
and a nessage authentication code (AT_MAC). The EAP-Request/
AKA- Chal | enge nessage MAY optionally contain encrypted data, which is
used for identity privacy and fast re-authentication support, as
described in Section 4.1. The AT _MAC attribute contains a nessage
aut henti cation code covering the EAP packet. The encrypted data is
not shown in the figures of this section

The peer runs the AKA algorithm (typically using an identity nodul e)
and verifies the AUTN. |If this is successful, the peer is talking to
a legitimate EAP server and proceeds to send the EAP-Response/
AKA- Chal | enge. This nessage contains a result paranmeter that allows
the EAP server, in turn, to authenticate the peer, and the AT_MAC
attribute to integrity protect the EAP nessage.

The EAP server verifies that the RES and the MAC i n the EAP-Response/
AKA- Chal | enge packet are correct. Because protected success

i ndi cations are not used in this exanple, the EAP server sends the
EAP- Success packet, indicating that the authentication was
successful. (Protected success indications are discussed in

Section 6.2.) The EAP server nay al so i nclude derived keyi ng
material in the nessage it sends to the authenticator. The peer has
derived the sane keying material, so the authenticator does not
forward the keying material to the peer along w th EAP-Success.
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Peer Aut hent i cat or
| EAP- Request/ I dentity |

|
| EAP-Response/ldentity |
| (I'ncludes user’s NAl) |

|

| Server runs AKA algorithms, |

| generates RAND and AUTN. |
EAP- Request / AKA- Chal | enge |
(AT_RAND, AT_AUTN, AT_MAC) |

|
| Peer runs AKA al gorithns, | |
| verifies AUTN and MAC, derives RES | |
| and session key | |
|
|
|
|

| EAP- Response/ AKA- Chal | enge
| (AT_RES, AT_MAC)

Figure 1: EAP-AKA full authentication procedure
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Fi gure 2 shows how the EAP server rejects the Peer due to a failed
aut henti cati on.

Peer Aut hent i cat or

| EAP- Request/ Il dentity |

| EAP-Response/ldentity |
| (Includes user’s NAI)

| Server runs AKA al gorithns,

| generates RAND and AUTN. |
EAP- Request / AKA- Chal | enge |
(AT_RAND, AT_AUTN, AT_MAC) |

| Peer runs AKA al gorithns, |
| possibly verifies AUTN, and sends an
| invalid response |
| EAP- Response/ AKA- Chal | enge
| (AT_RES, AT_MAC)

| Server checks the given RES and the MAC,
| and finds one of themincorrect. |

Figure 2: Peer authentication fails
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Fi gure 3 shows the peer rejecting the AUTN of the EAP server

The peer sends an explicit error nessage (EAP-Response/

AKA- Aut henti cation-Reject) to the EAP server, as usual in AKA when
AUTN is incorrect. This allows the EAP server to produce the same
error statistics that AKA generally produces in UMIS or CDVA2000.

Peer Aut hent i cat or
| EAP- Request /I dentity |

| EAP-Response/ldentity |
| (I'ncludes user’s NAl) |

| Server runs AKA al gorithnms,
| generates RAND and a bad AUTN

EAP- Request / AKA- Chal | enge |
(AT_RAND, AT_AUTN, AT_MAC) |

|

| Peer runs AKA al gorithns |

| and di scovers AUTN that can not be | |

| verified | |
|
|
|
|

Figure 3: Network authentication fails

The AKA uses shared secrets between the Peer and the Peer’s hone
operator, together with a sequence nunber, to actually perform an
aut hentication. In certain circunstances, shown in Figure 4, it is
possi bl e for the sequence nunbers to get out of sequence.
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Peer Aut hent i cat or
| EAP- Request/ I dentity |

| EAP-Response/ldentity |
| (Includes user’s NAI) |

| Server runs AKA algorithms, |
| generates RAND and AUTN. |

EAP- Request / AKA- Chal | enge |
(AT_RAND, AT_AUTN, AT_MAC) |

|
| Peer runs AKA al gorithns | |
| and di scovers AUTN that contains an | |
| inappropriate sequence nunber |
|
|
|
|

| EAP- Response/ AKA- Synchroni zation-Fail ure
| (AT_AUTS)

|

| | Performresynchronization

| | Using AUTS and |
| | the sent RAND |
|
|

Fi gure 4: Sequence nunber synchronization

After the resynchronization process has taken place in the server and
AAA side, the process continues by the server side sending a new
EAP- Request / AKA- Chal | enge nessage

In addition to the full authentication scenarios descri bed above,
EAP- AKA includes a fast re-authentication procedure, which is
specified in Section 5. Fast re-authentication is based on keys
derived on full authentication. |If the peer has maintai ned state
information for re-authentication and wants to use fast

re-aut hentication, then the peer indicates this by using a specific
fast re-authentication identity instead of the permanent identity or
a pseudonymidentity.
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4. Qperation

4.1. ldentity Managenent

4.1.1. Format, Ceneration, and Usage of Peer ldentities
4.1.1.1. Cenera

In the begi nning of EAP authentication, the Authenticator or the EAP
server usually issues the EAP-Request/Identity packet to the peer.
The peer responds with EAP-Response/ldentity, which contains the
user’'s identity. The formats of these packets are specified in

[ RFC3748] .

Subscri bers of nobile networks are identified with the Internationa
Mobi | e Subscriber Identity (IMSI) [TS23.003]. The IMSI is a string
of not nore than 15 digits. It is conposed of a Mdbile Country Code
(MCC) of 3 digits, a Mobile Network Code (MNC) of 2 or 3 digits, and
a Mobile Subscriber Identification Nunmber (MSIN) of not nore than 10
digits. MCC and MNC uniquely identify the GSM operator and hel p
identify the AuC from which the authentication vectors need to be
retrieved for this subscriber.

Internet AAA protocols identify users with the Network Access
Identifier (NAI) [RFC4282]. Wen used in a roanm ng environnment, the
NAI is conposed of a usernanme and a realm separated with "@
(usernane@eal m. The username portion identifies the subscriber
within the realm

This section specifies the peer identity format used in EAP-AKA. In
this docunent, the termidentity or peer identity refers to the whole
identity string that is used to identify the peer. The peer identity
may include a realmportion. "Usernane" refers to the portion of the
peer identity that identifies the user, i.e., the usernanme does not

i nclude the real mportion

4.1.1.2. ldentity Privacy Support

EAP- AKA includes optional identity privacy (anonymty) support that
can be used to hide the cleartext permanent identity and thereby make
the subscriber’s EAP exchanges untraceable to eavesdroppers. Because
the pernmanent identity never changes, revealing it would help
observers to track the user. The permanent identity is usually based
on the IMSlI, which may further help the tracking, because the sane
identifier may be used in other contexts as well. Identity privacy
is based on tenporary identities, or pseudonyns, which are equival ent
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to but separate fromthe Tenporary Mobil e Subscriber Ildentities
(Twsl) that are used on cellular networks. Please see Section 12.1
for security considerations regarding identity privacy.

4.1.1.3. Usernane Types in EAP-AKA ldentities
There are three types of usernames in EAP- AKA peer identities:

(1) Pernmanent usernames. For exanpl e,
0123456789098765@ryoper at or. com m ght be a valid permanent identity.
In this exanple, 0123456789098765 is the pernmanent usernane.

(2) Pseudonym usernanes. For exanple, 2s7ah6n9qg@ryoperator.com m ght
be a valid pseudonymidentity. |In this exanple, 2s7ah6n9q is the
pseudonym user nane.

(3) Fast re-authentication usernanes. For exanple,
43953754@ryoperator.com nm ght be a valid fast re-authentication
identity. |In this case, 43953754 is the fast re-authentication
usernanme. Unlike permanent usernames and pseudonym user nanes, fast
re-aut hentication usernanes are one-tine identifiers, which are not
re-used across EAP exchanges.

The first two types of identities are used only on ful

aut hentication, and the last type only on fast re-authentication.
When the optional identity privacy support is not used, the

non- pseudonym permanent identity is used on full authentication. The
fast re-authentication exchange is specified in Section 5.

4,1.1.4. Usernanme Decoration

In sone environnments, the peer may need to decorate the identity by
prependi ng or appending the username with a string, in order to

i ndi cate suppl enentary AAA routing information in addition to the NA
realm (The usage of an NAl realmportion is not considered to be
decoration.) Usernane decoration is out of the scope of this
docunent. However, it should be noted that username decoration night
prevent the server fromrecognizing a valid usernane. Hence

al t hough the peer MAY use usernane decoration in the identities that
the peer includes in EAP-Response/ldentity, and although the EAP
server MAY accept a decorated peer usernane in this nmessage, the peer
or the EAP server MJST NOT decorate any other peer identities that
are used in various EAP-AKA attributes. Only the identity used in
EAP- Response/ I dentity nmay be decorat ed.
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4,1.1.5. NAlI RealmPortion

The peer MAY include a realmportion in the peer identity, as per the
NAI format. The use of a realmportion is not nandatory.

If arealmis used, the real m MAY be chosen by the subscriber’s hone
operator and it MAY be a configurable paraneter in the EAP- AKA peer

i mpl ementation. In this case, the peer is typically configured with
the NAI real mof the honme operator. Operators MAY reserve a specific
real m name for EAP-AKA users. This convention makes it easy to
recogni ze that the NAl identifies an AKA subscriber. Such a reserved
NAI real mmay be useful as a hint of the first authentication nethod
to use during nethod negotiation. Wen the peer is using a pseudonym
username instead of the pernmanent username, the peer selects the
real m name portion simlarly to howit selects the real mportion when
usi ng the permanent usernane.

If no configured realmnane is avail able, the peer MAY derive the
real m name fromthe MCC and MNC portions of the IMsl. A RECOMVENDED
way to derive the realmfromthe IMSI, using the realm
3gppnetwork.org, will be specified in [TS23.003].

Some ol d inplenentations derive the real mname fromthe | MSI by
concatenating "mc", the MNC digits of IMSl, ".ntc", the MCC digits
of IMSl, and ".ow an.org". For exanple, if the IMSI is
123456789098765, and the MNC is three digits long, then the derived
real mname is "mc456. nccl23. oW an.org". As there are no DNS servers
running at ow an.org, these real mnanes can only be used with
manual |y configured AAA routing. New inplenentations SHOULD use the
mechani sm specified in [ TS23.003] instead of ow an. org.

The IMSI is a string of digits without any explicit structure, so the
peer may not be able to determine the length of the MNC portion. If
the peer is not able to determ ne whether the MNCis two or three
digits long, the peer MAY use a 3-digit MNC. If the correct |length
of the MNCis two, then the MNC used in the real mnane includes the
first digit of MSBIN. Hence, when configuring AAA networks for
operators that have 2-digit MNC s, the network SHOULD al so be
prepared for real mnanmes with incorrect 3-digit MNC s

4.1.1.6. Format of the Pernmnent Usernanme

The non- pseudonym per manent username SHOULD be derived fromthe | M
In this case, the pernanent usernane MJST be of the fornmat "0"

I MSI, where the character "|" denotes concatenation. |n other words,
the first character of the username is the digit zero (ASCIl val ue 30
hexadecimal ), followed by the IMSI. The IMSI is an ASCII string that
consists of not nore than 15 decinal digits (ASCI | val ues between 30
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and 39 hexadecimal), one character per IMsl digit, in the order as
specified in [TS23.003]. For exanple, a pernmanent usernane derived
fromthe I M5l 295023820005424 woul d be encoded as the ASCI| string
"0295023820005424" (byte val ues in hexadeci mal notation: 30 32 39 35
30 32 33 38 32 30 30 30 35 34 32 34)

The EAP server MAY use the leading "0" as a hint to try EAP-AKA as
the first authentication nethod during nmethod negotiation, rather

than using, for exanple, EAP-SIM The EAP- AKA server MAY propose

EAP- AKA even if the | eading character was not "0".

Alternatively, an inplenentati on MAY choose a permanent usernane that

is not based on the IMSI. In this case the selection of the
usernane, its format, and its processing is out of the scope of this
docunment. In this case, the peer inplenentation MJST NOT prepend any

| eadi ng characters to the usernane.

4.1.1.7. Cenerating Pseudonyns and Fast Re-Authentication ldentities by
t he Server

Pseudonym usernanes and fast re-authentication identities are
generated by the EAP server. The EAP server produces pseudonym
usernanes and fast re-authentication identities in an

i mpl enent ati on-dependent manner. Only the EAP server needs to be
able to map the pseudonym usernane to the permanent identity, or to
recogni ze a fast re-authentication identity.

EAP- AKA i ncl udes no provisions to ensure that the sane EAP server

that generated a pseudonym username will be used on the

aut henti cati on exchange when the pseudonym usernane is used. It is
recomended that the EAP servers inplenent sone centralized nmechani sm
to allow all EAP servers of the honme operator to nmap pseudonyns
generated by other severs to the permanent identity. |If no such
mechani smis avail able, then the EAP server, failing to understand a
pseudonym i ssued by anot her server, can request the peer to send the
per manent identity.

When issuing a fast re-authentication identity, the EAP server nay
include a realmnane in the identity that will cause the fast
re-aut hentication request to be forwarded to the same EAP server.

When generating fast re-authentication identities, the server SHOULD
choose a fresh, new fast re-authentication identity that is different
fromthe previous ones that were used after the same ful

aut henti cation exchange. A full authentication exchange and the
associ ated fast re-authentication exchanges are referred to here as
the sane "full authentication context”. The fast re-authentication
identity SHOULD i nclude a random conponent. The random conponent
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works as a full authentication context identifier. A context-
specific fast re-authentication identity can help the server to
detect whether its fast re-authentication state information matches
the peer’s fast re-authentication state information (in other words,
whet her the state information is fromthe sane full authentication
exchange). The random conponent al so nakes the fast re-

aut hentication identities unpredictable, so an attacker cannot
initiate a fast re-authentication exchange to get the server’s

EAP- Request / AKA- Reaut henti cati on packet.

Transmitting pseudonyns and fast re-authentication identities from
the server to the peer is discussed in Section 4.1.1.8. The
pseudonymis transnitted as a usernane, wi thout an NAl realm and the
fast re-authentication identity is transnitted as a conpl ete NAI
including a realmportion if arealmis required. The realmis
included in the fast re-authentication identity in order to allow the
server to include a server-specific realm

Regar dl ess of construction nmethod, the pseudonym user nane MJST
conformto the grammar specified for the usernanme portion of an NAI

Al so, the fast re-authentication identity MJST conformto the NA
grammar. The EAP servers that the subscribers of an operator can use
MUST ensure that the pseudonym usernanes and the usernane portions
used in fast re-authentication identities that they generate are

uni que.

In any case, it is necessary that permanent usernanes, pseudonym
usernanes, and fast re-authentication usernanes are separate and
recogni zabl e fromeach other. It is also desirable that EAP-SIM and
EAP- AKA user nanes be recogni zabl e from each other as an aid to the
server when deci ding which nethod to offer

In general, it is the task of the EAP server and the policies of its
adm nistrator to ensure sufficient separation of the usernanes
Pseudonym user nanes and fast re-authentication usernames are both
produced and used by the EAP server. The EAP server MJST conpose
pseudonym user nanes and fast re-authentication usernanes so that it
can recognize if an NAI usernane is an EAP- AKA pseudonym usernane or
an EAP- AKA fast re-authentication usernane. For instance, when the
user names have been derived fromthe I MSI, the server could use
different |eading characters in the pseudonym usernames and fast
re-aut hentication usernanes (e.g., the pseudonymcould begin with a
| eading "2" character). When mapping a fast re-authentication
identity to a permanent identity, the server SHOULD only exam ne the
username portion of the fast re-authentication identity and ignore
the real mportion of the identity.
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Because the peer nmay fail to save a pseudonym usernane that was sent
i n an EAP- Request/ AKA- Chal | enge (for exanple, due to malfunction),
the EAP server SHOULD maintain, at |east, the nost recently used
pseudonym username in addition to the nost recently issued pseudonym
usernane. |f the authentication exchange is not conpleted
successfully, then the server SHOULD NOT overwite the pseudonym
usernane that was issued during the nbpst recent successfu

aut henti cati on exchange.

4.1.1.8. Transnmitting Pseudonyns and Fast Re-Authentication ldentities
to the Peer

The server transmts pseudonym usernanes and fast re-authentication
identities to the peer in cipher, using the AT _ENCR DATA attri bute.

The EAP- Request/ AKA- Chal | enge nmessage MAY include an encrypted
pseudonym user name and/ or an encrypted fast re-authentication
identity in the value field of the AT _ENCR DATA attribute. Because
identity privacy support and fast re-authentication are optional to
i mpl ement, the peer MAY ignore the AT_ENCR DATA attribute and al ways
use the permanent identity. On fast re-authentication (discussed in
Section 5), the server MAY include a new, encrypted fast re-

aut hentication identity in the EAP-Request/ AKA- Reaut henti cati on
nessage.

On recei pt of the EAP- Request/ AKA- Chal | enge, the peer MAY decrypt the
encrypted data in AT_ENCR DATA; and if a pseudonym username is

i ncl uded, the peer may use the obtai ned pseudonym usernanme on the
next full authentication. |If a fast re-authentication identity is

i ncluded, then the peer MAY save it together with other fast re-

aut hentication state information, as discussed in Section 5, for the
next fast re-authentication

If the peer does not receive a new pseudonym usernane in the

EAP- Request / AKA- Chal | enge nessage, the peer MAY use an ol d pseudonym
usernane i nstead of the pernmanent usernane on next ful

aut hentication. The usernane portions of fast re-authentication
identities are one-tinme usernanes, which the peer MJST NOT re-use.
Wien the peer uses a fast re-authentication identity in an EAP
exchange, the peer MJIST discard the fast re-authentication identity
and not re-use it in another EAP authentication exchange, even if the
aut henti cati on exchange was not conpl et ed.

4.1.1.9. Usage of the Pseudonym by the Peer
When the optional identity privacy support is used on ful

aut henti cation, the peer MAY use a pseudonym usernane received as
part of a previous full authentication sequence as the usernane
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portion of the NAI. The peer MJUST NOT nodify the pseudonym user nane
received in AT_NEXT_PSEUDONYM However, as di scussed above, the peer
MAY need to decorate the usernane in sone environnents by appendi ng
or prepending the username with a string that indicates supplenmentary
AAA routing information

When using a pseudonym usernane in an environnent where a realm
portion is used, the peer concatenates the received pseudonym
username with the "@ character and an NAl realmportion. The
selection of the NAI real mis discussed above. The peer can sel ect
the realmportion simlarly, regardless of whether it uses the

per manent usernane or a pseudonym usernane.

4.1.1.10. Usage of the Fast Re-Authentication Identity by the Peer

On fast re-authentication, the peer uses the fast re-authentication
identity received as part of the previous authentication sequence. A
new fast re-authentication identity nay be delivered as part of both
full authentication and fast re-authentication. The peer MJUST NOT
nodi fy the username part of the fast re-authentication identity
received in AT_NEXT_REAUTH | D, except in cases when usernane
decoration is required. Even in these cases, the "root" fast

re-aut hentication usernane nust not be nodified, but it may be
appended or prepended with another string.

4.1.2. Conmuni cating the Peer ldentity to the Server
4.1.2.1. Cenera

The peer identity MAY be conmunicated to the server with the

EAP- Response/ I dentity nessage. This nmessage MAY contain the
permanent identity, a pseudonymidentity, or a fast re-authentication
identity. |If the peer uses the pernmanent identity or a pseudonym
identity, which the server is able to map to the permanent identity,
then the authentication proceeds as discussed in the overview of
Section 3. If the peer uses a fast re-authentication identity, and
if the fast re-authentication identity natches with a valid fast
re-authentication identity naintained by the server, then a fast
re-aut hentication exchange is perforned, as described in Section 5.

The peer identity can also be transnmitted fromthe peer to the server
usi ng EAP- AKA nessages i nstead of EAP-Response/ldentity. |In this
case, the server includes an identity requesting attribute

(AT_ANY_ | D REQ AT FULLAUTH | D REQ or AT _PERMANENT ID REQ in the
EAP- Request/ AKA- I dentity message; and the peer includes the

AT _IDENTITY attribute, which contains the peer’s identity, in the
EAP- Response/ AKA-1 dentity nessage. The AT_ANY ID REQ attribute is a
general identity requesting attribute, which the server uses if it
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does not specify which kind of an identity the peer should return in
AT I DENTITY. The server uses the AT FULLAUTH ID REQ attribute to
request either the permanent identity or a pseudonymidentity. The
server uses the AT_PERMANENT |ID REQ attribute to request that the
peer send its permanent identity. The EAP-Request/ AKA- Chal |l enge,
EAP- Response/ AKA- Chal | enge, or the packets used on fast re-

aut hentication may optionally include the AT _CHECKCODE attri bute,

whi ch enabl es the protocol peers to ensure the integrity of the
AKA-ldentity packets. AT_CHECKCCDE is specified in Section 10.13.

The identity format in the AT_IDENTITY attribute is the sane as in

t he EAP- Response/ldentity packet (except that identity decoration is
not allowed). The AT _IDENTITY attribute contains a pernmanent
identity, a pseudonymidentity, or a fast re-authentication identity.

Pl ease note that only the EAP- AKA peer and the EAP- AKA server process
the AT_IDENTITY attribute and entities that pass through; EAP packets
do not process this attribute. Hence, the authenticator and other

i nternedi ate AAA el enents (such as possible AAA proxy servers) wll
continue to refer to the peer with the original identity fromthe
EAP- Response/ I dentity packet unless the identity authenticated in the
AT _IDENTITY attribute is conmunicated to themin another way within

t he AAA protocol

4.1.2.2. Relying on EAP-Response/ldentity Di scouraged

The EAP- Response/ldentity packet is not nethod specific; therefore,
in many inplenmentations it may be handl ed by an EAP Framework. This
i ntroduces an additional |ayer of processing between the EAP peer and
EAP server. The extra |ayer of processing nmay cache identity
responses or add decorations to the identity. A nodification of the
identity response will cause the EAP peer and EAP server to use
different identities in the key derivation, which will cause the
protocol to fail.

For this reason, it is RECOMVENDED that the EAP peer and server use
the met hod-specific identity attributes in EAP-AKA, and the server is
strongly discouraged fromrelying upon the EAP-Response/ldentity.

In particular, if the EAP server receives a decorated identity in
EAP- Response/l dentity, then the EAP server MJST use the
identity-requesting attributes to request the peer to send an
unnodi fi ed and undecorated copy of the identity in AT | DENTITY.
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4.1.3. Choice of ldentity for the EAP-Response/ldentity

I f EAP- AKA peer is started upon receiving an EAP-Request/Identity
message, then the peer MAY use an EAP- AKA identity in the EAP-
Response/ldentity packet. 1In this case, the peer perforns the
fol |l owi ng steps.

If the peer has naintained fast re-authentication state information
and if the peer wants to use fast re-authentication, then the peer
transmits the fast re-authentication identity in

EAP- Response/ I dentity.

El se, if the peer has a pseudonym usernane avail abl e, then the peer
transmits the pseudonymidentity in EAP-Response/ldentity.

In other cases, the peer transnmits the pernmanent identity in
EAP- Response/ I dentity.

4.1.4. Server Qperation in the Beginning of EAP- AKA Exchange

As discussed in Section 4.1.2.2, the server SHOULD NOT rely on an
identity string received in EAP-Response/ldentity. Therefore, the
RECOMVENDED way to start an EAP- AKA exchange is to ignore any
received identity strings. The server SHOULD begi n the EAP-AKA
exchange by issuing the EAP-Request/AKA-Identity packet with an
identity-requesting attribute to indicate that the server wants the
peer to include an identity in the AT _IDENTITY attribute of the EAP-
Response/ AKA-I dentity message. Three nmethods to request an identity
fromthe peer are discussed bel ow

If the server chooses to not ignore the contents of

EAP- Response/ I dentity, then the server nay al ready receive an EAP- AKA
identity in this packet. However, if the EAP server has not received
any EAP- AKA peer identity (pernmanent identity, pseudonymidentity, or
fast re-authentication identity) fromthe peer when sending the first
EAP- AKA request, or if the EAP server has received an

EAP- Response/ I dentity packet but the contents do not appear to be a
valid permanent identity, pseudonymidentity, or a re-authentication
identity, then the server MJST request an identity fromthe peer
usi ng one of the nmethods bel ow.

The server sends the EAP-Request/AKA-Identity nmessage with the

AT _PERVANENT | D REQ attribute to indicate that the server wants the
peer to include the pernanent identity in the AT _IDENTITY attribute
of the EAP-Response/ AKA-ldentity nmessage. This is done in the

foll owi ng cases:
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0 The server does not support fast re-authentication or identity
privacy.

0 The server decided to process a received identity, and the server
recogni zes the received identity as a pseudonymidentity, but the
server is not able to map the pseudonymidentity to a permanent
identity.

The server issues the EAP-Request/AKA-ldentity packet with the
AT_FULLAUTH ID REQ attribute to indicate that the server wants the
peer to include a full authentication identity (pseudonymidentity or
permanent identity) in the AT_IDENTITY attribute of the

EAP- Response/ AKA-l dentity nessage. This is done in the follow ng
cases:

0 The server does not support fast re-authentication and the server
supports identity privacy

0 The server decided to process a received identity, and the server
recog