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Abstract

This meno specifies semantics for a M ddl ebox Communi cati on (M DCOM
protocol to be used by M DCOM agents for interacting with niddl eboxes
such as firewalls and Network Address Translators (NATs). The
semanti cs di scussion does not include any specification of a concrete
syntax or a transport protocol. However, a concrete protocol is
expected to inplenent the specified senmantics or, nore likely, a
superset of it. The M DCOM protocol senmantics is derived fromthe

M DCOM requi rements, fromthe M DCOM franework, and from worKki ng
group deci si ons.
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I nt roducti on

The M DCOM wor ki ng group has defined a franework [ MDG-FRM and a |i st
of requirenents [ MDC-REQ for niddl ebox comuni cation. The next step
toward a M DCOM protocol is the specification of protocol semantics
that is constrained, but not conpletely inplied, by the docunments
nmenti oned above.

This meno suggests a semantics for the M DCOM protocol. It is fully
conpliant with the requirenents listed in [MDCGREQ and with the
wor ki ng group’s consensus on semantic issues.

In conformance with the working group charter, the semantics
description is targeted at packet filters and network address
translators (NATs), and it supports applications that require dynanic
configuration of these m ddl eboxes.

The senantics is defined in terms of transactions. Two basic types
of transactions are used: request-reply transacti ons and asynchronous
transactions. For each transaction, the semantics is specified by
describing (1) the parameters of the transaction, (2) the processing
of request nessages at the m ddl ebox, and (3) the state transitions
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at the mddl ebox caused by the request transactions or indicated by
t he asynchronous transactions, respectively, and (4) the reply and
notificati on messages sent fromthe niddl ebox to the agent in order
to informthe agent about the state change.

The senantics can be inplenented by any protocol that supports these
two transaction types and that is sufficiently flexible concerning
transaction paranmeters. Different inplenentations for different
protocol s might need to extend the semantics descri bed bel ow by
addi ng further transactions and/or adding further paranmeters to
transactions and/or splitting single transactions into a set of
transactions. Regardless of such extensions, the semantics bel ow
provi des a mini num necessary subset of what nust be inpl enented.

The remai nder of this docunent is structured as follows. Section 2
describes the protocol semantics. It is structured in four
subsecti ons:

Ceneral Protocol Issues (section 2.1)
Session Control (section 2.2)

Policy Rules (section 2.3)

Policy Rule Groups (section 2.4)

Section 3 contains confornance statenents for M DCOM protoco
definitions and M DCOM protocol inplenmentations with respect to the
semantics defined in section 2. Section 4 gives two el aborated usage
exanples. Finally, section 5 explains howthe semantics neets the

M DCOM r equi rement s.

1.1. Term nol ogy

The ternminology in this neno follows the definitions given in the
framework [ MDC-FRM and requirenments [ MDC- REQ docunent.

In addition, the follow ng ternms are used:

request transaction A request transaction consists of a
request nessage transfer fromthe agent to
t he m ddl ebox, processing of the nessage
at the nmiddl ebox, a reply message transfer
fromthe mddl ebox to the agent, and the
optional transfer of notification nessages
fromthe mddl ebox to agents other than
the one requesting the transaction. A
request transaction m ght cause a state
transition at the m ddl ebox.
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A configuration transaction is a request
transaction containing a request for state
change in the middlebox. |If accepted, it
causes a state change at the m ddl ebox.

A nonitoring transaction is a request
transaction containing a request for state
informati on fromthe m ddl ebox. It does
not cause a state transition at the

m ddl ebox.

An asynchronous transaction is not
triggered by an agent. It nay occur

wi t hout any agent participating in a
session with the niddl ebox. Potentially,
an asynchronous transaction includes the
transfer of notification nmessages fromthe
m ddl ebox to agents that participate in an
open session. A notification nessage is
sent to each agent that needs to be
notified about the asynchronous event.

The message indicates the state transition
at the m ddl ebox.

An agent -uni que value is unique in the
context of the agent. This context

i ncludes all M DCOM sessions the agent
participates in. An agent-unique value is
assigned by the agent.

A m ddl ebox-uni que value is unique in the
context of the middlebox. This context

i ncludes all M DCOM sessi ons the m ddl ebox
participates in. A m ddl ebox-uni que val ue
is assigned by the m ddl ebox.

In general, a policy rule is "a basic
buil di ng bl ock of a policy-based system
It is the binding of a set of actions to a

set of conditions -- where the conditions
are evaluated to determ ne whether the
actions are perforned.” [RFC3198]. 1In

the M DCOM context the condition is a
specification of a set of packets to which
rules are applied. The set of actions

al ways contains just a single el enent per
rule, either action "reserve" or action
"enabl e".
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policy reserve rule A policy rule containing a reserve action
The policy condition of this rule is
al ways true. The action is the
reservation of just an IP address or a
conbi nati on of an |IP address and a range
of port nunbers on neither side, one side,
or both sides of the m ddl ebox, depending
on the niddl ebox configuration

policy enable rule A policy rule containing an enabl e action
The policy condition consists of a
descriptor of one or nore unidirectiona
or bidirectional packet flows, and the
policy action enabl es packets belonging to
this flowto traverse the niddl ebox. The
descriptor identifies the protocol, the
flow direction, and the source and
destination addresses, optionally with a
range of port nunbers.

NAT bi ndi ng The term NAT binding as used in this
docunent does not necessarily refer to a
NAT bind as defined in [NAT-TERM. A NAT
binding in the M DCOM senantics refers to
an abstraction that enabl es comunication
bet ween two end points through the NAT-
type m ddl ebox. An enable action may
result in a NAT bind or a NAT session
dependi ng on the request and its
par aneters

1.2. Transaction Definition Tenplate
In the follow ng sections, the semantics of the M DCOM protocol is
specified per transaction. A transaction specification contains the
following entries. Paraneter entries, failure reason, and
notification nmessage type are only specified if applicable.

transacti on- name
A description nane for this type of transaction

transacti on-type

The transaction type is either 'configuration’, 'nonitoring , or
"asynchronous’. See section 1.1 for a description of transaction
types.
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transacti on-conpli ance

This entry contains either 'mandatory’ or 'optional’. For details
see section 2.1.8.

request - paraneters

This entry lists all paranmeters necessary for this request. A
description for each paraneter is given

reply-paraneters (success)
This entry lists all parameters sent back fromthe niddl ebox to
the agent as positive response to the prior request. A
description for each paraneter is given

failure reason
Al'l negative replies have two parameters: a request identifier
identifying the request on which the reply is sent and a paraneter
indicating the failure reason. As these paraneters are
conpul sory, they are not listed in the tenplate. But the tenplate
contains a list of potential failure reasons that nmay be indicated
by the second paraneter. The list is not exhaustive. A concrete
protocol specification nay extend the list.

notification nmessage type

The type of the notification nessage type that may be used by this
transacti on.

senantics
This entry describes the actual semantics of the transaction
Particularly, it describes the processing of the request nessage
by the m ddl ebox, and m ddl ebox state transitions caused by or
causing the transaction, respectively.

2. Semantics Specification
2.1. Ceneral Protocol Design

The senantics specification ains at a bal ance between proper support
of applications that require dynanic configuration of m ddl eboxes and
sinplicity of specification and inplenmentation of the protocol

Protocol interactions are structured into transactions. The state of
m ddl eboxes is described by state nmachines. The state nachines are
defined by states and state transitions. A single transaction nay
cause or be caused by state transitions in nore than one state

machi ne, but per state nachine there is no nore than one transition
per transaction.
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2.1.1. Protocol Transactions

State transitions are initiated either by a request nmessage fromthe
agent to the m ddl ebox or by some other event at the m ddlebox. In
the first case, the mddl ebox infornms the agent by sending a reply
message on the actual state transition; in the second, the m ddl ebox
sends an unsolicited asynchronous notification nessage to each agent
affected by the transaction (if it participates in an open session
with the niddl ebox).

Request and reply nessages contain an agent-uni que request identifier
that allows the agent to deternmne to which sent request a received
reply corresponds.

An anal ysis of the requirenents showed that four Kkinds of
transactions are required:

- Configuration transactions allow ng the agent to request state
transitions at the m ddl ebox.

- Asynchronous transactions allowi ng the niddl ebox to change state
wi t hout a request by an agent.

- Monitoring transactions allowi ng the agent to request state
information fromthe m ddl ebox.

- Conveni ence transactions conbining a set of configuration
transacti ons.

Configuration transactions and asynchronous transacti ons provide the
basi ¢ M DCOM protocol functionality. They are related to niddl ebox

state transitions, and they concern establishnent and ternination of
M DCOM sessi ons and of policy rules.

Monitoring transactions are not related to m ddl ebox state
transitions. They are used by agents to explore the nunber, status,
and properties of policy rules established at the m ddl ebox.

Conveni ence transactions sinplify M DCOM sessions by conbi ning a set
of configuration transactions into a single one. They are not
necessary for M DCOM protocol operation

As specified in detail in section 3, configuration transactions and
asynchronous transactions are nandatory. They nust be inplenented by
a conpliant middlebox. Al convenience transactions are optional

and sone of the nmonitoring transactions are optional
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2.1.2. Message Types

The M DCOM protocol supports three kinds of nessages: request
nmessages, reply messages, and notification messages. For each kind,
di fferent message types exist. |In this semantics docunent, message
types are only defined by the Iist of paraneters. The order of the
paraneters and their encoding is left to a concrete protoco
definition. A protocol definition nay al so add further paraneters to
a nmessage type or conbine several paraneters into one, as long as the
i nformati on contained in the paraneters defined in the semantics is
still present.

For request nessages and positive reply nessages there exists one
nmessage type per request transaction. Each reply transaction defines
the paraneter list of the request nessage and of the positive
(successful) reply nmessage by using the transaction definition

tenpl ate defined in section 1.2.

In case of a failed request transaction, a negative reply nessage is
sent fromthe m ddl ebox to the agent. This nmessage is the sane for
all request transactions; it contains the request identifier
identifying the request to which the reply is sent and a paraneter
indicating the failure reason

There are three notification nessage types: the Session Term nation
Notification (STN), the Policy Rule Event Notification (REN), and the
Goup Event Notification (GEN). All of these contain a m ddl ebox-

uni que notification identifier.

STN  The Session Termination Notification nessage additionally
contains a single paraneter indicating the reason for session
term nation by the niddl ebox.

REN The Policy Rule Event Notification message contains the
notification identifier, a policy rule identifier, and the
remaining policy lifetine.

GEN The Group Event Notification nessage contains the notification
identifier, a policy rule group identifier, and the renaining
policy rule group lifetine.

2.1.3. Session, Policy Rule, and Policy Rule G oup
Al'l transactions can be further grouped into transactions concerning

sessions, transactions concerning policy rules, and transactions
concerning policy rule groups. Policy rule groups can be used to
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i ndi cate rel ationshi ps between policy rules and to sinplify
transactions on a set of policy rules by using a single transaction
per group instead of one per policy rule.

Sessions and policy rules at the mddl ebox are stateful. Their
states are independent of each other, and their state nachi nes (one
per session and one per policy rule) can be separated. Policy rule
groups are also stateful, but the niddl ebox does not need to naintain
state for policy rule groups, because the semantics were chosen so
that the policy rule group state is inplicitly defined by the state
of all policy rules belonging to the group (see section 2.4).

The separation of session state and policy rule state sinplifies the
specification of the semantics as well as a protocol inplenentation
Therefore, the semantics specification is structured accordingly and
we use two separated state machines to illustrate the semantics.

Pl ease note that state nmachi nes of concrete protocol designs and

i npl enentations will probably be nore conplex than the state nachines
presented here. However, the protocol state nmachines are expected to
be a superset of the senmantics state machines in this docunent.

2.1.4. Atomicity

Al'l request transactions are atonic with respect to each other. This
means that processing of a request at the mddl ebox is never

i nterrupted by another request arriving or already queued. This
particularly applies when the middl ebox concurrently receives
requests originating in different sessions. However, asynchronous
transactions may interrupt and/or term nate processing of a request
at any tine.

Al'l request transactions are atomic fromthe point of view of the
agent. The processing of a request does not start before the

conmpl ete request arrives at the mddl ebox. No internediate state is
stable at the m ddl ebox, and no internediate state is reported to any
agent .

The nunber of transactions specified in this docunent is rather

small. Again, for sinplicity, we reduced it to a mininal set that
still neets the requirenments. A real inplenentation of the protoco
m ght require splitting some of the transactions specified belowinto
two or nore transactions of the respective protocol. Reasons for
this mght include constraints of the particular protocol or the
desire for nore flexibility. In general this should not be a
problem However, it should be considered that this m ght change
atomicity of the affected transactions.
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2.1.5. Access Contro

Omnnershi p deternines access to policy rules and policy rule groups.
When a policy rule is created, a m ddl ebox-unique identifier is
generated to identify it in further transactions. Beyond the
identifier, each policy rule has an owner. The owner is the

aut henti cated agent that established the policy rule. The niddl ebox
uses the owner attribute of a policy rule to control access to it;
each time an aut henticated agent requests to nodify an existing
policy rule, the m ddl ebox determ nes the owner of the policy rule
and checks whether the requesting agent is authorized to perform
transactions on the owning agent’s policy rules.

Al policy rules belonging to the same policy rule group nust have
the sane owner. Therefore, authenticated agents have access either
to all menbers of a policy rule group, or to none of them

The m ddl ebox nmay be configured to allow specific authenticated
agents to access and nodify policy rules with certain specific
owners. Certainly, a reasonable default configuration would |et each
agent access its own policy rules. Also, it mght be good to
configure an agent identity to act as adm nistrator, allow ng

nmodi fication of all policy rules owned by any agent. However, the
configuration of authorization at the m ddl ebox is out of scope of
the M DCOM semantics and protocol

2.1.6. Mddl ebox Capabilities

For several reasons it is useful that at session establishment the
agent | earns about particular capabilities of the m ddl ebox.
Therefore, the session establishnent procedure described in section
2.2.1 includes a transfer of capability information fromthe

ni ddl ebox to the agent. The list of covered mi ddl ebox capabilities
i ncl udes the foll ow ng:

- Support of firewall function
- List of supported NAT functions, perhaps including
- address translation
- port translation
- protocol translation
- twi ce-NAT
- Internal |P address wildcard support
- External |P address wildcard support
- Port wildcard support
- Supported IP version(s) for internal network:
| Pv4, 1Pv6, or both
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- Supported IP version(s) for external network:
| Pv4, 1 Pv6, or both

- List of supported optional M DCOM protocol transactions

- Optional interface-specific policy rule support: not
supported or supported

- Policy rule persistence: persistent or non-persistent
(a rule is persistent when the niddl ebox can save the rule to
a non-volatile nmenory, e.g., a hard disk or flash nenory)

- Maximumrenmaining lifetime of a policy rule or policy rule
group

- ldle-tineout of policy rules in the m ddl ebox
(reserved and enabl ed policy rules not used by any
data traffic for the time of this idle-timeout are del eted
automatically by the middl ebox; for the deletion of policy
rul es by m ddl eboxes, see section 2.3.13 about Asynchronous
Policy Rule Event).

- Maxi mum nunber of sinultaneous M DCOM sessi ons

The list of niddlebox capabilities nmay be extended by a concrete
protocol specification with further information useful for the agent.

2.1.7. Agent and M ddl ebox ldentifiers

To all ow both agents and m ddl eboxes to naintain nultiple sessions,
each request nessage contains a paraneter identifying the requesting
agent, and each reply nessage and each notification nessage contains
a paraneter identifying the niddl ebox. These paraneters are not
explicitly listed in the description of the individual transactions,
because they are common to all of them They are not further
referenced in the individual semantics descriptions. Although, they
are not necessarily passed explicitly as paraneters of the M DCOM
protocol, they m ght be provided by the underlying (secure) transport
protocol being used. Agent identifiers at the nm ddl ebox are

m ddl ebox- uni que, and m ddl ebox identifiers at the agent are agent-
uni que, respectively.

2.1.8. Conformance

The M DCOM requirenments in [ MDC-REQ dermand capabilities of the

M DCOM protocol that are met by the set of transactions specified

bel ow. However, an actual inplenmentation of a m ddl ebox may support
only a subset of these transactions. The set of announced supported
transactions may be different for different authenticated agents.

The m ddl ebox inforns the authenticated agent with the capability
exchange at session establishment about the transactions that the
agent is authorized to perform Sone transactions need to be offered
to every authenticated agent.
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Each transaction definition bel ow has a confornmance entry that
contains either 'nmandatory’ or 'optional’. A mandatory transaction
needs to be inplenmented by every m ddl ebox of fering M DCOM service
and nust be nust be offered to each of the authenticated agents. An
optional transaction does not necessarily need to be inplenented by a
m ddl ebox; it may offer these optional transactions only to certain
aut henticated agents. The mi ddl ebox may offer one, several, all, or
no optional transactions to the agents. Wether an agent is allowed
to use an optional request transaction is determ ned by the

m ddl ebox’ s aut hori zati on procedure, which is not further specified
by this docunent.

2.2. Session Control Transactions
Bef ore any transaction on policy rules or policy rule groups is
possi ble, a valid M DCOM sessi on nust be established. A M DCOM
session is an authenticated and authorized associ ati on between agent
and mi ddl ebox. Sessions are initiated by agents and can be
term nated by either the agent or the m ddl ebox. Both agent and
m ddl ebox nay participate in several sessions (with different
entities) at the sane tinme. To distinguish different sessions, each
party uses |local session identifiers.
Al transactions are transmtted within this M DCOM sessi on
Session control is supported by three transactions:
- Session Establishnent (SE)
- Session Termination (ST)
- Asynchronous Session Term nation (AST)
The first two are configuration transactions initiated by the agent,
and the last one is an asynchronous transaction initiated by the
m ddl ebox.
2.2.1. Session Establishnent (SE)
transacti on- nane: session establishnment
transacti on-type: configuration
transaction-conpli ance: nmandatory
request - paraneters

- request identifier: An agent-unique identifier for matching
correspondi ng request and reply at the agent.
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- version: The version of the M DCOM pr ot ocol

- m ddl ebox authentication challenge (nt): An authentication
chal | enge token for authentication of the m ddl ebox. As seen
below, this is present only in the first iteration of the
request.

- agent authentication (aa): An authentication token
aut henticating the agent to the m ddl ebox. As seen below, this
is updated in the second iteration of the request with materia
responding to the mi ddl ebox chall enge.

reply-paraneters (success):

- request identifier: An identifier matching the identifier
request.

- m ddl ebox authentication (ma): An authentication token
aut henticating the mddl ebox to the agent.

- agent chall enge token (ac): An authentication challenge token
for the agent authentication.

- m ddl ebox capabilities: A list describing the m ddl ebox’'s
capabilities. See section 2.1.6 for the list of niddlebox
capabilities.

| ure reason:

fa

aut hentication failed

no aut hori zation

protocol version of agent and mi ddl ebox do not match
| ack of resources

semanti cs:

Thi s session establishnent transaction is used to establish a

M DCOM session. For nutual authentication of both parties two
subsequent session establishnment transactions are required as

shown in Figure 1.
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2.

2.

2.

agent m ddl ebox
| session establishment request |

| (with niddlebox challenge nt) | CLOSED
T i

| successful reply (with middl ebox

| authentication na and agent chall enge ac)

| o |

| | NOAUTH
| session establishment request

| (with agent authentication aa)

| oo >

| |

| successful reply

| e |

| | OPEN

|

Figure 1: Mitual authentication of agent and ni ddl ebox

Session establishment nmay be sinplified by using only a single
transaction. 1In this case, server challenge and agent chall enge
are omtted by the sender or ignored by the receiver, and

aut henti cation nust be provided by other neans, for exanple by TLS
[ RFC2246] or |Psec [RFC2402][ RFC2406] .

The m ddl ebox checks with its policy decision point whether the
requesting agent is authorized to open a M DCOM session. If it is
not, the m ddl ebox generates a negative reply with ’'no
authorization’ as failure reason. |f authentication and

aut hori zation are successful, the session is established, and the
agent may start with requesting transactions on policy rules and
policy rule groups.

Part of the successful reply is an indication of the m ddl ebox’s
capabilities.

Session Term nation (ST)

transacti on-nane: session term nation
transaction-type: configuration
transacti on-conpli ance: nandatory

request - paranet ers:
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2.

2.

- request identifier: An agent-unique identifier for matching
correspondi ng request and reply at the agent.

reply-paraneters (success only):

- request identifier: An identifier matching the identifier of the
request.

semanti cs:

This transaction is used to close the M DCOM sessi on on behal f of
the agent. After session term nation, the m ddl ebox keeps al
established policy rules until their lifetine expires or until an
event occurs that causes the mddl ebox to ternminate them

The m ddl ebox al ways generates a successful reply. After sending
the reply, the m ddl ebox will not send any further messages to the
agent within the current session. It also will not process any
further request within this session that it received while
processing the session ternination request, or that it receives

| ater.

3.  Asynchronous Session Term nation (AST)
transacti on- nane: asynchronous session termnination
transacti on-type: asynchronous
transacti on-conpl i ance: nandatory
notification nmessage type: Session Term nation Notification (STN)
reply-paraneters (success only):

- term nation reason: The reason why the session is term nated.
semanti cs:
The mi ddl ebox may decide to term nate a M DCOM sessi on at any
time. Before termnating the actual session the ni ddl ebox
generates a STN nessage and sends it to the agent. After sending
the notification, the mddlebox will not process any further
request by the agent, even if it is already queued at the
ni ddl ebox.
After session term nation, the m ddl ebox keeps all established

policy rules until their lifetime expires or until an event occurs
for which the m ddl ebox termi nates them
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Unli ke in other asynchronous transactions, no nore than one
notification is sent, because there is only one agent affected by
the transacti on.

2.2.4. Session Termination by Interruption of Connection

If a MDCOM session is based on an underlying network connection, the
session can also be ternminated by an interruption of this connection.
If the mddl ebox detects this, it imediately term nates the session.
The effect on established policy rules is the sane as for the
Asynchronous Session Term nation.

2.2.5. Session State Machine

A state machine illustrating the semantics of the session
transactions is shown in Figure 2. The transaction abbreviations
used can be found in the headings of the particular transaction
section.

Al'l sessions start in state CLOSED. |If nutual authentication is

al ready provided by other neans, a successful SE transaction can
cause a state transition to state OPEN. Oherwise, it causes a
transition to state NOAUTH. Fromthis state a failed second SE
transaction returns to state CLOSED. A successful SE transaction
causes a transition to state OPEN. At any tine, an AST transaction
or a connection failure may occur, causing a transition to state
CLOSED. A successful ST transaction fromeither NQAUTH or OPEN al so
causes a return to CLOSED. The paraneters of the transactions are
explained in Figure 2; the value nc=0 represents an enpty m ddl ebox
chal | enge.
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nc = niddl ebox chal | enge
SE/failure ma = mi ddl ebox aut hentication
Fommm - + ac = agent chall enge
| % aa = agent authentication
Fom e e - +
| CLOSED |---------------- +
Fomme - + | SE(nc!=0)/
| NN | success(mg, ac)
SE(nc=0, | | | AST |
aa=CK)/ | | | SE/failure %
success | | | ST/success +---------- +
| I e |  NOAUTH
| R +
| | AST | SE(nc=0,
v | ST/success | aa=OK)/
R + | success
| OPEN | <--------------- +
Fomm e - +

Figure 2: Session State Mchine

2.3. Policy Rule Transactions

This section describes the semantics for transactions on policy
rules. The follow ng transactions are specified:

- Policy

- Policy
- Policy
- Policy
- Policy

Reserve Rul e (PRR)

Enabl e Rul e (PER

Rul e Lifetime Change (RLO)
Rul e List (PRL)

Rul e Status (PRS)

- Asynchronous Policy Rule Event (ARE)

The first three transactions (PRR, PER RLC) are configuration
transactions initiated by the agent. The fourth and fifth (PRL, PRS)

are nonitori
transacti on.

ng transactions. The last one (ARE) is an asynchronous
The PRL and PRS and transactions do not have any effect

on the policy rule state nachine.

Bef ore any transaction can start, a valid M DCOM sessi on nmust be

est abl i shed.
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2.3.1. Configuration Transactions

Policy Rule transactions PER and RLC constitute the core of the
M DCOM protocol. Both are mandatory, and they serve for

- configuring NAT bi ndi ngs (PER)

- configuring firewall pinholes (PER)

- extending the lifetine of established policy rules (RLC
- deleting policy rules (RLC

Some cases require knowi ng i n advance which I P address (and port
nunber) would be chosen by NAT in a PER transaction. This
information is required before sufficient information for performng
a conplete PER transaction is available (see exanple in section 4.2).
For supporting such cases, the core transactions are extended by the
Policy Reserve Rule (PRR) transaction serving for

- reserving addresses and port nunbers at NATs (PRR)
2.3.2. Establishing Policy Rules

Both PRR and PER establish a policy rule. The action within the rule
is 'reserve’ if set by PRR and 'enable’ if set by PER

The Policy Reserve Rule (PRR) transaction is used to establish an
address reservation on neither side, one side, or both sides of the
ni ddl ebox, depending on the niddl ebox configuration. The transaction
returns the reserved | P addresses and the optional ranges of port
nunbers to the agent. No address binding or pinhole configuration is
perforned at the m ddl ebox. Packet processing at the m ddl ebox
remai ns unchanged.

On pure firewalls, the PRR transaction is successfully processed
wi t hout any reservation, but the state transition of the M DCOM
protocol engine is exactly the sane as on NATs.

On a traditional NAT (see [NAT-TRAD]), only an external address is
reserved; on a tw ce-NAT, an internal and an external address are
reserved. The reservation at a NAT is for required resources, such
as | P addresses and port nunbers, for future use. How the
reservation is exactly done depends on the inplenentati on of the NAT.
In both cases the reservation concerns either an I P address only or a
conbination of an I P address with a range of port nunbers.
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The Policy Enable Rule (PER) transaction is used to establish a
policy rule that affects packet processing at the niddl ebox.
Depending on its input parameters, it may nake use of the reservation
established by a PRR transaction or create a new rule from scratch.

On a NAT, the enable action is interpreted as a bind action

est abl i shing bindi ngs between internal and external addresses. At a
firewall, the enable action is interpreted as one or nore allow
actions configuring pinholes. The nunmber of allow actions depends on
the paraneters of the request and the inplenmentation of the firewall

On a conbined NAT/firewall, the enable action is interpreted as a
conbi nati on of bind and all ow acti ons.

The PRR transaction and the PER transaction are described in nore
detail in sections 2.3.8 and 2. 3.9 bel ow

2.3.3. Maintaining Policy Rules and Policy Rule G oups
Each policy rule has a m ddl ebox-uni que identifier.

Each policy rule has an owner. Access control to the policy rule is
based on ownership (see section 2.1.5). Omership of a policy rule
does not change during lifetine of the policy rule.

Each policy rule has an individual lifetime. |If the policy rule
lifetime expires, the policy rule will be terninated at the

m ddl ebox. Typically, the m ddl ebox indicates term nation of a
policy rule by an ARE transaction. A policy rule lifetinme change
(RLC) transaction nay extend the lifetine of the policy rule up to
the lint specified by the niddl ebox at session setup. Also an RLC
transaction may be used for shortening a policy rule’s lifetine or
deleting a policy rule by requesting a lifetime of zero. (Please
note that policy rule lifetines may al so be nodified by the group
lifetime change (GLC) transaction.)

Each policy rule is a nenber of exactly one policy rule group. Goup
menber shi p does not change during the lifetine of a policy rule.
Selecting the group is part of the transaction establishing the
policy rule. This transaction inplicitly creates a new group if the
agent does not specify one. The new group identifier is chosen by
the m ddl ebox. New nenbers are added to an existing group if the
agent’s request designates one. A group only exists as long as it
has nenmber policy rules. As soon as all policies belonging to the
group have reached the ends of their lifetines, the group does not
exi st anynore.
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Agents can explore the properties and status of all policy rules they
are allowed to access by using the Policy Rule Status (PRS)
transacti on.

2.3.4. Policy Events and Asynchronous Notifications

If a policy rule changes its state or if its remaining lifetinme is
changed in ways ot her than being decreased by tine, then all agents
that can access this policy rule and that participate in an open
session with the nmiddl ebox are notified by the m ddl ebox. 1f the
state or lifetime change was requested explicitly by a request
message, then the mddl ebox notifies the requesting agent by
returning the corresponding reply. Al other agents that can access
the policy are notified by a Policy Rule Event Notification (REN)
nmessage

Note that a mi ddl ebox can serve nmultiple agents at the sane tinme in
different parallel sessions. Between these agents, the sets of
policy rules that can